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1 Reason for Contribution

To improve the accuracy and content of sections 1, 2, 3 and 4 of the EPEM RD.

2 Summary of Contribution

This contribution suggests changes to the informative text in the EPEM RD. The existing text is taken from OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040503-D, which was the last approved version at the time of submission.

3 Detailed Proposal

1. Scope







(Informative)

This document provides use cases and requirements for policy enforcement and management within OMA. 

EPEM evaluates and enforces policies that  manage requests/response to/from resources. Examples of requests include authentication and authorization.

The requirements in this document are intended to facilitate the development of a set of specifications for defining, exposing, managing, evaluating and enforcing policies. Note that this RD is not intended to specify particular policies.  

:

:

3.1 Definitions

Editor’s note: whenever possible the source of the definition will be added to the text. 

	Delegate
	A delegate is a designated resource that performs specified tasks or functions on behalf of (one or more) other resources. To delegate is to designate a resource that performs specified tasks or functions on behalf of (one or more) other resources

	Request 
	An articulation of the need to access a resource or to invoke a function. A request may include zero, one or more facts.

	Response
	An articulation of the results of the processing of a request. 

	Request Processing 
	A logical sequence of steps that includes the interpretation, validation and generation of a response to a request. Information within a request is used to identify policies that are relevant to the request.


3.2 Abbreviations

	OMA
	Open Mobile Alliance

	EPEM
	Execution Policy Enforcement and Management

	PDP
	Policy Decision Point [RFC 3198]

	PEP
	Policy Enforcement Point [RFC 3198]

	SLA
	Service Level Agreement


4. Introduction






(Informative)

Mobile service environments where different entities, e.g. enterprises, mobile operators and 3rd party service providers collaborate to provide highly personalised services to mobile subscribers presents new opportunities and benefits to the mobile industry. Policy enforcement and management is driven by the need to reduce management complexity whilst introducing consistent new subscriber services with the same or reduced time to market.


Policy Enforcement and Management  specifies ways to convey and enforce policies. EPEM controls access to resources.  The aim of this document is to collect requirements on EPEM.
Policy enforcement and management also enables delegation of responsibility to other resources:

· This can help reduce the silos and duplication of functionality and of components often met in the mobile industry. 

· This is expected to be an efficient mechanism to exploit functions provided by other enablers by providing a systematic way to express and implement the delegation to such other functions.
Policies are associated with resources.  Whenever requests are made to a resource, the associated policies are evaluated and enforced by a policy enforcement mechanism on the request and on the associated response. 

This requirements document is expected to be neutral in terms of implementation and deployments. However, the requirements presented in this document may help in the technology selection and in understanding of the suitability of different deployment choices. 
4.1 Actors in the context of EPEM

:

EPEM invokes relevant policies to process the request and if successful it passes the request to the target resource. 

The following discusses further the various actors in OMA and how they view of EPEM.

4.1.1 End Users

The mobile user wants to personalise his/her services and express his/her preferences at a high level utilising some personalization application (e.g. web-based forms with tables, pull-down menus, etc) to use those preferences across available services. In the service provider environment, preferences may be expressed as policies. These policies are applied whenever requests are made that could be affected by those preferences.
.

4.1.2 Mobile Operators

The mobile operator wants flexible service management that helps manage the requests to resources and protect the integrity of its resources. Being able to expose resources in a manageable, secure, billable
, auditable and automatable manner is a key requirement. EPEM allows mobile operators to enhance their service portfolio and encourage the uptake of mobile services by other providers.

4.1.3 Service Providers
The service provider wants flexible service management that helps manage the requests to resources and protect the integrity of its resources. Being able to expose resources in a manageable, secure, billable
, auditable and automatable manner is a key requirement. EPEM allows service providers to enhance their service portfolio and encourages the uptake of mobile services by other providers.


4.1.4 Application Developers

Applications can be developed tailored to specific end-users using SP-defined policies. They will also exploit mobile features by accessing resources exposed in the network. Therefore, the ability to request resources in a secure and automatable way is a key requirement for application developers who want to add mobile features to their applications.

4.2 User settings and resource protection

It is important to note that the EPEM enabler can be used to:

· Protect a resource by ensuring that policies are evaluated and enforced for any message to and from the resource.

· Allow evaluation and enforcement of preferences or user settings expressed as policies.
· Simplify implementation of resources by allowing delegation to other resources.

4.3 EPEM, Other Enablers and Integration

By providing mechanisms to implement the delegation of responsibility for certain functions the EPEM enabler provides alternative ways to:

· Use other enablers
· Facilitate integration of resources that can share or reuse other resources

Because delegation to other enablers is by definition common across most use cases, the EPEM enabler can itself be considered as a key enabler.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the above changes to the EPEM RD.










� Notions of allowing billable and auditable exposure of resources used throughout this document should be understood as examples of conditions that can be enforced before allowing access and usage of the resource. It does not imply that billing must always take place, nor that this is the sole type of condition can be enforced besides authentication, authorization etc… This comments applies throughout this document.


� Notions of allowing billable and auditable exposure of resources used throughout this document should be understood as examples of conditions that can be enforced before allowing access and usage of the resource. It does not imply that billing must always take place, nor that this is the sole type of condition can be enforced besides authentication, authorization etc… This comments applies throughout this document.
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