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1 Reason for Contribution

To resolve some of the functional requirements in the EPEM RD.

2 Summary of Contribution

The following requirements are taken from OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040503-D, which was the last approved version at the time of submission.

It is acknowledged that some of the requirements affected may already be re-worded or removed before this contribution is discussed.

Unless stated, requirements are deleted because the authors believe that they are outside the scope of EPEM, or that they are covered elsewhere in the document.

3 Detailed Proposal

6.1 High-Level Functional Requirements

:

3. The EPEM enabler MUST be able to evaluate and enforce policies on any request and response from at least the following, 

· Requests from a  Service Provider wanting to utilize this Service Provider’s resources 

· Requests from end users, wanting to access services of this Service Provider 
· 
· 

· Response from the resource
:

:

6. EPEM enabler MUST be able to interact with other resources to enforce the results of policy evaluation. (Motivated by section 5.6)
7. Enablers MUST be able to determine when to perform policy enforcement (i.e. on which requests there is a need to ask for policy decision). (Motivated by section 5.6
8. The EPEM enabler MUST NOT prohibit the end user from defining his/her own policy (e.g., privacy policies) to be stored and enforced by the service provider.  (Motivated by section 5.6Further requirements can be found in [Privacy])

:

10. 
The EPEM enabler MUST support pre-defined asynchronous requests, via an event notification mechanism,  for policy evaluation and enforcement for OMA enablers.
The EPEM enabler SHOULD support pre-defined asynchronous requests, via an event notification mechanism, for policy evaluation and enforcement for non-OMA resources.

The EPEM enabler MUST provide mechanisms for associating events with policies.
The above changes are proposed to resolve the original requirement, but the whole topic needs further discussion

6.1.1 Security

:

1. 
· 

The above requirement risks becoming a never ending list of the types of assertion/requests etc that EPEM has to evaluate. Proposal is to move this into an informative section.

See proposal in document OMA-REQ-2004-0497-EPEM_Changes-to-informative-sections
4. The EPEM enabler MUST support policies that permit secure and confidential access to services and associated exchanges within and across networks and domains e.g. through methods such as encryption, integrity protection, non-repudiation, authentication (both mutual and one-way) and authorization. [ARCH 6.1.1 #9]
5. The EPEM enabler MUST support policies that permit protection against security threats, secure and confidential access to services and associated exchange [ARCH 6.1.1 #12]

6.1.3 Administration and Configuration

:

:

12. The EPEM enabler MUST enable delegation by a resource owner of the policy enforcement associated to the resource to other parties.






:



21. The EPEM enabler MUST be able to log the following information for resources that EPEM controls access to. 
· Statistical information (e.g. failure rate of a particular request for a resource and real time QoS information for a session)

· Session information for both inbound requests, (e.g. requests from authorised third parties, and outbound responses

6.1.4 Usability

:

3. The EPEM MUST support policies that permit requests done on behalf of principals.

4. The EPEM enabler MUST support policies that  provide a means to manage and enforce end-user privacy. [ARCH 6.1.6 #1]

6.1.5 Interoperability

1. The EPEM enabler MUST be compatible with standard service registration and discovery 


6.2 Overall System Requirements

:

2. The EPEM enabler MUST support policies that require delegation of any functionality from a resource to another resource. (Motivated by section 5.11).

Comment: This may be subsumed by 6.1.3#12, but 6.1.3#12 implies that the owner assigns the delegation. This requirement implies that EPEM does it, i.e. without the owners decision.

:


:

10. The EPEM Enabler MUST support policies  which provide a mechanism to control the QoS and the service quality of the behaviour of enablers. [ARCH 6.3 #5]

:

14. The EPEM MUST be able to use the OMA enablers for policy evaluation and enforcement.. [ARCH 6.3.2 #1]


 


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the above changes to the EPEM RD.
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