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1 Reason for Contribution

Contribution <OMA-REQ-2004-0587-EPEM-Discover-Register> introduces a use case that shows how a PEEM enabler interacts with potential register and discover enablers.

The reason for this contribution is fourfold:

1. We believe that there are alternatives to the normal flow of the proposed use case.

2. We believe that there are different notions of what “registration” and “discovery” means. We want to elaborate on these various perceptions, pointing them out in alternative flows.

3. We believe that the alternative flows in this contribution motivate a modification of requirements 6.2 #9,10,11 as proposed in contribution <OMA-REQ-2004-0659-Modification-of-registration-and-discover-requirements> to avoid mandating one specific solution, i.e. using a registration and discover enabler, in a Requirements Document.

4. We believe that the alternative flows show how assertions can be used as an input to a policy evaluation process – and thus provide extra motivation for contribution <OMA-REQ-2004-0583-PEEM-RD-Assertion-Definition-and-Requirement>.

We believe that the introduction of alternative flows shows that there are alternatives to using a registration and discovery enabler. Also these flows show different ways of using a registration and discovery enabler. This motivates that a PEEM-based solution can work *without* putting requirements on the need to support registration and discovery, but indeed requiring that it shall be possible to make the PEEM enabler aware of, e.g., added or modifed enablers.

(The debated requirements are (quoted from June 23rd PEEM RD, section 6.2):

9. The PEEM enabler MUST support Discovery for an implementation of a Service Enabler. [ARCH 6.3.2.1 #3]

10. The PEEM enabler MUST support Registration for an implementations of a Service Enabler. [ARCH 6.3.2.1 #4]

11. PEEM enabler MUST be able to register, discover, and retrieve information (e.g. a service enabler’s address) using a resource identifier (e.g. a user identifier). [ARCH 6.3.2.1 #5]

Editor’s Note:Requirements 9, 10 and 11 need re-phrasing by Bangkok TP, otherwise they shall be removed 

)

In addition we think that the normal flow as outlined in 0587 shows interaction between enablers and registration and interaction between applications and discovery enabler – thus an interaction between PEEM and a registration/discovery enabler is *not* shown. This is an extra reason to question why “the PEEM enabler must support registration and discovery”.

From the normal flow in 0587 we cannot derive the need for a PEEM enabler to *support* registration and discovery itself (as stated in the requirements 6.2 #9,10,11). We believe a PEEM enabler may need to be able to interact with Registration and Discovery, but that there can be alternatives to registration and discovery.

In the normal flow of 0587, a PEEM enabler intercepts messages to/from the discovery enabler. Just like it can do to any other enabler. Thus, this is not an explicit reason for a PEEM enabler to support registration and discovery.

We can derive from the normal flow in 0587 and the alternative flows in this contribution that when an enabler or an interface to an enabler is added, modified or removed, that it may need be possible for the PEEM enabler to be made aware of this at the latest when it needs to use it. Regarding this aspect we refer to contribution <OMA-REQ-2004-0659-Modification-of-registration-and-discover-requirements>.

Then, in the alternative flows it is shown how assertions are used as an input to a policy evaluation process. Regarding this aspect we refer to <OMA-REQ-2004-0583-PEEM-RD-Assertion-Definition-and-Requirement>.
2 Summary of Contribution

This contribution proposes to include the alternative flows to the RD, if the use case that is described in <OMA-REQ-2004-0587-EPEM-Discover-Register> gets accepted to be included in the RD.

This contribution is not in the form of a Change Request, as it proposes changes to another Change Request and not changes to existing text in the RD. 

3 Detailed Proposal

Three alternative flows are proposed to be added to the use case described in 0587. This chapter shows the current text in 0587 together with our proposed modifications as indicated by change marks.

5.x.1     Short Description

In this scenario, an enabler implementation (let's call it EN) is installed into a service provider domain, registers itself, and is then discovered by an application (let's call it APP).  This use case describes these processes and how PEEM interacts with them. 

5.x.2    Actors

Service Provider having the enabler implementation

Actor deploying an application attempting to invoke an enabler implementation at an SP
5.x.2.1  Actor Specific Issues

The SP wants to automate as much as possible the deployment of enabler implementations and their use by applications

The actor deploying an application wants to dynamically determine how to invoke enabler implementations deployed at different SPs

5.x.2.2  Actor Specific Benefits

SPs reduce effort required to deploy enabler implementations and have applications  access those implementations

Actor deploying application reduces effort required to invoke enabler implementations at different SPs

5.x.3  Pre-conditions

SP has enabler implementation that conforms to (OMA's to-be-defined) Discover and Register enabler specifications

SP has defined the policies for accessing these Discover and Register enabler implementations.

Actor deploying application has adequate relationship with SP to permit the application to access the enabler

5.x.4  Post-conditions

Application has received description of interfaces (i.e., set of parameters, protocols) needed to access the SP's enabler implementation..

5.x.5  Normal Flow

1. The SP installs the enabler implementation EN.

2. The SP defines to its PEEM implementation what policies should be evaluated/enforced when requests are received destined for EN.  The policies might include, but not be limited to, authenticating the requestor using a certificate, charging 3 Baht's for requests to EN, or requests to EN can only be made between 1500 GMT and 1700 GMT.

3. The SP configures the enabler implementation (EN) to know how to access the Register enabler implementation that is already deployed in the SP's domain.

4. The EN uses the OMA-defined protocols to describe its interface (including required parameters) to the Register enabler implementation.  EN's interface is the I0 interface as defined by OMA.

5. The application (APP) sends a Discover request to SP's well-known address. to find out the interface information for EN

6. The SP's PEEM implementation intercepts the incoming Discover message from APP and applies the SP-defined policies pertaining to the Discover enabler implementation.

7. The Discover enabler implementation analyzes the incoming messages, and returns the interface specification for EN that was supplied by EN in step 4 above.

8. As the Discover response passes out of the SP domain through the PEEM implementation, it is recognized by PEEM as a Discover message.  PEEM analyzes the policies that have been specified by the SP for EN and combines the required parameters to satisfy those policies (I1) with the enabler-required parameters (I0) to produce the full interface (I0+I1) that APP will have to use to access EN.  PEEM changes the Discover response to include this enhanced interface specification. 

9. APP receives the Discover response and uses the information to implement the required interface to invoke EN in the chosen SP's domain.  

5.x.6 Alternative Flow 1
An alternative approach is that in step 4 PEEM intercepts the Register message and performs the same policy analysis as described in step 8 above.  PEEM then sends the enhanced Register message to the Register enabler implementation.  In this case, PEEM does not have to (but may) process the Discover flow in step 8.


5.x.7 Alternative Flow 2 – SP publishes enabler at discovery server

The following scenario describes an alternative for steps 1 to 4.  It is the SP that performs the publication of a “new” enabler in the SP’s domain.

1. The SP installs or updates the enabler implementation EN.

2. The SP defines to its PEEM implementation what policies should be evaluated/enforced when requests are received destined for EN.  The policies might include, but not be limited to, authenticating the requestor using a certificate, charging 3 Baht's for requests to EN, or requests to EN can only be made between 1500 GMT and 1700 GMT.

3. The SP publishes the enabler implementation including protocol/interface description at the discovery enabler that will be invoked by the APP. This can be an automated part of the installation or updating procedure.

5.x.8 Alternative flow 3 – SP provides service interface description offline

The following scenario describes a scenario involving registration and discovery as typically seen from a 3GPP/Parlay point of view. The scenario is about an application (APP) finding out on how to access an enabler, and accessing an enabler (EN). In this scenario the discovery enabler is called “framework”. Both the framework and the service enabler are in the SP domain. Note that the sequence below is an abstracted version of the sequence specified in 3GPP specifications.

1. The SP exchanges protocol description, interface description, authentication and authorization information for accessing the framework and the EN off-line with the APP. Such information is exchanged by other means than a discovery enabler (e.g. e-mail).

2. The SP registers the enabler implementation at the framework.

3. The SP creates a Service Level Agreement (SLA) for an APP that wants to access the EN and stores this SLA at the framework.

4. APP authenticates to the framework and signs the SLA for using the EN.

5. The framework returns to the APP the address of where to invoke the EN.

6. The APP uses the EN. The SLA is enforced during usage (e.g. by a PEEM enabler implementation).

5.x.9 Alternative flow 4 - Enabler registers policies to apply during discovery, a user can define user-specific policies

1. The SP installs the enabler implementation EN.

2. The SP defines to its PEEM implementation what policies should be evaluated/enforced when requests are received destined for EN. The policies might include, but not be limited to, authenticating the requestor using a certificate, charging 3 Baht's for requests to EN, requests to EN can only be made between 1500 GMT and 1700 GMT, the APP needs to provide an authorization assertion received during the discovery of EN, the APP needs to provide a user authentication assertion received during the discovery of EN. 

3. Users subscribed to use the enabler may define additional personalized policies when applications access the enabler (e.g. don’t give location information to foo.com, requests to EN can only be made between 1500 GMT and 1700 GMT).

4. The enabler implementation (EN) knows how to access the Register enabler implementation that is already deployed in the SP's domain, e.g. by configuration or as part of a user interaction to set EN as a provider of a user’s information.

5. The EN uses the OMA-defined protocols to register in the Register enabler implementation; a standard EN only needs to indicate its service type (e.g a urn like “urn:oma:LOC_MLP:2004-08” which might correspond to a standard definition publicly available for application developers), not its detailed interface description. EN's interface is the I0 interface as defined by OMA. The EN may indicate the policies that it wants the Register implementation to apply when answering Discovery requests (e.g. Authenticate Requester, Authorize Requester).

6. The application (APP) sends a Discover request to the user’s discovery enabler to find out where to find a specific enabler implementation for the user who is accessing APP.

7. An SP's PEEM enabler implementation evaluates the incoming Discover message from APP and applies the SP-defined policies pertaining to the Discover enabler implementation (for accessing the Discovery enabler). Also policies are evaluated to check whether the APP can access the EN as well as other policies that the EN may have indicated during the registration of EN.

8. If APP is allowed to access the SP’s EN the Discover enabler implementation returns the address for sending requests to EN that was supplied by EN in step 2 above, accompanied with all the information that satisfies the policy defined by the EN, e.g. an authorization assertion that states that the APP is allowed to access the EN.

9. APP receives the Discover response and uses the information to invoke EN in the chosen SP's domain. The EN invocation contains the information that was returned by the Discovery response after evaluation of the policies defined by the EN.

10. An SP's PEEM enabler implementation or the EN interacting with the SP’s PEEM enabler implementation evaluates the incoming EN message from APP, checks the validity of the assertions received in the message and it applies user and/or additional SP-defined policies pertaining to the EN enabler implementation (for accessing the EN enabler).

11. EN receives the service request from APP.

5.x.10  Operational and Quality of Experience Requirements

· none
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5 Recommendation

To add the alternative flows to the RD if the use case described in 0587 is added to the RD.
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