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1 Reason for Contribution

The contribution includes comments for the REQ formal review of PEEM RD OMA-RD_Execution_Policy_Enforcement_Management-V1_0-20040928-D available at http://www.openmobilealliance.org/ftp/Public_documents/REQ/permanent_documents/OMA-RD_Execution_Policy_Enforcement_Management-V1_0-20040928-D.zip
2 Summary of Contribution

A number of comments for the informative section and the requirements section have been identified and are listed in the detailed proposal. Some comments are editorial, others indicate the need for clarifications, and others indicate the need for changes and suggest the changes to be performed and the reason for the changes.

3 Detailed Proposal

The following table includes comments for the PEEM RD, to be considered in the REQ formal review process.

In change tracking: Proposed disposition.
	ID
	Section
	Description
	Status

	
	General
	Run a spelling check and address general editorial issues (extra spaces, missing spaces, etc…)
	ok

	
	1, 2nd 

Para. 
	Change to: “The PEEM enabler evaluates and executes policies that manage requests/response to/from resources exposed by other enablers.  Examples of requests include authentication and authorization.”
	Ok, I think that in general PEEM should be referred to as “the PEEM enabler”. It is quite good to spell out that the PEEM enabler does both evaluation and execution.

	
	1, 3rd Para, first sentence
	Change ‘evaluating and enforcing’ to ‘evaluating and executing’.
	ok

	
	1, 3rd 

Para, last sentence
	Change to:

“Note that this RD does not specify individual policies, but rather addresses requirements on how to express policies.”
	ok

	
	2.1
	Make sure that references to OMA documents and hyperlinks are up to date


	ok

	
	2.2
	Repetition: delete [RFC 3198] as already captured in 2.1
	ok

	
	3.2
	Definition of ‘delegate’. Change ‘that’ to ‘to’ in second sentence. I.e.: “To delegate is to designate a resource to perform specified tasks or functions on behalf of (one or more) other resources.


	ok

	
	3.2
	Definition of ‘Policy Enforcer’. Given the current definition for ‘policy enforcement’ includes both evaluation and execution, we may want to revisit this definition. Otherwise, it may imply ‘enforcement’ is similar to ‘execution’  which contradicts the previous definition. Granted, ‘policy executioner’ does not sound like a great choice for a replacement term (. 
	My proposal: Policy Enforcer = A logical entity that performs policy evaluation and policy execution.

	
	3.3
	Editorial: in PEEM abbreviation, replace ‘Evaulation’ with ‘Evaluation’. 
	Ok

	
	4, 1st Para, 1st sentence
	Editorial: change ‘presents’ to ‘present’ to correspond to the plural in the leading noun.
	Ok

	
	4, 1st Para
	Editorial: Introduce ‘PEEM’ abbreviation in 2nd sentence, i.e.: “The Policy Evaluation, Enforcement and Management enabler, (PEEM) is driven by the need to reduce management complexity whilst introducing consistent new subscriber services with the same or reduced time to market.”


	ok

	
	4, 2nd Para.
	Editorial: Merge 2nd and 3rd sentence into one:

“... PEEM specifies ways to convey and enforce policies that can be used to manage resources, processes and underlying systems.  The aim of this document is to collect requirements on a PEEM enabler. Policy Evaluation Enforcement and Management also enables the delegation of responsibility to other resources:”


	Ok

	
	4, 2nd Para
	Improve wording of 2nd bullet: 

“This can help avoid the costly duplication of functionality across service enablers and reduce the proliferation of ‘silos’ is service provider networks.”


	1st bullet?

I think current phrasing is fine as is.

	
	4, last Para
	Restrict last paragraph to:

“This requirements document is expected to be neutral in terms of implementation and deployments”. 
	ok

	
	4.1.1, 1st sentence 
	For better readability, insert ‘in order’ in front of the ‘to use those preferences’ (after the brackets).
	Ok

	
	4.1.2, 1st sentence AND

4.1.3, 1st sentence
	For better readability, replace ‘helps manage the requests to resources and protect the integrity’ with ‘helps managing the requests to resources and protecting the integrity’.
	Ok

	
	4.1.2, last sentence AND

4.1.3, last sentence
	Editorial: replace ‘encourage’ with ‘encourages’
	Ok

	
	4.1.4, 1st Para, 2nd sentence AND next para main sentence
	For consistent use of plural, replace ‘3rd Party Service Provider who wants to access mobile features required by their deployed applications’ with ‘3rd Party Service Providers who want to access mobile features required by their deployed applications’.

Also, use the plural ‘providers’ in the sentence heading the bullet item list.
	Ok

	
	4.1.4, last bullet item
	Clarification needed: the heading followed by the last bullet item does not read as a sentence. Suggest rewording the 1st part of the last bullet item:

‘To allow 3rd Party to provide policies …”
	Ok

	
	4.2, bullet item 3
	Change ‘evaluation and enforcement’ to ‘enforcement’.
	I propose to change to: ‘evaluation and execution’ since this is what enforcement is about. Reason: to make as clear as possible what it is about directly – the reader doesn’t need to go and lookup the metadefinition all the time. It is clear instantly what this is about.

	
	4.4
	Change ‘EPEM’ to ‘PEEM’ in Figure 3 caption
	I propose to ‘the PEEM enabler’

	
	5, Various
	Change ‘EPEM’ to ‘PEEM’ in Figures 4, 6, 7 and 8.
	ok

	
	5.7.1 1st
Para
	Remove ‘(static or dynamic)’, as it was earlier agreed not to use this distinction
	ok

	
	6.1 # 3,

6.1#12,

6.1.6 #2,

6.2 #12,

6.2 #15

6.2 # 16,

6.2 #17,

6.2 #18,

6.2#19
	Replace ‘evaluate and enforce’ with ‘enforce’. Reason: consistency with enforcement definition
	I propose to change ‘evaluate and enforce’ to ‘evaluate and execute’. Reason: to make as clear as possible what it is about directly – the reader doesn’t need to go and lookup the metadefinition all the time

	
	6.1 # 11
	Change suggested: “The PEEM enabler MUST specify …”. Reason: the current text leaves it open to interpretation whether the policy description language will be included in a PEEM specification, or provided by some other means.
	I disagree: I think that the PEEM enabler should not specify  the language to express the policies in.  These languages are specified by the various enablers or areas that the PEEM enabler would be applied to, for instance, QoS enabler specifies QoS policies, location enabler specifies location policies, user profile enabler specifies user profile related policies, privacy preferences enabler specifies privacy policies etcetera. It is in these and in many other standards areas that policy schemas and semantics have been standardized already – here we should respect the OMA and OSE principle of re-using the specs that are already out there. I think it is not up to the PEEM enabler to be able to mandate the format for all these policy standards that have already been established. Policies will always be used in a certain context, it is the context that drives the policy scheme and semantics.  So many contexts have already defined their own policy standards. It is these standards that a PEEM enabler should be able work with.

	
	6.1.2 # 1
	Change: replace “MUST NOT preclude” with “MUST support”. Reason: stronger statement.
	ok

	
	6.1.3 #9
	Currently states: “It SHOULD be possible to dynamically manage policies”.

Suggest changing to: ‘It SHOULD be possible for the PEEM enabler, or any other actor permitted to perform policy management, to dynamically manage policies’.
	Ok

	
	6.2 # 3
	Clarification: not sure what “systems” was supposed to mean in this context – may need rewording.
	Ok

	
	6.2 # 5
	Change: replace “operate” with “run” or “support” or “accept” or “process” or “react to”.
	Ok: support

	
	6.2 # 9
	Clarification: this sentence is not clear, especially in view of the previous two requirements. It seems to be a step following the previous requirements, time-wise (namely after PEEM was made aware of a change, it does something about it) – but I am not sure if the requirement here is to adapt itself to support those changes? If it is, it could be reworded to crisper express this; if it is not, than what does the requirement ask PEEM to do?
	This requirement was supposed to be deleted (it was replaced by 6.2#7).

	
	6.2 # 10
	Clarification needed: if the intent is to recognize the policies associated to a resource by analyzing the input data (parameters, type of request) it should be stated so. In addition, the resource to be protected must be identified as well. For example, could be re-worded as:

The 
PEEM enabler MUST be able to determine: 

a) the resource that needs to be protected, through the analysis of the input data received with the incoming request

b) the policies associated to that resource

Reason: PEEM must be able to know the policies associated to a resource, independently on the input data. The input data is to know which resource/s apply, and to properly take a decision.
	ok



	
	6.2 # 13
	Replace evaluation with enforcement. Reason: since PEEM also may handle the execution step, it should log information during that process as well (reminder: enforcement is defined as evaluation AND execution)

Proposed text change for the first sentence of the requirement (only 1 word change): 

The PEEM enabler MUST be able to create log information about the flows and events (such as error events) that it processes, and the associated policy enforcement that may result (for auditing purposes).
	I propose to change to: ‘evaluation and execution’ 


	
	6.2 # 15
	Change to:

The PEEM enabler MUST be able to enforce policies mandating to obtain user’s approval

Reason: consistency with definitions
	ok

	
	6.2 # 16
	Change to:

The PEEM enabler MUST be able to enforce 
end-user defined policies even when the end-user is roaming in a visited network ( Motivated by preconditions at several use cases)
	ok

	
	6.2 # 24
	Change: replace “execute” with “process” (or “enforce” or “evaluate”). Reason: to avoid confusion between “execution of an action” with the “enforcement of a policy rule”
	Ok: “process”

	
	B.10 and B.11
	Editorial: Remove Reference Error.
	ok


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the comments in the detailed proposal are addressed during the REQ formal review for PEEM RD.










�PAGE \# "'Page: '#'�'"  ��Clarification:if the intent is to recognize the policies associated to a resource by analyzing the input data (parameters, type of request) it should be stated so.


�PAGE \# "'Page: '#'�'"  ��Correct – that’s exactly what I was trying to emphasize with the rewording. Maybe did not choose the best words, but the initial requirement was too vague in my opinion. So here is a new rewording (I am including the current requirement as well so that you can compare them side by side), Please let me know if you prefer the new rewording, or prefer to leave the requirement in its original form:


 6.2#10 current: The PEEM enabler MUST be able to determine the policies associated to a resource that it protects


6.2#10 proposed: The �PEEM enabler MUST be able to determine the policies associated to a resource that it protects through the analysis of the incoming request.


�PAGE \# "'Page: '#'�'"  ��Exactly my point and definitely useful to log throughout the entire process consumed within PEEM – that is exactly the change that I suggested. Please read the new text again. The previous word in the requirement was only supporting logging during “evaluation”, and I suggested replacing it with “enforcement” – you need to log during evaluation and during execution, therefore through the entire enforcement process (enforcement is now defined as evaluation+execution). I am not sure if you were part of the discussion/debate when PEEM agreed eventually on the most recent definition of “enforcement”? Many of the comments have to do with the consistency with the (relatively) newly agreed definition (including the ones that would point to the need to change the name, if we want to be completely consistent ...). I think the new proposed text is correct, please let me know if you agree, given the explanation provided. Just so you can compare, here is the current version, and the one proposed by me, side by side (the only change is to use the word “enforcement” instead of “evaluation”).


6.2#13 current: The PEEM enabler MUST be able to create log information about the flows and events (such as error events) that the PEEM processes, and the associated policy evaluation results (for auditing purposes). 


6.2#13 proposed: The PEEM enabler MUST be able to create log information about the flows and events (such as error events) that the PEEM processes, and the associated policy enforcement results (for auditing purposes).


�PAGE \# "'Page: '#'�'"  ��Change: replace enforce with execute. Reason: consistency with enforcement definition.
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