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1 Reason for Change

Use-cases E “Debugging a new version of a service” and use-case I “Service fault localisation when a service is hosted by a thrird party service provider” are very similar. For ease of understanding, these use-cases are merged.

2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact on other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The material in section 6 below should replace all the current material in Section 1 of the OSPE RD.

6 Detailed Change Proposal
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7.1.7 

7.2 Use Case I: Service fault localization when a Service is hosted by a third party Service Provider

7.2.1  ASK  \* MERGEFORMAT Short Description

This use cases describes the scenario when a number of customers complain to their Service Provider about a fault that they repeatedly experience when trying to access a particular application that is offered by the Service Provider.

After performing some basic service checks the Service Provider confirms that a third party Service Provider hosts the application on their behalf and that there is a need to identify whether the fault resides either in the Service Provider domain or the third party Service Provider domain.

The third party Service Provider is contacted and an agreement is made between the two Service Providers to perform service level tracing to identify the fault that causes the service failure.

7.2.2 Actors

End-user

· The end-users who use a mobile device to consume a service provided by their Service Provider.

Service Provider
· Develops the service business logic which is realized as a complex set of interactions between components deployed by both the Service Provider and externally by a Third Party Service Provider;
· Supports the necessary network infrastructure to support and provide services to their customers. The Service Provider may also integrate services from a third party Service Provider to enhance their services portfolio;

· They are their end-user’s first point of contact for any service related queries, e.g. subscription, payment and billing related, and service specific queries or issues;

· Manages and maintains the day-to-day operations of the Service Provider’s network and supporting services;

· Designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the Service Provider and externally by a third party Service Provider.

· Third party Service Provider

· Supports the necessary network infrastructure to support and provide services to their customers, e.g. the Service Provider. The third party Service Provider has a contractual agreement with the Service Provider to develop and host services on behalf of the Service Provider;

· Manages and maintains the day-to-day operations of the third party Service Provider’s network and supporting services;

· Designs, develops and implements the service logic that may be realized as a complex set of interactions between enablers deployed by both the third party Service Provider and by a Service Provider;

· Liaise between the Service Provider (their customer) and the third party Service Provider.

5.2.1.5 Actor Specific Issues

End-user

· Consumes the services they have paid for and expects to use the services with consistent and expected level of quality.

Service Provider

· Ensure developed service meets acceptance-test quality; they take it through acceptance test in the shortest time possible so that the service is then available to the end-users;

· Offers Services to their end-users and guarantees a quality of service for the services that are consumed;

· The primary contact point for the end-user. They need to ensure that the customer’s complaints are dealt with in an effective and efficient manner to maintain customer satisfaction;

· Ensure it has all means/tools to be able to manage the services and solve/address possible issues an end-user may experience or which may impact end-user experience;

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and end-user expected service quality, e.g. service works first time and is simple use etc;

· They need to able to make the necessary corrections to the service logic whenever a service fault is detected.

Third Party Service Provider

· Offers Services to their end-users (e.g. Service Provider) and guarantees a quality of service for the services that are consumed;

· Ensure it has all means/tools to be able to manage the service and solve/address possible issues an end-user may experience or which may impact end-user experience;

· Ensures that their service designs meet the expected market needs in terms of time-to-market and quality of service, and their customer’s expected service quality, e.g. service works first time and is simple use etc;

· They need to able to make the necessary corrections to the service logic whenever a service fault is detected;

· Needs to ensure that the customer’s complaints (e.g. those of the Service Provider) are dealt with in an effective and efficient manner to maintain customer satisfaction.

5.2.1.6 Actor Specific Benefits

End-user

· Consumes the services they have paid for and gets consistent and expected quality of service.

Service Provider
· Able to achieve a quicker debugging phase of a new version of a service;
· Able to maintain and improve the quality of service for the services that their end-users consume;

· Maintains and improves level of customer satisfaction through efficient and effective resolution of end-user complaints. It will help in providing more quality fault related information to the appropriate support teams within the Service Provider when a fault occurs;

· Confidence that issues can be tracked, isolated and corrected in an effective and efficient manner. This enables the process of fixing and debugging the issues more quickly. It will also help in providing more quality fault related information not only to other appropriate support teams within the Service Provider but to third party Service Providers.

Third Party Service Provider

· Able to maintain and improve the quality of service offered to their end-users, and other customers including other Service Providers;

· Confidence that issues can be tracked, isolated and corrected in an effective and efficient manner. This enables the process of fixing and debugging the issues more quickly. It will also help in providing more quality fault related information not only to the other appropriate support teams within Service Provider but to third party Service Providers.

7.2.3 Pre-conditions

· Third Party Service Provider has made the necessary business and technical arrangements with the Service Provider in order to be able to develop and host the application on behalf of the Service Provider.

· The Service Provider, in conjunction with the third party Service Provider, have developed the service logic that enables the Service Provider’s end-users to consume the service, when the third party Service Provider hosts the application.

· End-user has an account with the Service Provider and their subscription is fully paid.

· The Service Provider have the right type of mobile device to be able to replicate the service failure.

· The end-user is able to replicate the service failure.

· Both the Service Provider and the third party Service Provider network infrastructure supports Service level tracing. This also means that when a device is marked by the Service Provider, any calls/sessions invoked (until when the Service Provider unmarks the device) from that device initiates service level tracing in both the Service Provider and the Third Party Service Provider domain.

· The Service Provider and the third party Service Provider have agreed to pass trace information from the Service Provider domain to the third party domain in order to resolve faults associated with applications hosted by the third party.

7.2.4 Post-conditions

· The Service Provider replicates the service failure.

· The Service Provider and the third party Service Provider retrieve the logged service trace information from their respective networks and together they identify the fault that causes the service failure.

· The cause of the service failure is identified as being part of the Service logic within the third party Service Provider’s network. The fault that causes the service failure is rectified.

· The Service Provider’s end-users continue to consume their services getting a consistent and expected user experience each time.

7.2.5 Normal Flow

1. A number of Service Provider end-users experience a fault with a service they have paid for, and after a number of failed attempts contact their Service Provider.

2. The Service Provider performs a number of basic checks (e.g. checks end-user has enough money/air time credit) but is unable to identify the cause of error.

3. The Service Provider replicates the service fault with their engineering test mobile phones and confirms that a service failure exists and then checks their network for error alarms and examines the available statistical information associated with the key network nodes for signs of unusual nodal behaviour. However, they are still unable to identify the cause of failure.

4. Instead of contacting the end-users, the Service Provider marks their test mobile phone and then replicates the service failure.

5. Each node (e.g. component) in the Service Provider network logs all associated trace information.

6. The Service Provider retrieves all logged service level trace information from all nodes in their network. The Service Provider analyses the retrieved trace information and confirms that the cause of fault is neither related to a network transport failure nor a network node failure. However, they do identify that the cause of the service failure may reside in the service logic within the third party Service Provide domain, as they are the providers of the application.

7. The Service Provider escalates the fault to the third party Service Provider.

8. An agreement is made by both the Service Provider and third party Service Provider to initiate Service Level tracing using the Service Provider engineering test mobile phone.

9. Again, the Service Provider marks the test mobile phone and repeats the failure case.

10. All nodes (component) in the Service Provider and the third party Service Provider network logs all associated trace information.

11. The Service Provider and third party Service Provider each retrieve logged information from their respective networks.

12. The Service Provider and the third party Service Provider analyses their retrieved trace information for the cause of the fault.

13. The fault is identified as residing in the third party network and is fixed by the third party Service Provider.

14. After the fault is fixed and the Service Provider repeats the test and confirms that the service is now working correctly.

15. The Service Provider contacts the end-users to inform them that the service is now working correctly.

7.2.6 Alternative Flow

5.2.1.7 Alternative Flow 1: Debugging a new version of a service before service is rolled into the live environment
1. A new version of a service is submitted for acceptance tests on the pre-production environment. The new version of the service gets installed.

2. Service Provider explicitly turns on service level tracing functionality both on all mobiles used for testing and on all deployed components in the pre-production environment traversed by this service in its execution flow (i.e., all those enablers whose interfaces are used as part of any service flow). It is assumed that service level tracing functionality may not always be “on” at all times for all deployed components: it is therefore envisioned a way for the Service Provider to turn it on/off with the desired level of granularity as needed.

3. Service Provider informs Third Party Service Provider to turn on service level tracing for their deployed component.

4. Acceptance test cases are run from the appropriate mobile device. Service level tracing information is collected for the specific test case session and reported to the Service Provider. (Depending on the service being analysed) Trace reports may contain information collected both from service business logic and/or components deployed within the terminal, and from service business logic and/or components deployed within the Service Provider network.

5. The result of the acceptance test case is NOT as expected by the test book. Looking at the service level trace report can therefore perform issue identification. This report covers the sequence of calls (and their details) between the device, the service business logic and each enabler interface (and possible sub-sequent calls from the enabler to other enabler interfaces when applicable). The report covers only the Service Provider owned parts of the service flow, while it shows the third-party Service Provider parts as a black box (knows what goes in and what come out, but has no visibility of details). The issue is found in the call by the service business logic to an enabler function for a deployed component of the Service Provider.

6. With the help of the service level tracing report, the Service Provider produces a fix for the service business logic and a new version is made available for acceptance tests.

7. Step 4 is repeated and results are as expected by the test book. Service Level Trace report for this test-case is stored for future use in comparing trace reports from future regression testing.

8. Step 4 is then repeated for all acceptance test cases in the test book, including those ones where exception paths are experienced by the end-user. Service Level Trace reports for all these test-cases are stored for future use in comparing trace reports from future regression testing.

9. Service Provider accepts this service. Service Level tracing functionality may now be turned off in the pre-production environment at discretion of the Service Provider.

10. Service Provider rolls the service into the production environment.

11. Service Provider explicitly turns on service level tracing functionality both on all mobiles used for testing and on all deployed components in the production environment traversed by this service in its execution flow (i.e.: all those enablers whose interfaces are used as part of any service flow). It is assumed that service level tracing functionality may not always be “on” at all times for all deployed components: it is therefore envisioned a way for the Service Provider to turn it on/off with the desired level of granularity as needed.

12. A meaningful subset of the acceptance tests is performed on the production environment. All tests pass. Service Level Trace report from the production environment for these test cases are stored for future use in comparing trace reports from future regression testing on the production environment. Service Level tracing functionality may now be turned off at discretion of the Service Provider. Service is now available for end-users use.
5.2.1.8 Alternative Flow 1: The Service Provider is not able to replicate the fault

1. As per normal flow 1 and 2.

2. The Service Provider is unable to replicate the service fault with their engineering test mobile phones but they still checks their network for error alarms and examine the available statistical information associated with the key network nodes for signs of unusual nodal behaviour. However, they are still unable to identify the cause of failure.

3. As per normal flow 7 and 8.

4. An agreement is made by both the Service Provider and third party Service Provider to initiate Service Level tracing by asking the Service Provider’s end-user to replicate the service failure.

5. The Service Provider Operations team marks the end-user’s mobile phone and the end-user repeats the service failure.

6. As per normal flow 11 to 15.

7. The Service Provider contacts the end-users to inform them that the cause of service failure has been fixed and asks whether they continue to experience the same problems.

5.2.1.9 Alternative Flow 2: Third party Service Provider does not support Service Level Tracing

1. As per normal flow 1 to 8.

2. The Service Provider would like to ask the third party Service Provider to help in jointly identifying the cause of service failure by performing service level tracing but are aware that the third party Service Provider do not support the service level tracing functionality.

3. A decision is made to escalate the fault to the third party Service Provider and at the same time to provide a service complaint report that includes a concise version of the logged trace information.

4. The third party Service Provider analyses the service complaint report including the concise logged trace information.

5. Using their own service diagnostic methods, which take considerably longer, the third party Service Provider identifies and rectifies the cause of service failure.

6. The third party Service Provider informs the Service Provider that they have rectified the fault.

7. As per normal flow 15 an 16.

5.2.1.10 Alternative Flow 3: Third party Service Provider cannot identify the fault but suggest other reasons why the Service fails

1. As per normal flow 1 to 13.

2. The fault is not identified immediately but the third party Service Provider identifies a possibly issue with the Service Provider’s transport capabilities and makes a suggestion to the Service Provider as to what could be the cause of fault.

3. After further investigation by both parties it is agreed that there needs to be service logic corrections in both the Service Provider domain and the third party Service Provider domain.

4. As per normal flow 15 and 16

5.2.1.11 Alternative Flow 4: Third party Service Provider cannot identify the fault but it is identified that the Service logic does not meet the SLA technical criteria

1. As per normal flow 1 to 13.

2. The fault is not identified immediately but it is identified that a service logic response time message exceeds the maximum time as specified by the Service Level agreement technical criteria.

3. The service logic is modified in the third party Service Provider domain.

4. As per normal flow 15 and 16.

7.3 Open Issues

None
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