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1. Scope
(Informative)

The scope of this document is a requirements description of the Web Services Interface for Device Management. This document identifies a set of functional requirements (partly on an abstract level) for allowing remote manipulation and management of the Device and its settings. 

Information applicable to Network Operators, terminal and network equipment manufacturers, enterprises, independent software vendors, content providers, and service providers is provided within this document.

This document also includes requirements needed to access and interact with the core Device Management service.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[OMADM]
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Bulk Operation
	A Device Management operation that is performed on a collection of Devices.

	Charging Event
	A DM activity, the occurrence of which an External System is interested in, the details of which the External System may subsequently obtain.  For example, in the case of a Firmware update, the Charging Event may comprise of a timestamp, DevInfo associated, and an update package employed.

	Device
	In this context, a Device is a voice and/or data terminal that uses a Wireless Bearer for data transfer.  Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication, unattended data-only Devices (e.g., vending machines), and smart cards if associated with these Devices. If within a particular context an associated smart card should not be regarded as part of a Device this is marked explicitly.

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes:

-      Setting initial configuration information in Devices

-      Subsequent updates of persistent information in Devices

-      Retrieval of management information from Devices

-      Processing events and alarms generated by Devices

	Device Management System
	A system capable to interact with a (set of) Device(s) for the purpose of Device Management.

	Device Management Web Services Interface
	An interface which External Systems use to interact with the Device Management System in order to perform management operations on the Device.

	External System
	An external system is a system that interacts with the Device Management System through web services.  An external system may be a secondary Device Management Server, Customer Care System, Self Care Portal, Network Operations, or other system that needs to perform device management.

	Management Authority
	An entity that has the right to perform a specific Device Management function on a Device or manipulate a given data element or parameter. For example, the Network Operator, handset manufacturer, enterprise, or Device owner may be the authority or share authority for managing the Device. One Management Authority may own all Device resources or may share or delegate all or parts of these with/to other Management Authorities

	Network Operator
	An entity that is licensed and allocated frequency to operate a public mobile wireless telecommunications network for the purpose of providing publicly available commercial services.

	Wireless Bearer
	WAN Network Bearers ( e.g. GPRS, GSM Data, CDMA), WLAN Bearers (802.1x), Local Wireless Network Bearers (e.g. Bluetooth, IR)


3.3 Abbreviations

	CDMA
	Code Division Multiple Access

	CSR
	Customer Service Representative

	DM
	Device Management

	DMWSI
	Device Management Web Services Interface

	GPRS
	General Packet Radio Service

	GSM
	Global System for Mobile Communication

	IR
	InfraRed

	OMA
	Open Mobile Alliance

	PDA
	Personal Digital Assistant

	PCMCIA
	Personal Computer Memory Card International Association

	WLAN
	Wireless Local Area Network

	WSI
	Web Services Interface


4. Introduction
(Informative)

This document outlines the use-cases and requirements for Web Services Interfaces for Device Management.  External systems, inside the operator’s network or outside the operator’s network, may need to access a device.  To do so, they may have to interact with the DM System, and the DMWSI implementation provides the means for such interactions.  

It should be understood that the OMA DMWSI specifications must be used in conjunction with the OMA Device Management Enabler Release, such as OMA-DM version 1.2 [OMADM].
5. Use Cases
(Informative)

The DMWSI use cases described in this section are geared towards interaction between a DM System and an External System.  The following use cases are considered relevant within the scope of this requirements document:

· Management of a device by an external system

· Bulk operations

· Accessing diagnostics information

In each of the use cases, the External System should be able to gather information (such as results) about the Device Management operations carried out.

5.1 Management of a Device by an External System

5.1.1 Short Description

This use case describes the interaction between the External System and the DM System to perform management operations on a device.  For example, the External System may be an Enterprise Provisioning Server wanting to retrieve current information about a device and modify some configuration settings (such as the SMTP server) to allow the device to function properly.

5.1.2 Actors

External System

The system that wishes to perform Device Management on a device.

Device Management Server

A server that is capable of performing Device Management on a device.  The DM System provides a WSI to external systems to facilitate performing Device Management by an External System.

Device 

The device that is the target of Device Management operations.

5.1.2.1 Actor Specific Issues

External System

The external system may wish to retrieve or set information on a device.  The external system expects to receive results of any management operations performed.

Device Management System
The Device Management System wishes to allow External Systems to originate Device Management on devices it currently manages. 

Device 

The device may not be functioning properly or require additional configuration or content.

5.1.2.2 Actor Specific Benefits

External System

The External System ensures that desired Device Management operations are performed on a device. The External system is able to obtain the results of the management operations conducted.

Device Management System
The DM System contains a WSI to its enabler.

Device 

The device functions properly with potentially new and or updated settings and content.

5.1.3 Pre-conditions

· The Device Management Server is capable of managing the target device.

· The Device Management System exposes a set of Management Operations to an External System.

· The External System discovers or is preconfigured with the Device Management System
· The External System is trusted by and can securely communicate with the Device Management System.

· The External System can provide identification of the target device.  

5.1.4 Post-conditions

The desired Device Management operation(s) have been performed on the device by the DM Server and the results are obtained by the External System as necessary.
5.1.5 Normal Flow

1. The External System requests Device Management be performed on a device.  The External System provides the Device Management System with device identification and the necessary parameters of the device  management operations to be conducted.

2. The Device Management System verifies the request is not malformed and that it is able to carry out the request.

3. The Device Management Server conducts the requested Device Management operation(s).

4. The Device Management System reports results of the Device Management operation(s) back to the External System
5.1.6 Alternative Flow 1 – Retrieval of Results

In step 4 above, the Device Management System notifies the External System that the device management operation(s) are complete.  

5. The External System retrieves the results from the Device Management System.

5.1.7 Alternative Flow 2 – Scheduling Execution

In step 1 above, the Device Management System notifies the External System to conduct the operation at a given schedule
.
5.1.8 Alternative Flow 3 – Communication of a Charging Event

After Step 4, the Device Management System communicates a Charging Event to an External System.  The External System may or may not be the External System that originated the Device Management Operations.
5.1.9 Operational and Quality of Experience Requirements

The Device Management operation(s) initiated by the External System’s web services calls to the DM System are asynchronous.  The DM System provides the External System with an operation identifier when it initiates the Device Management operation(s).  The DM System subsequently communicates results to the External System with the associated operation identifier.

5.2 Bulk Operations  

5.2.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between the External System and the DM System to initiate bulk operations.  For example, a bulk operation could be changing the SMTP server on a collection (say 50,000) of devices.  The devices may or may not be of the same make and model.  Thus, the operations to update the SMTP server may not be the same for each device in the collection.

From a device’s point of view, a single device does not know Device Management is being performed as part of a bulk operation on a list of devices.

The restricting of bulk operations (such as throttling) by a DM server / DM System is not addressed in this use-case.  

5.2.2 Actors

Device Management System
Provides the management services typically operated by a Network Operator. The Network Operator organizes the web services interface so that External Systems are able to interact with the Device Management System in order to access one or more devices. 

External System

May be the Operator, or some other authorized entity.  The External System initiates the bulk operation. The External System may also package and schedule the management content provided by third party, for delivery to a collection of devices / users.  The External System will provide a list of target devices to the DM System.
Device 

The device receives the configuration, data or management content distributed as part of a Bulk operation by the External System via the DM server.

5.2.2.1 Actor Specific Issues

Device Management System
The Device Management System provides a WSI to external systems such that bulk operations may be invoked. It returns results, either a collected status or individual status as they arrive.

External System

Initiates bulk operations. Needs to retrieve results or receive results (pull or push mode). Needs to determine who the recipient devices / users are, and provide a list of target devices to the DM System via the DM-WSI.
Device 

Receives the configuration, data or management content distributed as a Bulk operation by the External System. Needs to return any result responses, if applicable.

5.2.2.2 Actor Specific Benefits

Device Management System
The DM System benefits from being able to handle the same or similar DM operations for more than one device, improving processing efficiency and interfacing efficiency.  The DM System contains a WSI to its enabler.

External System

Benefits by utilising an efficient interface that does not need to send duplicate management operations for each device.

Device

Each device in the collection receives the appropriate Device Management operations.
5.2.3 Pre-conditions

· The Device Management Server is capable of managing the target devices.

· The Device Management System exposes a set of Management Operations to an External System.

· The External System discovers or is preconfigured with the Device Management System
· The External System is trusted by and can securely communicate with the Device Management System.
· The External System can provide identification of the target devices

5.2.4 Post-conditions

The list of recipient devices conducted the requested bulk operations and provided results.  The External System received results of the operation from the DM System.
5.2.5 Normal Flow

1. The External System identifies a bulk operation and a list of recipient devices.

2. The External System communicates a bulk operation and a list of recipient devices to the DM System via a web services interface.

3.  The DM System determines who the recipient devices are, and forwards the operation to each of the devices in the list of devices received.

4.  Each of the devices receives the operation and executes it.

5.  Each of the devices communicates the results to the DM server.

6.  The DM System collates the results received from the list of devices.

7.  The External System receives a communication from the DM System indicating availability of results.  

8. The External System retrieves the results from the DM System.

5.2.6 Alternative Flow 1 – Immediate Delivery of Results

In the step 6, the DM System immediately communicates the results received from each of the devices in the list to the External System.  Steps 7 and 8 are eliminated.

5.2.7 Operational and Quality of Experience Requirements

The Device Management operation(s) initiated by the External System’s web services calls to the DM System are asynchronous.  The DM System provides the External System with an operation identifier when it initiates the Device Management operation(s).  The DM System subsequently communicates results to the External System with the associated operation identifier.

5.3 Accessing Diagnostics Information

5.3.1 Short Description

This use case describes the interaction between an External System and the Device Management System for retrieving diagnostics information about a device.  The External System may wish to retrieve Management Objects, sets of Management Objects, or portions of the entire management tree.

For example, the External System may be a Customer Care System that requires retrieving email settings on the device in order for the client to function properly.  In specific, a Customer Care Representative (CSR) is likely to retrieve multiple management objects or configurations from the device as a set, for efficiency. 
5.3.2 Actors

Device Management Server

A server that is capable of performing Device Management on a device.  The DM System should provide a WSI to external systems to facilitate performing Device Management by an External System.

External System

A system that wishes to receive diagnostic information from a device.

Device

The device that is the target of Device Management.

5.3.2.1 Actor Specific Issues

External System

The external system may wish to retrieve or receive diagnostic information from a device that is not functioning properly.  

Device Management System
The Device Management System wishes to allow External Systems to originate Device Management on devices it currently manages.  

Device 

The device may not be functioning properly or require additional configuration or content.

5.3.2.2 Actor Specific Benefits

External System

The External System ensures that desired Device Management operations are performed on a device, and is able to properly diagnose problems that may be occurring on a device.

Device Management System
The DM System contains a WSI to its enabler.

Device 

A device that was experiencing problems is successfully diagnosed and is ready to receive any updates.
5.3.3 Pre-conditions

· The Device Management Server is capable of managing the target device.

· The Device Management System exposes a set of Management Operations to an External System.

· The External System discovers or is preconfigured with the Device Management System
· The External System is trusted by and can securely communicate with the Device Management System.

· The External System can provide identification of the target device.  

5.3.4 Post-conditions

The External System receives desired diagnostic information from the device via the Devie Management Server.  
5.3.5 Normal Flow

1. The Device Management System exposes a set of Management Operations to an External System for retrieving diagnostic information.
2. The External System requests diagnostics information from the device.  The External System provides the Device Management System with identification of the device and the requested Managed Objects.

3. The Device Management server carries out the requested Device Management operation(s).

4. The Device Management System reports results of the operation(s) back to the External System.
5.3.6 Alternative Flow – Forwarding Client Generated Alerts

1. The Device Management System allows alerts generated from the device to be forwarded to an External System

2. The External System registers for alerts originating from a device.  The External System provides the Device Management System with device identification.

3. The Device Management Server receives alerts from the device.

4. The Device Management System forwards the alerts to the External System.

5.3.7 Alternative Flow – External System Retrieving a Device Profile from Device

In Step 2, if the External System does not request specific Managed Objects, the Device Management Server retrieves a default set of Managed Objects
.
5.3.8 Operational and Quality of Experience Requirements

The Device Management operation(s) initiated by the External System’s web services calls to the DM System are asynchronous.  The DM System provides the External System with an operation identifier when it initiates the Device Management operation(s).  The DM System subsequently communicates results to the External System with the associated operation identifier.

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	HLR-01
	The DMWSI Enabler MUST provide an interface for an External System to perform Device Management on a device via the DM System
	WSI 1.0

	HLR-02
	The DMWSI Enabler MUST provide an interface for an External System to access information in the device for device management purposes.
	WSI 1.0

	HLR-03
	The DMWSI Enabler MUST provide an interface for an External System to conduct bulk operations.
	WSI 1.0

	HLR-04
	The DMWSI Enabler MUST provide an interface for an External System to set, delete, access, and modify information on a device.
	WSI 1.0

	HLR-05
	The DMWSI Enabler MUST provide an interface to represent and conduct operations on Management Objects
	WSI 1.0

	HLR-06
	The DMWSI Enabler MUST support sending device generated alerts to interested External Systems.
	WSI 1.0

	HLR-07
	The DMWSI Enabler SHALL provide an interface for the Device Management System to provide an External System with sufficient information so that queries from the Device Management System, reports from Devices, data downloads, transactional details, statistical information and acknowledgements are tracked and shared accordingly.
	WSI 1.0

	HLR-08
	The DMWSI Enabler MUST provide an interface for the DM System to communicate results to an authorized External System
	WSI 1.0

	HLR-09
	The DMWSI Enabler SHOULD support communicating results to an authorized External System that is different than the External System initiating the operation.
	WSI 1.0


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	SEC-01
	The DMWSI Enabler MUST provide an interface for an External System to establish a trusted relationship with the DM System such that it can securely communicate with the DM System.
	WSI 1.0

	SEC-02
	The DMWSI Enabler MUST specify an interface such that device management operations MUST be invoked on valid, specified target devices.
	WSI 1.0


Table 2: High-Level Functional Requirements – Security Items

6.1.1.1 Authentication
	Label
	Description
	Enabler Release

	SAN-01
	The DMWSI Enabler MUST provide an interface for the DM System to authenticate an External System.
	WSI 1.0


Table 3: High-Level Functional Requirements – Authentication Items
6.1.1.2 Authorization
	Label
	Description
	Enabler Release

	SAZ-01
	The DMWSI Enabler MUST allow the DM System to verify an External System's authorization to conduct (specific) management operations initiated through the DMWSI.
	WSI 1.0


Table 4: High-Level Functional Requirements – Authorization Items

6.1.1.3 Data Integrity
	Label
	Description
	Enabler Release

	SDI-01
	The DMWSI Enabler MUST support encryption and integrity protection for data
	WSI 1.0


Table 5: High-Level Functional Requirements – Data Integrity Items

6.1.1.4 Confidentiality
There are no additional Confidentiality Requirements beyond the ones defined in [OMADM].
6.1.2 Charging

There are no additional Charging Requirements beyond the ones defined in [OMADM].
6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	ADC-01
	The DMWSI Enabler MUST provide an interface for the DM System to expose a set of management operations to an External System according to its level of authorization.
	WSI 1.0

	ADC-02
	The DMWSI Enabler MUST provide an interface for the External System to discover or be preconfigured with the connectivity information to the DM System.
	WSI 1.0

	ADC-03
	The DMWSI Enabler MAY provide an interface for the DM System to register an authorized External System.
	WSI 1.0

	ADC-04
	The DMWSI Enabler MUST specify an interface for an authorized External System to provide and update a device’s DM
 functionality information to the Device Management System.
	WSI 1.0


Table 6: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	USE-01
	The DMWSI Enabler MUST allow an External System to specify multiple target devices for a bulk operation
	WSI 1.0

	USE-02
	The DMWSI Enabler SHOULD allow an External System to stipulate whether the results from a Bulk Operation are to be returned individually or as a collated set of results
	WSI 1.0

	USE-03
	The DMWSI Enabler MUST specify “timed out” result codes in order to facilitate collated results.
	WSI 1.0

	USE-04
	The DMWSI Enabler SHOULD allow an External System to specify the maximum time limit for its operations to be initiated on the Device.
	WSI 1.0

	USE-05
	The DMWSI Enabler SHOULD allow an External System to specify the urgency level for its operations.
	WSI 1.0

	USE-06
	The DMWSI Enabler MUST allow an External System to request to receive certain types of alerts from the DM System
	WSI 1.0

	USE-07
	The DMWSI Enabler SHOULD allow an External System to specify a different External System for receiving results of management operations it initiated
	WSI 1.0

	USE-08
	The DMWSI Enabler MUST provide an interface for an External System to specify a preferred time for which a management operation is to be invoked
.  
	WSI 1.0

	USE-09
	The DMWSI Enabler MUST provide an interface for an External System to specfiy a preferred time for sending alert or result data from a DM System to an authorized External System
	WSI 1.0


Table 7: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	IOP-1
	The DMWSI Enabler MUST provide an interface to conduct asynchronous
 interactions
.
	WSI 1.0

	IOP-2
	The DMWSI Enabler MUST provide an interface to support retrieval of results in a push or pull mode.
	WSI 1.0


Table 8: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

There are no additional Privacy Requirements beyoned the ones defined in [OMADM].
6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	OVR-01
	The DMWSI MUST support asynchronous operations
	WSI 1.0

	OVR-02
	The DMWSI Enabler MUST provide an interface to track management operations initiated by the External System
	WSI 1.0

	OVR-03
	The DMWSI Enabler MUST specify a way to correlate management operations initiated by an External System with results provided by the DM System.
	WSI 1.0


Table 9: High-Level System Requirements
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�This implies that its the External System which is conducting the operation.  Should this read “...notifies the External System that the operation will be conducted at a given schedule”?  We also may need to describe whether the ES can set the schedule in the DMS.


� This raises the question how is the default set defined and identified? An example could help, e.g. “...a default set of Managed Objects, for example based on the identity of the External System.”


�What is meant by updating a device’s *functionality* information?  Is what is meant “...update a device’s information, via the Device Management System”?


�Font is different for this and next requirement.


�Is sync also supported? If so, we could add “...conduct synchronous and asynchronous interactions”. 


�It would help to clarify whether it is the External System, the DMS or the client which decides whether to use sync or async. E.g. if it is always the client, add “...interactions, depending on the decision of the client”.
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