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1 Overview

The OMA Requirements Working Group would like to thank 3GPP SA3 SWG for the information shared on the Protection against Unsolicited Communication in IMS Work Item.

The OMA Requirements Working Group have analysed the information received in conjunction with other OMA Working Groups (Architecture, Security) and the result is enclosed in section 2.

2 Proposal

As stated in liaison text received by 3GPP, OMA is developing different solutions on the “Protection for Unsolicited Communications” issue.  All the OMA solutions must be agnostic to the underlying network, so that they can be implemented and deployed in present and future wireline and wireless network standards supporting the Internet Protocol family.  However, nothing preclude this solutions to be used within an IMS framework.

OMA would like to give 3GPP SA3 the following information:

1) The following OMA Enablers are relevant for the protection against unsolicited communications:

a. Categorization Based Content Screening Framework (see the Work Item Description in http://www.openmobilealliance.org/ftp/Public_documents/TP/Permanent_documents/OMA-WID_0105-Categorization_Based_CS_FW-V1_0-20050607-A.zip), which is currently a Candidate Enablers.

b. Client Side Content Screening Framework (see the Work Item Description in http://www.openmobilealliance.org/ftp/Public_documents/TP/permanent_documents/OMA-WID_0102-Client_Side_CS_FW-V1_0-20040714-A.zip), which is an Approved Enabler.

2) The following OMA Enablers under development are relevant for the protection against unsolicited communications:

a. Mobile Spam Reporting (see the Work Item Description in http://www.openmobilealliance.org/ftp/Public_documents/TP/Permanent_documents/OMA-WID_0180-SpamRep-V1_0-20081117-A.zip), which is currently under Stage 1-Requirements Specification, and its target is to be a Candidate specification by May 2010.

b. Secure Content Identification Mechanism (see the Work Item Description in http://www.openmobilealliance.org/ftp/Public_documents/TP/Permanent_documents/OMA-WID_0160-SCIDM-V1_0-20080229-A.zip).  

The analysis OMA has done after the comparison of the above mentioned Work Items with the 3GPP PUCI Work Item can be summarized in the following points:

· In Section 6 (Security Requirements) of S3-081577-PUCI-TRv0.1.0, the following requirement about identification of UC is listed: "3GR-UC-5:      The IMS should provide the ability to the operator to extract information from the signalling and other means to provide an indication of the likelihood whether the communication is unsolicited." The SCIDM (b.
Secure Content Identification Mechanism)  Work Item in OMA supports both online (i.e., communicating to the SCIDM server) and offline (without communicating to the SCIDM server) identification of content by the SCIDM client. 

· While the PUCI Work Item covers all kinds of IMS communications, the OMA SpamRep (Spam Reporting) Work Item only covers reporting of “Unsolicited Messages”, but does not cover reporting of unsolicited voice calls (VoIP). Unlike PUCI, SpamRep is not specific to IMS communications. The work item will address generic reporting of unsolicited messages regardless of the implementation of IMS.

· The general description of the OMA Categorization Based Content Screening framework (CBCS) is the following:

The CBCS Enabler architecture describes two components: a Content Categorization Component which categorizes content, and a Content Screening Component which screens content according to screening rules.  The CBCS Enabler specification describes the interfaces to these components. The Content Categorization Component receives requests in the form content, or content references (e.g. URL) and returns one or more categories for that content as result.  A category qualifies the content according to a categorization scheme. Examples of existing categorization schemes are the Minimum Recommended Age (MRA), or the Recording Industry Association of America™'s (RIAA) Parental Advisory warning.

The Content Screening Component executes screening rules to determine whether certain content should be delivered, blocked or modified before delivery to an end-user.  Screening rules may take into account the content category, the user profile (e.g. the user's age and personal preferences) and contextual information (e.g. date, time, user location).  The Content Screening Component is an instance of the OMA Policy Evaluation, Enforcement and Management (PEEM) Enabler.
CBCS can be used to categorize and screen IMS sessions on the basis of their characteristics such as originator address, destination address, type of communication, end points (addresses, codecs) and other SIP/SDP parameters. CBCS enabler does not exclude screening real-time communications and providing information to the originator of the communication and other IMS networks; however, theses mechanisms is not specified in CBCS 1.0 (and there is no currently any plan for specifying them in further versions of the Enabler).

The CBCS Enabler is not targeted at any specific type of content such as unsolicited content, so applying CBCS to unsolicited content may require the definition of a categorization scheme that defines the category "Unsolicited". The definition of such schemes is out of scope of the OMA.

OMA is confident that CBCS can (partly) address the following PUCI requirements:

- 7.15.2      Detection of Unsolicited Communication

- 7.15.3      Prevention of Unsolicited Communication to the terminating party

CBCS does not specifically address the following requirements:

- 7.15.4      Notification of UC to the originating party

- 7.15.5      Conveying information on UC to other networks

3 Requested Action(s)

OMA kindly requests 3GPP to take into consideration the information given in section 2 and seek any possibility of reusing the OMA technology to satisfy the requirements of the PUCI.

4 Conclusion

OMA thanks 3GPP for the continuous support and collaboration in the development of valuable specifications to the market.
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