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1 Reason for Contribution

All use cases submitted so far for the CBCS requirements document refer to content delivered by a content provider to a subscriber.  However, there is a strong case for arguing that subscribers may also want to screen undesired content from other users.

In the UK for example, the BBC recently reported cases of bullying in schools, where youths use multi media messaging (MMS) to send offensive or violent content (mostly videos or pictures) to their victims, often accompanied by an explicit menace.  

Screening of person to person messages could also prevent users (for example children) from simply forwarding inappropriate content to each other.

We therefore believe that the CBCS enabler should also be able to screen content sent in person-to-person messages, even though a service provider may choose not to deploy this feature.

2 Summary of Contribution

This document provides a use case for person to person message screening, and specifies the requirements.

3 Detailed Proposal

Use case – Screening of person to person messages

This use case describes the screening of the messages from person to person (P2P). 

Short description

A user is trying to send content which is considered undesirable for the receiving user. The CBCS enabler screens the content in incoming person to person messages, thus avoiding that undesirable content reaches the user via a personal message.

Actors 

· The CBCS Subscriber subscribes to the Categorization-Based Content Screening (CBCS) Service and determines what content should be screened for the user(s) of this subscription.

· The CBCS user is a user whose content is being screened by the CBCS enabler.

· The sender is the party sending a message to a CBCS user. The sender is not necessarily a mobile network subscriber, but could also be on the Internet, for example.

· The Content Screening Authority is an entity external to the CBCS Service that is in charge of establishing the rules for the categorization-based content screening actors. 

· The Content Categorization Entity is an entity that assigns content screening categories to content. 

· The Categorization-Based Content Screening (CBCS) Service Provider offers Categorization-Based Content Screening (CBCS).

· 
Actor specific issues 

· The CBCS user receives person to person messages from other users that have not been rejected by the CBCS enabler. The CBCS user may or may not receive information about person to person messages that were screened and rejected by the CBCS enabler.

· The CBCS subscriber determines whether person to person messages should be screened and if so, using what criteria. 

· The sender may or may not be informed that his or her messages are being screened by the CBCS enabler.

· The Categorization-Based Content Screening (CBCS) Service Provider may or may not offer screening of person to person messages to its subscribers.

· 
Actor specific Benefits 

· The CBCS User is protected from undesired content, even if this is sent via person to person messaging.

· The CBCS Subscriber can protect its users from undesired content, even if this is sent via person to person messaging. 

· Content Screening Authority has more confidence that its categorization rules are applied to any content delivery mechanism, including person to person messaging. 

Pre-conditions  

· The CBCS Subscriber has instructed the CBCS Service Provider to screen incoming person to person messages for its users.

· The CBCS Subscriber has previously defined its criteria for screening content addressed to its users. These criteria include how to deal with incoming person to person messages.

· There must be no legal constraints to screening personal messages (some administrations may not allow third party interference in person to person messaging).

Normal flow 

1. The sender sends a personal message to a CBCS User, with attached content (for example a picture or video).

2. Before delivering the message to the CBCS User, the CBCS enabler screens the content using the criteria defined by the CBCS subscriber. The screening process itself is identical to the screening of content coming from a content provider, but there may be additional screening criteria based on the origin of the message (white list or black list) or other messaging specific parameters (subject, etc.).
3. If the content is considered desirable according to the criteria, the CBCS enabler forwards the message to the destination user.

Alternate Flow

In step 3, if the content is considered undesirable according to the criteria, the CBCS enabler does not forward the message to the destination user. The CBCS enabler may then inform the CBCS subscriber, CBCS User and/or the sender of the screening action.

7. Requirements
(Normative)

7.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	CBCS-FUNC-00A
	The CBCS enabler MUST be able to screen content delivered via incoming person to person messaging, including (but not limited to) SMS, MMS or mobile e-mail.
	

	CBCS-FUNC-00B
	The CBCS enabler MAY use messaging-specific parameters, such as the origin of the message, in its decision to screen a message.
	

	CBCS-FUNC-00C
	The CBCS enabler MAY inform the originator of the person to person message of the screening result.
	

	CBCS-FUNC-00D
	The CBCS enabler MAY inform the CBCS user of the result of screening an incoming person to person message.
	

	CBCS-FUNC-00E
	The CBCS enabler MAY inform the CBCS subscriber of the result of screening an incoming person to person message.
	

	
	
	


Table 1: High-Level Functional Requirements

7.1.1 Security

	Label
	Description
	Enabler Release

	
	
	

	
	
	


7.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

7.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

7.1.4 Usability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

7.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

7.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

7.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level System Requirements

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the group to discuss this use case and the subsequent requirements section, provide feedback and consider inclusion in the CBCS requirements document (RD).
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