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1 Reason for Contribution

This document provides some requirements.
2 Summary of Contribution

This contribution includes some requirements for GPM RD.
3 Detailed Proposal

6 Requirements
(1) Suggest adding an item to HLF-12
	HLF-12
	GPM SHALL be able to give a permissions checking response based on information associated with

·  The requester (the end-user identity and the application used)

· The permissions target identity
· The requested target attributes
 In addition to the above, the following information MAY be used:

· The intended use of the target attributes (i.e. use that will be made of this information by the application, e.g. to access and modify a target attribute)  
· Other relevant information (e.g. context information or other information coming from OMA enablers) 
(Use Case 5.1)
	


(2) Suggest adding an item to PMF-2

	PMF-2
	Permissions managers SHALL be able to perform the following permissions management functions:

· Create permissions rules

· Read permissions rules

· Delete permissions rules

· Modify permissions rules 
· List permissions rules (according to search criteria)
· Suspend permissions rules (i.e., temporarily halt rules without deleting or modifying them)

· Resume Permissions rules

· Retrieve management rights
	


(3) Security
	SEC-a
	It SHALL be possible for GPM to verify the identity of the entity initiating permissions checking request and establish necessary trust before deal with permissions checking request.
	

	SEC-b
	·If the GPM enabler support mechanisms to log permissions management operations, the information as below SHALL be stored:

a) the type of permission management operations (e.g. Create/Modify/Delete)

b) the time of operations

c) the identity of principal who performed permission management operations

d) the permission rules that permission management operations applied to
	

	SEC-c
	The GPM enabler SHALL take into account obligations under applicable laws in different jurisdictions that might be in conflict with, and sometimes override permissions rules (e.g. mandatory obligations for lawful interception).
	

	SEC-d
	The GPM SHALL store the information pertaining to permissions target securely. (e.g. permissions rule, the identity of permissions target, the log related to permissions target)
	


(4) High-Level Functional Requirements
	HLF-a
	The GPM SHALL provision the principal (e.g. permissions target, permissions manager, ask target) the same experiences even when the principal is in a visited network.
	

	HLF-b
	It SHOULD be possible for the rules administrator to provision default permissions rule for the permissions target.
	

	HLF-c
	It SHALL be possible for the permissions target to be informed that the default permissions rules have been provisioned to him/her when the permissions target utilise GPM directly/indirectly for the first time.
	

	HLF-d
	The GPM enabler SHALL support the capability of search. [see ‘list permissions rule’]
	

	HLF-e
	The permissions manager SHALL be able to manage permissions rules in a user-friendly manner.
	

	HLF-f
	The GPM SHALL specify how a priority can be assigned to a permissions rule and who can do it.
	


(5)  Overall System Requirements
	OSR-a
	The authorised principal (e.g. permissions manager, rules administrator) SHOULD be able to retrieve the logged information pertaining to the permissions target.
	

	OSR-b
	The GPM enabler SHOULD provision a mechanism for fault tolerance and recovery.
	


(6)  Type of Permissions Rules

	PermType-a
	A permissions manager SHALL be able to provision a permissions rule that determines who can view permissions rules and to what extent.
	


(7) Ask Management Requirements

	Ask-1
	The GPM SHOULD provision a mechanism to protect the Ask target from being interrupted by Ask request, so that the Ask target will not receive Ask request when he/she doesn’t want to deal with it. 
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
It is recommended that GPM to agree this contribution.
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