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1 Reason for Change

This CR aims to add a new use case and corresponding requirements to the LFC RD.
R01 is based on offline discussion.
R02 is based on the feedback on the meeting.
2 Impact on Other Specifications

None

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

It is recommended that REQ LFC ad-hoc WG agree this CR and incorporate it into LFC RD.

5 Detailed Change Proposal
Change 1:  Add a new use case:

5.X    Look and Feel Lock/Unlock
5.X.1     ASK  \* MERGEFORMAT Short Description
When an Enterprise provisions some Look and Feel customization element(s) (e.g. enterprise logo) to the enterprise employee’s device, the Enterprise wants to lock this customization information so that it can not be changed by the User (or any other Authorized Principal). 
After a customisation element is populated and set as active in the LFC Client, the Enterprise uses the ‘locking’ process to stop the User (or any other Principal authorised for this element) from being able to swap the element’s value for a different value. At a later time the Enterprise may choose to unlock the element, allowing the User to change the element’s value once more.
If the element has been populated with a file, such as an image, the Enterprise uses the ‘locking’ process to also make it difficult for the User to find this file on the Device. This provides the file with some protection from being edited (bit modified or adapted).

5.X.2    Actors
· Enterprise
· Device Management Server
· Device
· User
5.X.2.1        Actor Specific Issues
· Enterprise: The Enterprise would like to protect some Look and Feel customisation elements from being changed by the User. 
· Device Management Server: The Device Management Server issues and handles the commands in the Client.  
· User: User is unable to change some Look and Feel customisation elements.
5.X.2.2        Actor Specific Benefits
· Enterprise: Enterprise can protect Look and Feel customization elements from being changed by the user.
· User: User can easily follow the rule of the enterprise.

5.X.3    Pre-conditions
· The Device is capable of interfacing with the Management Server.
5.X.4    Post-conditions
· Device Look and Feel customization element(s) is locked or unlocked. 

5.X.5    Normal Flow
1. Enterprise instructs the Device Management Server to establish a new DM session with the Device in order to lock certain Look and Feel customization elements. [A1]
2. Device Management Server issues a command to the Device to lock the Look and Feel customization elements.
3. The Device locks the Look and Feel customization elements.
4. The Device sends a notification to the Server, confirming the action and advising of the outcome.
5.X.6     Alternative Flow 1
1.     Enterprise instructs the Device Management Server to establish a new DM session with the Device in order to unlock certain Look and Feel customization elements.

2.     Device Management Server issues a command to the Device to unlock the Look and Feel customization elements.
3.    The Device unlocks the Look and Feel customization elements.
4.    The Device sends a notification to the Server, confirming the action and advising of the outcome.
Change 2:  Add the corresponding requirements:

6.  Requirements

6.1    High-Level Functional Requirements
	Label
	Description
	Enabler Release

	LFC-HLFR-X
	The LFC enabler SHALL support marking a Look and Feel customization element or package as non-accessible by the user. 
	LFC 1.0

	LFC-HLFR-X
	The LFC enabler SHALL support a mechanism to lock a Look and Feel customization element or package.
	LFC 1.0

	LFC-HLFR-X
	The LFC enabler SHALL NOT allow locking an already locked Look and Feel customization element or package.
	LFC 1.0

	LFC-HLFR-X
	The LFC enabler SHALL support a mechanism to unlock a Look and Feel customization element or package.
	LFC 1.0


Table 1: High-Level Functional Requirements
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