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1. Scope
(Informative)

This document defines the requirements for the Look and Feel Customisation enabler, which allows the configuration and management of a device look and feel.
2. References

2.1. Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2. Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1. Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
This is an informative document, which is not intended to provide testable requirements to implementations.
3.2. Definitions

	Look and Feel
	Appearance and behavior of the device’s user interface.

	Look and Feel Customization
	Process by which all or part of a device’s Look and Feel is modified.

	Look and Feel Branding
	Look and Feel Customization performed by an actor (e.g. enterprise, network operator, manufacturer, service provider, etc) that results in the device being customized with the actor’s specific and proprietary Look and Feel.

	Look and Feel Customization Element
	Each of the items constituting the device’s Look and Feel. These elements are subject to modifications by the means of the Look and Feel Customization.

	Customization Package
	Group of customisation elements that are part of the device’s Look and Feel. This package is used by a Service Provider to describe part or the whole Look and Feel Customization of the device.


3.3. Abbreviations

	OMA
	Open Mobile Alliance

	xxx
	Xxx

	
	


4. Introduction
(Informative)

The LFC enabler allows Customization of a device Look and Feel. The main objective of the enabler is to allow different entities in a mobile environment such as service providers, network operators, handset manufacturers, enterprises or device owners, to configure the device Look and Feel according to their own requirements and needs. 

Parameters that could be configured by using the Customization enabler may include (but are not limited to):

· Background, wallpaper and screensaver

· Ring tones, audio cues or sounds

· Start-up / Shutdown sequences

· Animations and splash screens

· Status indicators

· Fonts

· Notification and error messages

· Keyboard: soft keys and navigation keys, and shortcuts

· Menus: menu items and arrangement

· Homepage and bookmarks

The Customization process comprises two different stages: provisioning and management. Provisioning of the customization information may be carried out using a variety of enablers defined by OMA (examples may be OMA-DM or OMA-DL) and enables deep customization of the device, by providing a set of parameters that may be consumed on the device. It is envisaged that some of these parameters may be common across devices, whilst other parameters may be specific to a device. Existing solutions have been examined to identify new requirements necessary to fulfill the customization use cases. 

Management of the customization information is done using the Device Management Protocol which has already been defined by OMA as the specific enabler to carry out the procedures of provisioning and managing mobile devices. The customization parameters may be exposed by means of Customization Management Objects that provide an interface to the DM server. This allows the server to perform specific operations on the customization information such as modification, deletion, locking and querying in an interoperable way across different device platforms provided by different vendors. DM-based enablers have been analyzed to identify new requirements and functionality to support such operations. 

This RD also addresses security issues such as preventing unauthorized entities from changing device Look and Feel and providing control over which entities can control what aspects of device Look and Feel under different conditions
5. Use Cases
(Informative)

5. Look and Feel Provisioning
5.  ASK  \* MERGEFORMAT Short Description

Service Provider Custom Co. is offering to customise devices with content from a new movie just released. A user requests Custom Co. to customise her device with this content.
5. Actors

· User
· Service Provider
· Device Management Server
5. Actor Specific Issues
· User: The user would like to have her device customised with trendy look and feel. 
· Service Provider: The service provider would like to increase the sales of customisation content.
· Device Management Server: The Device Management Server issues and handles the commands in the service.  Note that the DM server can reside under different authorities, such as service provider itself or network operator
5. Actor Specific Benefits
· User: The user has her device customised with a new look and feel.
· Service Provider: Service provider obtains revenue from being able to remotely customise the user’s device
5. Pre-conditions

· The device is able to establish a DM session with the Device Management Server.
5. Post-conditions

· The device is customized with the desired content.

5. Normal Flow

1. User requests from the service provider the personalisation of the device with the desired customisation content.
2. Service Provider instructs Device Management Server to establish a DM session with the device.
3. Device Management Server issues a command to the Device asking the user for confirmation before proceeding with the customisation process.
4. Once the user accepts, the customisation content is downloaded and installed in the device
5.2. Look and Feel Update

5.2.1 Short Description

Mark is a big fan of a football team and is subscribed to a service offered by Custom Co. that periodically provides new customisation content related to the team.
5.2.2 Actors

· User
· Service Provider
· Device Management Server
5.2.3 Actor specific issues

· User: The user would like to have his device customised with content from his favourite team and to have this look and feel regularly updated. 
· Service Provider: The service provider would like to regularly update the look and feel in its users’ devices.
· Device Management Server: The Device Management Server issues and handles the commands in the service.  Note that the DM server can reside under different authorities, such as service provider itself or network operator.
5.2.4 Actor specific benefits

· User: The user has his phone frequently updated with a new look and feel.
· Service Provider: Service provider obtains revenue from the customisation subscription service .
5.2.5 Pre-conditions

· The device is able to establish a DM session with the Device Management Server.
5.2.6 Post-conditions

· The device look and feel has been updated with new content. 

5.2.7 Normal Flow

1. Periodically the Service Provider instructs the Device Management Server to establish a new DM session with the Device in order to update the device look and feel.
2. Device Management Server issues a command to the Device asking whether the user would like to download and install the new customisation content available.
3. The user decides to accept and the content is downloaded and installed updating the previous customisation content
5.3. Device’s Portable Look and Feel

5.3.1  ASK  \* MERGEFORMAT Short Description

Debbie has bought a subscription with a service provider named PhoneIT that includes a personalized secure removable media and a device. 
During the first use, the device notifies Debbie about the presence of customization data in the secure removable media and Debbie decides to apply this data to the device’s look and feel. The device is then customized with the default service provider’s look and feel configuration.
After some minutes she realizes that the sound selection was unpleasant so she starts browsing all the different files also provided by PhoneIT in the secure removable media. When the new selection is done Debbie applies it to the device’s look and feel. Debbie then decides to store the new configuration in the secure removable media to make it portable.
5.3.2 Actors

· End User

· Service Provider
5.3.3 Actor Specific Issues

· End User: Wants to keep her personalized look and feel data always portable and available in her secure removable media.

· Service Provider: Wants to provide a default customization of the end user’s device but also wants to provide customizable capabilities (e.g. given several choices to their customers and providing a mechanism to update default configuration) in order to enhance the satisfaction of its customers.

5.3.4 Actor Specific Benefits

· End User: Has an appealing and portable look and feel configuration as well as an improved user experience.

· Service Provider: Gets a stronger image among end users.

5.3.5 Pre-conditions

· The Secure Removable Media must be loaded with customization information and must be able to receive customization information from the device.

· The Service Provider must define policies in the secure removable media for end-user notification and automatic synchronization.

· The Service Provider should provide credentials needed to allow access and storage of customization information in the secure removable device.
5.3.6 Post-conditions

· The Device has a customized look and feel.

· The End User can keep device’s look and feel in a secure removable media to facilitate device migration.

5.3.7 Normal Flow

1. The end user turns the handset on.

2. The device detects the presence of customization data available in the secure removable media as well as the Service Provider policy.

3. If not yet done, the device verifies the Service Provider policy which defines whether or not the end-user should be notified before applying customization data to the device’s look and feel.

4. The device applies the default customization data available in the secure removable media to the device’s look and feel.

5.3.8 Alternative Flow 1

5. The end-user explores the different customization elements available in the secure removable media.

6. The end-user applies the chosen customization elements to the device’s look and feel.

7. The end-user stores the customized look and feel in the secure removable media.
5.3.9 Operational and Quality of Experience Requirements

The End User shall be able to modify any element of the Service Provider’s customization data available in the secure removable media.
5.4 Look and Feel Content Deletion

5.4.1 
 ASK  \* MERGEFORMAT Short Description

Mark has been subscribed to the service offered by Custom Co., that periodically provides new customisation content related to the football team, for some months. His subscription has expired. 

According to the terms of the subscription agreement, when a subscription expires the customisation information must be deleted from the Device. 

To ensure content is being used within the terms of the subscription agreement, Custom Co. enacts the ‘LFC content deletion process’ on Mark’s Device.

5.4.2 
Actors

· User – Possesses the Device and interacts with the LFC Client during LFC activities.
· Device - Equipment being used by the User and host of the LFC Client.
· LFC Client – Device component that participates in LFC-related communication with the server.
· LFC Server - Server component that participates in LFC-related communication with the LFC Client.
5.4.3        Actor Specific Issues

· User: When content is deleted, the User wants to be warned and needs to know why it is being removed, by whom and how his Device will be impacted. He does not want to be surprised when items disappear. 

· Device: It needs to be able to function normally post deletion.

· LFC Client:  Needs to be able to receive instructions from the LFC Server and trust this server when given delete instructions. 
· LFC Server: Needs to know what content must be removed and which Devices host this content currently, as this server will issue the delete commands to the appropriate Device(s). It also needs to trust the Device that it actually deleted an item when it says it did.  
5.4.4        Actor Specific Benefits

· User: The task of deleting content is handled by someone/something else. He can be confident his device only contains content he is entitled to.

· Device: Only hosts content the User is entitled to.
· LFC Server: Has ensured content is being used within the terms of the subscription agreement.

5.4.5        Pre-conditions

1. Service Provider has pre-configured the LFC Server with the business rules to enact when a subscription expire (i.e. deletion of content).

2. User’s subscription has expired.

3. The LFC Client is able to establish a LFC session with the Server.

4. Device hosts content that needs to be deleted.

5. LFC Server has recognised that a subscription has expired and has initiated the appropriate process.

6. LFC Server and LFC Client have established a trusted LFC session.

5.4.6       Post-conditions

· LFC Server is informed of removal process outcome.

5.4.7       Normal Flow

1. LFC Server instructs the LFC Client to delete the customisation information.

2. The LFC Client confirms that the LFC Server is the authorised principle for the information [A1]

3. The LFC Client notifies the User about pending deletion and requests confirmation. [A2]

4. User elects to accept deletion attempt (allows deletion to proceed). [A3]

5. The LFC Client deletes the customisation information from the Device.

6. The LFC Client re-instates the default value, if one exits, for the element(s) deleted.
7. The LFC Client sends a notification to the LFC Server, confirming the deletion.

END

5.4.8        Alternative Flow 1

2. The LFC Client finds that the LFC Server is not the authorised principal for the information.

3. The LFC Client sends a notification to the LFC Server, rejecting deletion request.

       END
5.4.9        Alternative Flow 2

3. The LFC Client notifies the User about pending deletion but does not request confirmation (presents informative message). 

4. The LFC Client deletes the customisation information.

5. The LFC Client re-instates the default value, if one exists, for the element(s) deleted.

6. The LFC Client sends a notification to the LFC Server, confirming the deletion.

       END
5.4.10      Alternative Flow 3

4. User elects to reject deletion attempt.

5. The LFC Client sends a notification to the LFC Server, informing it of User’s choice.

        END 

(note: Customisation Information is not removed in this situation. The LFC Server may decide to commence re-subscription processes at this time).
5.4.11     Operational and Quality of Experience Requirements

The User must be kept fully informed during the deletion process – what is being deleted, when, why, by whom, what it will impact on their device, and what the end result will be

5.5  Branding Customization

5.5.1       ASK  \* MERGEFORMAT Short Description

Operator X wants to provision the Look & Feel of a specific model of its terminal base. The Operator asks the Original Equipment Manufacturer to provide a customization “file” or package with all the necessary parameters to customize the phone according to Operator’s branding strategy. In this customization the brand components are requested to be non-modifiable”. 
5.5.2
 Actors

· Service Provider.

· Original Equipment Manufacturer.

5.5.3       Actor Specific Issues
· Service Provider: Wants to customise a specific phone with its own brand. Brand elements should not be    modified.

· Original Equipment Manufacturer: Needs a framework about how to facilitate customisation of its own mobile phones.

5.5.4     Actor Specific Benefits

· Service Provider: Able to tailor branding customisation to its terminal base.
· Original Equipment Manufacturer: Use same process to customise its terminals to different customers. 

5.5.5      Pre-conditions

· LFC enabled device

· Mobile Device supports OMA Device Management enabler or any other provisioning mechanism.

5.5.6
Post-conditions

· Mobile Device is customised with a tailor set of parameters that suits the needs of that particular phone.

· Operator has been provided with a method to easily brand its own terminals

· Customisation parameters may be exposed via a Management Object.

5.5.7
Normal Flow

1. Service Provider requests a customization “file” or package from an OEM, which contains Look & Feel parameters to customise the device according to Service Provider’s brand.

2. Service Provider uses a provisioning mechanism to customise the target terminal with this customisation “file” or package.

3. User interaction to accept customisation “file” or package may or may not be requested by the Service Provider.

4. If user confirmation is requested and granted the customisation “file” or package will be consumed by the device. Then the Device Look & Feel is adapted according to the set of parameters provided.

5. The Device notifies to Service Provider that the operation was successful.

5.5.8        Alternative Flow 1
After step (4)

5. The Device exposes part or all of the customisation parameters via a Management Object. Customisation parameters marked as ”non-modifiable” cannot be modified.

5.5.9       Alternative Flow 2
After step (4)

5. The customisation “file” or package has been marked as ”non-modifiable”, then the Device should be able to expose part or all  customisation parameters via a Management Object but will not be able to change any of these parameters.

5.5.10 
  Operational and Quality of Experience Requirements

In some situations the end-user will not be involved in the acceptance of the customisation “file”. This “file” or package may deliver branding information that customises Service Provider framework environment

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	LFC-HLFR-001
	The LFC enabler SHALL support the delivery and installation of customisation information on the device.
	LFC 1.0

	LFC-HLFR-002
	The LFC enabler MAY support the remote management of a device look and feel.
	LFC 1.0

	LFC-HLFR-003
	The LFC enabler SHALL support the removal of customisation information from the device
	LFC 1.0

	LFC-HLFR-004
	The LFC enabler MUST support the provisioning and management of individual customisation elements and objects.  
	LFC 1.0

	LFC-HLFR-005
	If remote Look and Feel management is supported, then the LFC enabler MUST use DM1.2 or later releases.
	LFC 1.0

	LFC-HLFR-006
	The LFC enabler MUST support the provisioning of a group of customisation elements and objects in a single customisation package.
	LFC 1.0

	LFC-HLFR-007
	If remote Look and Feel management is supported, then the LFC enabler SHALL support a mechanism that provides error-reporting capability.
	LFC 1.0

	LFC-HLFR-008
	If remote Look and Feel management is supported, then the LFC enabler MUST support a mechanism to notify the status of the customisation operations.
	LFC 1.0

	LFC-HLFR-009
	LFC enabler MUST support authorised Principals to know the level of support for LFC in a specific device. 
	LFC 1.0

	LFC-HLFR-010
	The LFC enabler SHALL provide a mechanism to ensure changing the primary language used on the mobile device  does not change any other part of the look and feel
	LFC 1.0

	LFC-HLFR-011
	The LFC enabler SHOULD support marking a customisation package as a default one.
	LFC 1.0

	LFC-HLFR-012
	The LFC enabler SHOULD support the LFC server setting a customisation package as the default in a LFC client. 
	LFC 1.0

	LFC-HLFR-013
	The LFC enabler SHOULD support a mechanism to query the LFC client for the default value for a customisation element.
	LFC 1.0

	LFC-HLFR-014
	The LFC enabler MAY support a mechanism to query the LFC client for which customisation packages are set as the default for a client.
	LFC 1.0

	LFC-HLFR-015
	When customisation information is deleted from a Device, and a default value exists for the element, the LFC client SHOULD revert to this default value.
	LFC 1.0

	LFC-HLFR-016
	The LFC Client MAY support the rollback of device Look and Feel to a previous state.
NOTE: It is up to implementation to decide how many previous states are available for rollback.
	LFC 1.0

	LFC-HLFR-014
	LFC enabler SHALL support a mechanism to set a customisation element or customisation package as non-modifiable by any Authorised Principal
	LFC 1.0

	LFC-HLFR-015
	LFC enabler SHALL support the removal of a customization package from the Device
	LFC 1.0

	LFC-HLFR-016
	LFC enabler SHALL support a mechanism to expose all or part of customization elements contained in a customization package via a Management Object
	LFC 1.0


Table 1: High-Level Functional Requirements

6.1.2 Security

	Label
	Description
	Enabler Release

	LFC-SEC-001
	LFC enabler MUST support a mechanism that protects customised Look and Feel customization parameters against unauthorised changes.
	LFC 1.0

	LFC-SEC-002
	Look & Feel Enabler SHALL ensure that only an authorised Principal is able to perform LFC operations on the device.
	LFC 1.0


Table 2: High-Level Functional Requirements – Security Items

6.1.2.1 Authentication

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.1.2.2 Authorization

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.1.2.3 Data Integrity

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.1.2.4 Confidentiality

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.1.3 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.1.4 Administration and Configuration

	Label
	Description
	Enabler Release

	LFC-ADC-001
	If remote Look and Feel management is supported, then the LFC enabler MUST support a mechanism that generates notifications as a result of customisation operations.
	LFC 1.0


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.1.5 Usability

	Label
	Description
	Enabler Release

	
	
	

	LFC-USA-001
	The LFC enabler MUST support a mechanism for requesting user confirmation before performing Look and Feel customisation operations
	LFC 1.0

	LFC-USA-002
	The LFC enabler SHOULD support a mechanism to inform the user of the status of customisation operations.


	LFC 1.0

	LFC-USA-002
	LFC enabler SHALL NOT allow modification of customisation elements that have been defined as non-modifiable
	LFC 1.0


Table 9: High-Level Functional Requirements – Usability Items

6.1.6 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.1.7 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	LFC-OSR-001
	Upon receiving the LFC customization parameters from an authorised Principal the device SHALL be able to accept and incorporate those parameters.
	LFC 1.0

	LFC-OSR-002
	The Device SHALL report the outcome of a customisation operation.
	LFC 1.0

	LFC-OSR-003
	The Device SHALL NOT apply customized parameters under error conditions.


	LFC 1.0

	LFC-OSR-004
	The LFC enabler MAY use DM 1.2 for the customisation provisioning.
	LFC 1.0

	LFC-OSR-005
	The LFC enabler SHALL NOT restrict the use of other mechanisms  for customisation provisioning
	LFC 1.0

	LFC-OSR-006
	The LFC enabler SHOULD support the rollback of device look and feel to a default profile
	LFC 1.0

	LFC-OSR-007
	The LFC enabler SHALL support customization provisioning from a secure removable media.
	LFC 1.0

	LFC-OSR-008
	The LFC enabler SHOULD support OMA Download Over-the-Air [DLOTA] 1.0, or later, for customisation provisioning
	LFC 1.0


Table 12: High-Level System Requirements
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Appendix B. <Additional Information>
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