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1 Reason for Change

This document provides draft input for Functional Requirements related to PIN/PUK Management for OpenCMAPI RD
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to review the input and to agree on the requirements
6 Detailed Change Proposal

Change 1:  (optional) Input for PIN/PUK Functional Requirements
>

	Label
	Description
	Release

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL support Personal Identification Number (PIN) and Personal Unblocking Key (PUK) management feature
	1.0

	CMAPI-PIN-xxx
	The Open CM API enabler SHALL provide APIs for managing PINs, including:

· Enabling and disabling PIN protection

· Verifying a PIN

· Unblocking a PIN

· Changing a PIN

· Configuring number of retries until PIN is blocked
· Checking current PIN status (enabled/disabled, blocked/unblocked, etc)
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL allow only digits 0-9 for the PIN/PUK entry. Any other values shall be prohibited.
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL allow the PIN to be any four to eight digit number
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL allow only three tentative to enter correctly the PIN
	1.0

	CMAPI-PIN-xxx
	If a wrong PIN code is entered, the OpenCMAPI enabler SHALL return an error message and the remaining number of entries left shall be decreased and provided to the application.
	1.0

	CMAPI-PIN-xxx
	If the PIN is not entered correctly three times, the OpenCMAPI enabler SHALL ask for the PUK and the SIM card is blocked.
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL support the changing/entering of the PIN only if the PIN code in the SIM card is active.
	1.0

	CMAPI-PIN-xxx
	To change the PIN code, the OpenCMAPI enabler SHALL require:

· the old PIN

· The new PIN
· Confirmation of the new PIN
	1.0

	CMAPI-PIN-xxx
	In case of an incorrect old PIN, the OpenCMAPI enabler SHALL allow be able to enter the old and both new PIN again.
	1.0

	CMAPI-PIN-xxx
	If the old PIN is correct and the entries for the new PIN differ, then the OpenCMAPI enabler SHALL return an error message and require new try
	1.0

	CMAPI-PIN-xxx
	If the old PIN is correct and if the entries for the new PIN are the same then the OpenCMAPI enabler SHALL store the new PIN in the SIM card and return a successful message.
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL provide the functionality to enter the PUK via the configuration menu as well as directly after entering a wrong PIN for the third time.
	1.0

	CMAPI-PIN-xxx
	To unlock the SIM card, the OpenCMAPI enabler SHALL require:

· The PUK

· The new PIN
· Confirmation of the new PIN
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL allow only 10 tentative to enter correctly the PUK
	1.0

	CMAPI-PIN-xxx
	If PUK entered is incorrect, the OpenCMAPI enabler SHALL return an error message and the remaining number of entries left shall be decreased and provided to the application.
	1.0

	CMAPI-PIN-xxx
	If the user enters the wrong PUK ten times, the SIM card will be permanently blocked and the OpenCMAPI enabler SHALL return an error message to indicate the SIM card is permanently blocked.
	1.0

	CMAPI-PIN-xxx
	If the PUK is correct and the entries for the new PIN differ, then the OpenCMAPI enabler SHALL return an error message and require new try
	1.0

	CMAPI-PIN-xxx
	If the PUK is correct and if the entries for the new PIN are the same then the OpenCMAPI enabler SHALL unlock the SIM card, store the new PIN in the SIM card and return a successful message.
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL provide the PIN code disabling function.
	1.0

	CMAPI-PIN-xxx
	If the PIN code disabling function is enabled, the OpenCMAPI enabler SHALL disable the PIN code in the SIM card.
	1.0

	CMAPI-PIN-xxx
	The OpenCMAPI enabler SHALL provide the PIN code enabling function
	1.0

	CMAPI-PIN-xxx
	If the PIN code function is enabled, the OpenCMAPI enabler SHALL enable the PIN code in the SIM card.
	1.0
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