Doc# OMA-REQ-SpamRep-2009-0002R02-CR_Feedback_Types[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-REQ-SpamRep-2009-0002R02-CR_Feedback_Types
Change Request



Change Request

	Title:
	SpamRep Feedback Types
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA REQ

	Doc to Change:
	OMA-RD-SpamRep-V1_0-20081217-D

	Submission Date:
	11 March 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Alex Bobotek, AT&T 

+1 425 580 6279
alex.bobotek@att.com

	Replaces:
	n/a


1 Reason for Change

This CR adds three requirements, an informative reference and corresponding use case to the SpamRep RD skeleton that was agreed to in Cancun.  This use case illustrates several types of "spam report" messages, each conveying a unique assertion (e.g., 'this is spam,' or 'block this sender') related to a received message.

R01 clarifies requirements text, and adds several report types:  unblock sender, and sender authentication failure.
2 Impact on Prior Versions
None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate these changes into the SpamRep RD.
6 Detailed Change Proposal

Change 1:  Add the following Use Case to the SpamRep RD:
B.2 Subscriber SMS Feedback – Report Types
B.2.1  ASK  \* MERGEFORMAT Short Description

A subscriber receives an SMS message which appears to be spam, phishing, viral, misclassified, of an undesired message subscription, unwanted, or has some other issue.  To improve his own and/or other users' experiences, he selects an appropriate "feedback message" from a device menu.  The type of report may be a spam feedback, a request to block all future messages from this specific sender, or several other types.  An SMS user agent, acting on end user menu navigation, composes a feedback message and transmits to the pre-provisioned report collection node in the operator’s network.  
(Note:  The following paragraph describes functionality that is out of scope of the SpamRep enabler, but is included as narrative to provide context for use of the SpamRep enabler):

Based on this and possibly other feedback messages, an MNO may wish to modify its message delivery policies and/or 
take legal, civil or other actions to manage the abuse.  


(Note:  Only steps 5 through 7 below are within the formal scope of the SpamRep enabler.  The remaining steps are included to illustrate a notional usage scenario.)

Normal flow:
1) The Abuser sends an abusive SMS message to a User/Subscriber.  
2) User/Subscriber becomes aware of an issue related to the message and or its classification.  Any message classification indications and any reasons for the subscriber's identification of an issue are outside of the formal scope of this use case.
3) User/Subscriber invokes the “Report Spam” function on her device.
4) User/Subscriber selects a specific type of Spam Report conveying one or more of the following statements related to the received message:

a. Abusive “spam” message 
b. Fraudulent message – indicates phishing or similar abuse
c. Virus

d. Message miscategorized as spam (e.g., indicated as spam, but not spam)

e. Opt-out – indicates recipient’s desire to receive no more of a subscribed message 

f. Block sender – indicates recipient’s instruction to block future messages from sender

g. Unblock sender – indicates recipient’s instruction to unblock future messages from sender
h. Sender authentication failure – indicates a failure of a sender authentication mechanism
i. Other – indicates some other (unspecified) reason for reporting the message

j. Unspecified – indicates some type of issue of an unspecified nature; however, its type MAY be one of the above types
5) User’s device creates a SpamRep message containing relevant information about the suspect SMS (e.g., originator, message body, time stamp, SMSC, MSC).
6) SpamRep client sends the message to the SpamRep server, the address of which has been pre-provisioned in the device.

7) The SpamRep server receives the User’s Spam Report, possibly also receiving other correlated reports from other SpamRep clients.
8) A network entity aggregates the received reports.  For example, in the case of correlated SpamRep spam reports, 
a. A policy engine determines that messages with the reported “spam” content should be blocked, and
b. A network entity generates an update to the MNO’s content filter to block all SMS messages containing the reported “spam” content. 
Other actions, such as billing adjustments, address-based block list management and abuse alerting, may be taken.

B.2.2 Market benefits

Indicating the type of report (e.g., opt-out, spam) allows an MNO to more effectively manage abuse, reducing costs and increasing subscriber satisfaction.

Change 2:  Add the following to High Level Functional Requirements Section 6.2:
	Label
	Description
	Release
	Functional module

	SPAMREP-HLF-003
	The SpamRep enabler MUST support the inclusion of a report type indicating the type of abuse.
	SPAMREP 1.0
	

	SPAMREP-HLF-021
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Spam.  
	SPAMREP 1.0
	

	SPAMREP-HLF-022
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Phishing.  
	SPAMREP 1.0
	

	SPAMREP-HLF-023
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Malware (e.g., Virus/Spyware).  
	SPAMREP 1.0
	

	SPAMREP-HLF-024
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Not Spam.  
	SPAMREP 1.0
	

	SPAMREP-HLF-025
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Miscategorized.  
	SPAMREP 1.0
	

	SPAMREP-HLF-026
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Block Sender.  
	SPAMREP 1.0
	

	SPAMREP-HLF-027
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Unblock Sender.  
	SPAMREP 1.0
	

	SPAMREP-HLF-028
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Sender Authentication Failure.  
	SPAMREP 1.0
	

	SPAMREP-HLF-029
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Opt Out. 
	SPAMREP 1.0
	

	SPAMREP-HLF-030
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Unspecified.
	SPAMREP 1.0
	

	SPAMREP-HLF-031
	The SpamRep enabler MUST support the following report type indicating the type of abuse:  Other.  
	SPAMREP 1.0
	

	SPAMREP-HLF-031
	The SpamRep enabler MUST support  SpamRep clients which provide only an arbitrary subset of the report types defined by the SpamRep enabler.  
Explanatory Note:  Several types of spam reports may be inappropriate in a given messaging environment, such as "Block Sender" if it is not supported by the messaging system.  Additionally, MNO policies may dictate the exclusion of certain report types, such as "Unspecified," if an MNO chooses to require a reporter to specify the type of abuse.    
	SPAMREP 1.0
	

	
	
	
	

	SPAMREP-HLF-005
	The SpamRep enabler MUST support extension of report types indicating the type of abuse beyond any initially-defined types.  
	SPAMREP 1.0
	


Change 3:  Add the following to the end of the first paragraph in Introduction Section 4:
At this time a parallel effort to standardise feedback for email is underway in the IETF.  An Internet Draft, which is not directly applicable to many forms of mobile messaging, is described in [IETF_Email_Rep].  The IETF effort appears to primarily address inter-ISP communication of messaging abuse, whereas the OMA SpamRep effort is expected to primarily address reporting of messaging abuse from a User Agent.  
Change 4:  Add the following informative reference to Section 2.2:

	[IETF_Email_Rep]
	“An Extensible Format for Email Feedback Reports”, draft-shafranovich-feedback-report-06, IETF, January 2, 2009, URL:  http://tools.ietf.org/html/draft-shafranovich-feedback-report-06. 


�Add language to clarify that they don't all need to be displayed.  Make it clear that these may be user assertions, not necessarily automated.  Partition into must & should.
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