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1 Reason for Change

The main objective of the Spam Reporting work is to reduce the amount of traffic generated by spam within the operator’s network. It makes sense to try to minimize the impact on the operator’s network resulting from the spam reporting messages themselves.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Merge these changes into the SpamRep RD.
6 Detailed Change Proposal

Change 1:  New use case for the SpamRep RD.
B.2 Content Based Blocking

B.2.1  ASK  \* MERGEFORMAT Short Description

Copies of messages intended for the Mobile Network Operator’s users are retained temporarily within the operator’s servers. A message passes through the operator’s servers and is received by the user (human recipient) on their handheld device. The user judges it to be spam and selects “Report Spam” from a device menu. The messaging user agent, acting on the user’s menu navigation, composes a spam report message containing a reference to the original message instead of the content of the original message and transmits to the pre-provisioned report collection node in the operator’s network. The report collection node uses the reference from the spam report message to retrieve the content of the original message from the database of retained messages for further processing. Retained messages which never end up being identified as spam by their recipient users are purged from the operator’s servers after an operator defined delay or when space is needed for new messages.
B.2.1.1  ASK  \* MERGEFORMAT Actors

· User/Subscriber.  The User/Subscriber possesses a mobile device that can receive messages, and subscribes to a messaging service from the Mobile Network Operator

· Mobile Network Operator.  The MNO provides the messaging service and the network entity to which the User sends the Spam Report

· Spammer.  An individual who sends unsolicited and unwanted messages to Users on the MNO’s network.
B.2.1.2 Pre-Conditions

· User/Subscriber has subscribed to a messaging service

· User’s device is provisioned with a SpamRep client and the User is familiar with the use of the client

· MNO provides messaging service

· MNO has a network entity that can receive Spam reports and act on them

B.2.1.3 Post-Conditions

· MNO has identified the Spam message and the Spammer

B.2.1.4 Normal Flow

1) The Spammer sends unwanted messages to random subscribers.
2) The operator’s messaging server retain a copy of messages going to subscribers.

3) A message from the Spammer arrives on the User’s handheld.

4) Recipient User invokes the “Report Spam” function on her device for the unwanted message
5) User’s device creates a SpamRep message containing a reference to the original spam message.
6) SpamRep client sends the message to the operator’s network entity, the address of which has been pre-provisioned in the device.

7) The network entity receives the User’s Spam Report and uses the reference within to retrieve the original message content from its database of retained messages.
B.2.1.5 Alternative Flow (Original Message Unavailable)

1) The Spammer sends unwanted messages to random subscribers.

2) The operator’s messaging server retain a copy of messages going to subscribers.

3) A message from the Spammer arrives on the User’s handheld.
4) Time passes and the copy of the Spammer’s message is discarded or replaced on the operator’s server.

5) Recipient User invokes the “Report Spam” function on her device for the unwanted message

6) User’s device creates a SpamRep message containing a reference to the original spam message.

7) SpamRep client sends the message to the operator’s network entity, the address of which has been pre-provisioned in the device.

8) The network entity receives the User’s Spam Report fails to retrieve the original message content from its database of retained messages since it’s no longer there.
9) The spam report is discarded by the network entity.
B.2.2 Market benefits

 Messages identified as spam can be quite large. Reporting spam by reference avoids having to transmit the content of the spam messages back to the messaging servers, reducing the load on the operator’s network. If the user takes a long time to identify a received message as spam, such that the operator’s servers remove the original message from their database, or replace it with a newer one, the report of spam can be ignored since the opportunity to block similar messages from being sent to other subscribers has already passed.
Change 2:  Add the following High Level Functional Requirements to Section 6.2:

	Label
	Description
	Release
	Functional module

	SPAMREP-HLF-003
	The SpamRep enabler SHALL support SpamRep Clients reporting spam to the SpamRep Server By-Reference in addition to By-Value. 
	SPAMREP 1.0
	


Change 3:  Add the following definitions to Section 3.2 :

	By-Value
	The spam report contains the spam message content

	By-Reference
	The spam report contains a reference to the spam message which can be used to retrieve the spam message content from the operator’s database.
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