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​​​​​​​​​​​IPSO Working Group Charter

1. Description and Goals
The IPSO Working Group is responsible for the development and evolution of specifications and best practices of Smart Objects for the Internet of Things. The WG focus is specifically on the definition of IoT application layer data models, as well as on defining best practices providing communications framework interoperability, security, and privacy.

IoT application layer data models (“IPSO Smart Objects”) will specifically conform to the LwM2M object and resource model. The objectives are to enable semantic interoperability and to reuse data models across IoT application domains by being IoT application agnostic. This WG will provide and specify a set of data models necessary for interoperability and will seek to work with other standards bodies to ensure interoperability. The group covers data model definitions for sensors and actuators as well as associated metadata.
Enabling interoperability is a key topic for IoT. There are many communications frameworks and protocols supporting IoT solutions. The market needs guidance in selecting specific protocols and communications frameworks depending on varying application needs and deployment situations. This WG will provide necessary insights via comparison of different transfer protocols and communications frameworks in the form of guidelines and white papers.

Another key challenge for IoT is security and privacy. This WG will provide white papers and guidance on relevant IoT related security and privacy topics based on existing and emerging technologies.
Further, this WG will capitalize upon existing OMASpecWorks expertise in addition to IPSO contributions. These contributions may target specific industry domain needs, e.g. utilities, smart cities, and transportation.
2. Scope
Pertaining to IoT application layer data models, the scope is the following:
· This WG is expected to develop IPSO Smart Objects meeting the needs of IoT application layer data models for selected industry segments and IoT use case domains.
· This WG is expected to deliver guidelines for how to define new IPSO Smart Objects. The guidelines target the IoT industry users.
· This WG is expected to align the IPSO Smart Objects data model with the LwM2M data model. 
· This WG is expected to propose extensions to the LwM2M data model, if necessary
· This WG is expected to submit modifications to existing LwM2M Object definitions when existing objects are not sufficient to address the identified needs.
· This WG will develop validation tools for the IPSO Smart Objects.
· This WG will support the IoT developer community using IP Smart Objects.
· This WG will monitor existing standards and practices within the industry and identify opportunities for new work and collaborations.

Pertaining to IoT transfer protocols and communications framework, the scope is the following:
· This WG will evaluate the applicability of existing and emerging protocols and communications frameworks and their use in different IoT solutions.
· This WG will provide guidance and recommendations on best practices for the selection of appropriate transfer protocols and communication frameworks based on IoT application needs and deployment scenarios. Guidance is to be provided by producing and publishing necessary guidelines and white papers.
· The identified first milestones are the following:

· This WG is expected to publish a protocol comparison white paper.

· This WG is expected to do evaluation of communications frameworks with the ambition to publish a white paper.
Pertaining to IoT security and privacy, the scope is the following:

· This WG will evaluate the applicability of existing and emerging technologies and practices related to authentication, authorization, key management, IoT security governance, data ownership and provenance.
· This WG will provide guidance and recommendations on best practices for IoT security and privacy by producing and publishing white papers and guidelines.
· As a first milestone, this WG is expected to produce a white paper on End-to-end security for IoT.
In order to explore future paths on IP Smart Objects, the scope is the following:
· This WG will seek the interests and needs from the OMASpecWorks community, and outside standards and consortia bodies, related to IoT in order to identify new opportunities for OMASpecWorks. Examples include further work on enabling APIs, specific industry vertical needs, and cellular and wireless applicability and practices for IoT.
· This WG will seek input through surveys and other means to identify interests, needs and common baselines for future opportunities into IoT.
3. INTERNAL AND EXTERNAL coordination
The WG will seek for a complete review for all its deliverables, within OMA SpecWorks and across selected industry experts, specifically on topics like interoperability, application development, privacy, and security. Further, invitation for OMASpecWorks review must be issued before each major data model specification transition.
The IPSO WG will work in close collaboration with the OMA DM Working Group.

The IPSO WG will coordinate with external organizations such as, but not limited to: 
· IETF, IRTF, W3C, OneM2M

· Open Connectivity Foundation, Industrial Internet Consortium, Fairhair Alliance, schema.org
· Wi-SUN Alliance, Thread Group, ZigBee Alliance
4. Meetings and Communication

The WG expects to hold the following:

· Working meetings at each OMASpecWorks plenary meeting. The facilities and arrangements for these meetings will be made in conjunction with OMASpecWorks staff.

· Additional face-to-face meetings at other times, as determined by the group, to progress work. This may require facilities and arrangements to be made through the OMASpecWorks, especially if the meetings are co-located with other specification groups or sub-groups within OMASpecWorks.

· Conference calls to be held bi-weekly, or at a frequency required to achieve the goals and objectives, using a bridge number provided by the OMASpecWorks. The group will keep minutes of each conference call.

· General communication will be via email exploders with archiving provided by the OMASpecWorks.
· Documents of work in progress, meeting minutes etc. will be kept in the IPSO WG folder on the OMASpecWorks portal.
5. Membership
The IPSO WG is open to all OMASpecWorks members.
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