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1 Reason for Contribution

Enterprise Information Technology (IT) organizations can be viewed as mini-ISPs who combine the function of an operator, an integrator and an application developer.  Enterprise IT has taken an interest in mobile solutions to solve business problems.  The needs of Enterprise IT differ from those of the general consumer market and have not been widely considered in OMA..  

This contribution is meant to be educational. It is designed to provide background and document enterprise expectations for the successful partnering of Enterprise IT organizations with software, equipment and device vendors, mobile operators, and other members of the value chain needed for the delivery of mobile wireless business solutions. 

The information provided in this document should be utilized as background for the future specification of mobile wireless requirements for Enterprise IT. With barriers for adoption so high in the Enterprise, it is important to understand how Enterprise IT views the outside world.

2 Summary of Contribution

This document is written by Enterprise IT people, in OMA membership companies, to convey a contrasting perspective from the consumer market. Enterprise IT is the manager and gatekeeper to complex electronic environments that serve to further the business of their particular enterprise. This often means harsh scrutiny for actual proven business value, for compatibility to current environments, for information security, and for ongoing maintenance costs. Enterprise IT is typically interested in vendors who understand complete solutions even when the vendor is supplying partial solutions where Enterprise IT must locate/supply the rest. This document contains IT perspectives on the following subject areas: handheld hardware, handheld software, wireless service provider, server software and security. Also included is a list of other potential areas which need further collaboration and investigation. This list is a starting point. It is not intended to be a complete listing.
3 Detailed Proposal

3.1 INTRODUCTION

From a global perspective, Enterprise IT departments basically purchase technology as part of a solution for a business purpose. The technology must provide a return on the Investment (ROI) through the ability to do one or more of the following:

1. Enable an increase in Enterprise business revenue,

2. Reduce the costs of conducting business, or

3. Provide a means for the Enterprise to compete more effectively in the marketplace.

If the technology doesn't satisfy "at least" one of the three objectives above then it is simply an unneeded expense item that can also disrupt existing business solutions. In any case, the business use of technology has costs and issues associated with deployment, operations and management. Once deployed, a technology can represent significant ongoing expense due to the "care and feeding" necessary to maintain the benefits of the technology needed for the business solution. 

Enterprise IT departments are very demanding customers with regards to the usage of technology in business solutions. Enterprise IT departments are painfully aware that technology brings along issues such as a learning curve, integration, maintenance, operational complexity, reduced reliability, possibly more difficult problems and longer diagnosis time. The Enterprise IT department is like a mini-ISP and mini-Mobile Operator combined, with one important difference. Enterprise IT is totally responsible for its end-user’s success in using business-enabling technology. Success is achieved by efficiently using the networks, firewalls, server farms, desktops, laptops, handhelds, and software, to reduce costs and carry out the primary mission of the company. Like an administrative assistant, the IT department is reasonably invisible to the primary mission of the company but is the essential grease for doing business. Also like an assistant who makes the executive more effective, skilful IT personnel can make its end-users more effective, reduce costs and positively impact business success.

Although an Operator or ISP may feel like they are also responsible for end-user success, they are not tied directly to the same penalties as the IT department when end-users fail to do their job efficiently. Enterprise IT receives the blame regardless of where a failure occurs. This is why the Enterprise IT staff carefully scrutinizes equipment, software, and services before integrating them into their mission critical environment. Furthermore, new solutions must integrate seamlessly into an already complex environment without causing disruptions or delays. New technology must add an overall improvement to what is already there, enabling the end user to be more effective in achieving the primary mission of the company.

It is difficult to bring something new to Enterprise IT without understanding their concerns with specific solutions and without understanding their current environments. Without understanding what the Enterprise cares about, one tends to bring:

· Only partial solutions forcing IT departments to reluctantly become a system integrator, 

· Solutions that do not provide enough return on investment to justify their implementation,

· Solutions that will not integrate into the IT environment, 

· Solutions that create unacceptable information security risks, or

· Solutions that would require excessive support or maintenance. 

As opposed to the general consumer who doesn’t really care about anything they can’t see or touch, Enterprise IT is a tougher customer. Enterprise IT cares about everything needed for end-user success regardless of who provides or controls the components. One can see by Figure 1 that IT perceives the outside world as a transport layer. This is because IT currently has sole responsibility for the end user experience. As both the mobile operator and IT staffs gain insight into each others concerns and goals, the mutual increase in trust will allow the operator to add more value.

Although the value of mobile services seems intuitive to those already using them, adoption is not yet widespread. There are many wireless enterprise solutions and technologies available today that meet a host of business needs. But choosing which to adopt depends on what benefit your business would realize, both in terms of cost savings and revenue increase, which can be difficult to quantify for a wireless environment. To justify deploying mobile services, those services must provide substantial business gain over current wired services.

Perhaps a consensus can develop about general guidelines for delivering mobile wireless solutions to Enterprise IT. This consensus might be based on the observation that Enterprise IT departments at Fortune 500 companies regularly compare notes, attend many of the same conferences, read the same analysts, and are usually not in direct competition with each other. The knaves of old regularly compared notes on the best ointments for wounds and best feed for horses even though the knights they served were trying to kill each other. Likewise, enterprise IT is careful not to use new untested-at-scale solutions and therefore typically demands references in other large IT shops. 

This document is an attempt at communicating the general guidelines of what Enterprise IT departments care about, and why. Perhaps the perspectives provided by this document will raise awareness for the need of IT involvement in specifying OMA requirements. This is a first step for the successful partnering of Enterprise IT departments and mobile solution providers. 
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Figure 1 Enterprise IT Perspective

Figure 1 shows a perspective of how Enterprise IT views its world in the mobile wireless environment. The complexity of outside networks has been abstracted into a transport layer (labelled Networks outside IT Control). Network operators are trying to partner more with the Enterprise but it is rough going since IT does not give them much visibility into the Enterprise for a number of very good reasons such as information security and virus control. Being responsible for the end user experience, the Enterprise IT department gets a call even if a cell tower stops working. Just like a mobile operator, IT is very picky as to what comes into their environment and what interfaces to their environment.

3.2 GUIDELINES

Choosing the right wireless solution is one thing, implementing it is another. Those designing wireless solutions have a vested interest in seeing their products easily and properly integrated, while recognizing that the mix of internal developers and external systems integrators can prove problematic. Given that new wireless networks, devices, and applications provide an opportunity to extend, not replace, existing e-business infrastructure, how can the wireless industry help with integration in both environments?

To supply a mobile solution to the enterprise, one must think through the whole solution. Not all parts have to be supplied; they just have to be accounted for. A mobile solution is not just the handheld device, but also a total enterprise-ready solution. The mobile wireless solution can be categorized into 4 parts: the handheld device, wireless service provider, server software, and security architecture. Although many of the things listed in the following sections are not possible today, it is necessary to realize what is important to the Enterprise and what they will expect.  The requirements suggested in this document are a starting point for consideration and will evolve over time.

.

3.2.1 HANDHELD DEVICE REQUIREMENTS

The adoption of mobile voice and data handheld devices has been slow in part because many solutions to date only address a segment of the enterprise need.  Imagine, for example, a Notebook PC that could browse the external web over a fast wireless LAN connection but did not have access to your enterprise email.  Or perhaps it can read your email, but can’t run business applications.  Or perhaps it does your email, but nothing else.

There is a value stack, or hierarchy of needs, in the typical enterprise.  Back to the notebook PC illustration, the primary need the notebook PC satisfies is the ability to send and receive email. Secondly, it allows personal information management such as your calendar, contacts, tasks, and notes. Thirdly, it allows browsing the internal corporate web through a secure connection.  An improvement to that is to be able to use a fast wireless LAN connection.  Finally now that is a fully functional personal communications and information platform, the owner will want to create documents and run line-of-business applications on it.  Very few people would carry a notebook PC if it could only satisfy one of these needs.

Figure 2 illustrates the Enterprise Value Stack, or the hierarchy of needs.  While it may vary from enterprise to enterprise, the concept of a value stack holds true in any enterprise.  The most important idea is that you can’t skip a step on the way to the top.  
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Figure 2: Enterprise Value Stack for Mobile Devices
Although the perfect handheld hardware doesn’t exist, it is important to see what Enterprise IT users might like to have in one device. Everything is a trade off against something else. The best devices will not have the best in every category but will typically have a balance that can satisfy the working-need of the end user. 

The following prioritized list of six enterprise requirements serves to highlight the most important requirements which form the foundation for an effective mobile handheld device. Solution providers can layer on more features and applications. The enterprise handheld market will continue to be a small fraction of the consumer market until these requirements are addressed.

1. If it can be a phone, it must be a great phone. It should be small, allow one-handed operation, have clear audio, and has to be easy to receive and make calls. Speakerphone and conference calling are an added plus.

2. If it can do wireless email and PIM, it must do it well.  Instantly-available corporate email is the core requirement.  Send and receive must be a background operation that doesn’t occupy the user interface. An integrated keyboard is required for fast and accurate input with minimum learning curve. SMS messaging is integrated into the interface. Integrated calendar is logically a part of email, with continuous background sync to the corporate calendar service, including invite, accept, and decline functions.  Email and calendar should integrate with the onboard contact manager, with online corporate directory lookup integrated into the contact system.  All communication is encrypted from the corporate server to the device.

3. The battery should provide 3 days of normal use to survive a business trip or a weekend without a carrying a charger. 

4. If it can provide wireless LAN connectivity, it should do it securely.  It must support transport encryption at the IP layer for use inside corporate networks.  802.11b, for example, should be coupled to 802.1x/LEAP/PEAP for secure IP transport.  Outside the corporate network, Virtual Private Network software provides secure connections back to the corporate network.

5. Corporate information stored on the device should be secure.  Authentication should lock out access to any applications or information with the exception of receiving phone calls.  If the device is lost, enterprise IT should be able to remotely erase all information, resetting it to a factory state.  However, security features should not obstruct the user’s ability to quickly and easily use the device.

6. Enterprise IT should be able to remotely manage the device over the wireless network.  This includes user setup, security policy, password reset, firewall policy, anti-virus policy, feature switches, usage logging, and software installation, upgrade, or removal.  The management of the device should not require connectivity to a PC.  Connectivity to a PC is another point of failure and source of cost for the enterprise.  

Once the device meets these enterprise needs, then there are many more hardware and software features that can be added to complete the offering.

3.2.2 WIRELESS SERVICE PROVIDER

The following is an initial list of functions that a mobile operator or an MVNO (mobile virtual network operator) trying to serve the IT marketplace must typically provide in a partnership to deliver mobile wireless solutions to enterprise IT departments.

· Enterprise Capable Billing 

· Able to present one electronic bill with enterprise-defined file of users and usage detail for internal cost recovery

· Capable of differentiating corporate vs. personal usage. 

· Enterprise Capable Reporting 

· Web-based administrator reports of some or all users/charges

· Automated periodic report generation

· Downloadable for analysis

· End-user Self-service Ordering, Support, Reporting

· End-user self-service web site for ordering, changing, or terminating service

· Enterprise authorization of employee

· Access by enterprise support people to manage employee account

· Hardware delivered to employee address, or retail store pickup

· Access to deep technical and billings support in the operator for authorized IT people to call

· Potential future capability

· Interfaces to operator’s network to access user’s profile and information for further processing.

3.2.3 SERVER SOFTWARE

The following is an initial list of functions that would be useful for enterprise IT departments.

· Provides push email, data sync, and systems management functions for wireless device(s)

· Multiple handheld OS support

· Some/all components reside in enterprise network to talk to internal systems

· Constant reconciliation of changes between device and enterprise email/calendar/data servers

· Security policy enforcement, device configuration, software upgrades

· Backup and restore

· Seamless integration with existing legacy application systems

· Information delivery adapted to the device used, the network types and the current network condition.

· Device “wipe clean” function (user loses device)

3.2.4 SECURITY 

Security is a primary concern of IT managers considering integrating wireless functionality into their systems. Security is critical to a successful wireless enterprise solution strategy. With the proliferation of corporate intranets, more company information is being made available to more employees, partners, and suppliers. The exchange of sensitive corporate data has spread over a greater range of networks and applications, and now includes wirelesses. In addition, the multiple standards and technologies employed by enterprise users make security even more complicated.

Enterprise IT likes to keep corporate information inside the corporate firewall and under IT control. Strong user authentication and information protection when traversing the outside corporate firewall are primary concerns in corporate security guidelines. Although there is no unique way to do security, Enterprise IT prefers multiple layers of security. If an intrusion occurs there is another layer to impede an intruder’s progress. In addition to protecting the information transport with encryption, IT wants the data to be stored inside the enterprise network well behind the security layers.

3.2.5 Getting Through the Firewall

Getting through the corporate firewall is the primary barrier that solution providers may encounter today.  We see three primary methods that seem to satisfy most enterprise security departments, each of which has trade-offs the enterprise must decide. 

1. The device server inside the corporate firewall creates an encrypted full-duplex outbound connection to a service provider outside the firewall, whose responsibility is to talk securely to the device.  There is no equipment in the enterprise that listens for a connection from the device.  All information is encrypted end-to-end.

2. The device server inside the corporate firewall creates or listens for an encrypted full-duplex connection from a proxy server to the corporate DMZ outside the corporate intranet but inside the external firewall.  The proxy server talks to the device.
3. The device initiates a VPN connection to a VPN server in the enterprise network.
3.2.6 More Enterprise Requirements to Explore

Based on the guidelines presented above, the following is a list of the enterprise topic areas that need further collaboration and investigation. It is becoming increasing apparent that mobile wireless solutions for Enterprise IT departments will care deeply about the following issues. In fact new technology solutions will become increasing more attractive to enterprise IT departments if they successfully deal with as many of the areas of concern listed as possible.  This list is not a complete listing and when new technology arises, new items will need to be added.  We view the list as a starting point and would like to see an OMA enterprise requirements process begin. We believe that “initial” enterprises IT topics that need deeper discussion inside of OMA include:

· Device Hardware

· Power/Battery life 

· Converged device

· multimode

· Non-volatile memory for applications and data

· Input and output User Interface 

· Cradle for speaker phone, keyboard input, etc.

· Wireless device for notebook

· Device software

· BREW, Palm, Pocket PC, and Symbian

· Built-in browser (HTTP Browser, xHTML, XML, Web Service Client)

· User authentication on device

· Data stored protection

· Virus scan

· Push and Pull capability

· Data synchronization, over the air and hardware assisted

· Common API for applications development

· Server Software

· Multiple handheld OS support

· Web Service protocols

· Content management

· Data synchronization

· Legacy systems integration (Database, ERP, SFA, CRM, etc.)

· J2EE/J2ME/.NET

· Messaging

· Network and device awareness

· Backup and restore

· Software Development 

· J2EE/J2ME

· XML

· Application integration

· modular components

· Mobilized IDE

· Management, support and operation

· Device remote management

· OTA software distribution

· Asset management

· Systems management – monitoring, etc

· Configuration management

· Security management – wipe clean

· Wireless Service Providers

· Billing (viewing and control)

· Reporting 

· End user provisioning (ordering, supporting, reporting)

· Integration with enterprise management

· Location Based Services

· Service Level Agreement

· Messaging

· Presence

· MobileIP/IPv6

· Web Services Interface

· TAPI

· Predictable and controllable charging

· Usage control: separation of personal and business usage

· Security

· Tunnelling

· VPN

· IPSec

· SSL

· Information protection

· Transport

· Local device storage

· Authentication

· Strong user authentication

· Multi-modal

· Integration

· Anti-Virus

· Personal Firewall

· Device Intrusion Detection

· Identity Management

4 Intellectual Property Rights Considerations

To the best of our knowledge, there is no IPR considerations attached to this contribution

5 Recommendation

We recommend that the content of this contribution will be used as background for the development of requirements and subsequent specifications in OMA satisfying enterprise mobile wireless needs.
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