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1. Scope
(Informative)

This document is the technical report produced by the OMA Enterprise BOF. 

It aims at:

· Identifying and analysing key enterprise mobilisation use cases

· Identifying and analysing the challenges met today by the enterprise when mobilising their existing and new applications. 

· Providing technical recommendations to address these challenges:

· Through recommendations for ongoing and future OMA activities 

· Initiating new dedicated activities within OMA

· Identifying the OMA challenges to appropriately consider holistic usage of enablers by and across the different actors in the value chain as a consequence of the challenges identified for enterprise mobilisation.

In this technical report, enterprises are understood as one type of actor in the overall mobile value chain, namely a service provider serving the needs of its employees. 

Challenges to be addressed and proposed recommendations are of one of the following type:

· Shared with other actors: 

· Addressing these challenges will improve adoption and usage through the industry. Needs of all the actors are considered when attempting to address these.

· Specific to enterprises:

· Constraints imposed by the needs of other actors are considered.

· New considerations.

Throughout this technical report, the overall value chain is kept in mind and it should not be inferred that the presented analyses are exclusive to the enterprise or can be addressed by activities dedicated solely to enterprises issues.

Eventually, this technical report intends first and foremost to raise the awareness of OMA and the mobile industry in general of the challenges met by the enterprise and the importance of addressing them. Therefore, the technical report should be understood as providing a preliminary survey of the issues, and is by no means exhaustive. 

The report does not address processes internal to enterprises. It does not aim at fixing them, but may identify implications of such typical processes or practices.

2. References

2.1 Normative References

	None.

	


2.2 Informative References

	 [1] Dictionary for OMA Specifications as maintained by the Architecture Group (OMA-Dictionary-V1_0_1-2004-113-A)


3. Terminology and Conventions

This section contains explanations of terms and abbreviations found in the report which the contributors felt would benefit from clarification for the intended audience. Their context is limited to the work of the Enterprise BoF, so the explanations may not apply elsewhere. The explanations are illustrative, so not necessarily complete or exhaustive. The reader is also referred to other definitions, especially the Dictionary for OMA Specifications [1].

3.1 Conventions

All sections and appendixes in this document are informative.

3.2 Explanation of Terms

	Application Mobilisation: 
	Act of taking advantage of mobile capabilities within existing and new applications. This includes making applications accessible through mobile networks, adapting or optimizing its logic and presentation to mobile interactions and adding mobile features to applications (e.g. mobile presence). Mobilisation also encompasses providing voice, telephony, multichannel or multimodal access to applications or resources etc. These resources may be within the enterprise network (e.g. e-mail) or elsewhere (e.g. an outsourced travel reservation application). Mobilising may involve some or all of the above.

	Ecosystem
	A community of actors/roles that collaborate to provide a service.

	Enterprise
	A business or venture which has employees to whom it wishes to provide services

	Interconnect
	Establish and operate a communications channel over which data can be shared. Security, in all its forms, is vital.

	Interwork
	Allow useful functionality to be shared between two or more different systems or components, possibly from different origins so that they can work together to perform some task

	Interwork across multiple actors
	Allow useful functionality to be shared between two or more different systems or components deployed in the domains of different actors in the mobile ecosystems (e.g. different service providers or actors in different categories like enterprise, service providers and content providers) so that they can work together to perform some task.  NOTE: Interworking across actors is quite different from traditional interoperability between enabler implementations / products from different vendors as addressed for example by IOP activities. 

	Multi-channel (application)
	An application which can deliver its functionality via one or more ways (typically one or more devices)

	Provision
	The process of making network and/or device settings that permit a user to use a services according to policies

	Value chain
	A business construct used to illustrate the position of  the contributors to a revenue-earning service, and sometimes the sharers in the revenue 


3.3 Abbreviations

	B2E
	Business to Employee

	CRM
	Customer Relationship Management

	IOP
	Interoperability

	M2M
	Machine to Machine

	PIM
	Personal Information Management (typ. Email, contacts, calendar)

	PoC
	Push-to-talk over Cellular

	SIP
	Session Initiation Protocol (typ. As Internet RFC 2543 et seq)

	SLA
	Service Level Agreement

	VoIP
	Voice over IP


4. Introduction and a Model for the Enterprise Ecosystem

What is an Enterprise?

In the context of OMA, an enterprise provides end-to-end mobile services to its employees and other personnel contracted to it. It typically provides productivity applications with mobility features aggregated across numerous service providers.  The enterprise is a customer of these services providers, be they internal (eg an IT department), or external (via an outsource agreement, or a mobile operator). 

By virtue of the special employer/employee relationship, employees may authorise the enterprise to dictate all  the conditions (cost, security…) on service providers that affects the service access, functionality and usage, as well as device types. They may also implicitly give their employer permission to access and use their personal information (eg profile, location, presence, usage, device settings…), and to impact their resources (eg device provisioning, profile…). In return, and in order to maintain productivity, the employee expects the employer to provide technical support for the end-to-end usage of services.

Because enterprises are service providers to their employees, and users are bound to the enterprise by a stronger relationship than a consumer subscription contract with a mobile operator, there is a fundamental difference between the enterprise environment and the consumer environment: 

· In the consumer case, the consumer as user makes all decisions regarding services to be used and, subject to creditworthiness, how much to use them. They are largely oblivious to the applications which comprise the service and the partners who collaborate behind the scenes to provide a mobile service. In their experience of delivery of a service, they will likely only have visibility of their mobile network operator and possibly one other service provider (perhaps content or games). If they have trouble with the service, they will likely call the operator’s help desk, try later, or give up completely.

· In the enterprise case, the user is more controlled in what he/she can do, may be using complex business applications, and has a number of potential help points – for example: their help desk, the mobile operator’s help desk, their device manufacturer, the instructions for their application. It is often business critical that the service works, and without clear understanding of how to use the service their productivity is degraded.

Why mobilise?

Deployment of mobile devices and services, their installation, software and firmware updates, access, and usage of mobile devices with enterprise applications as ubiquitously as with wired devices is extremely important, but may not be justifiable enough to overcome the cost to the enterprise to achieve this. The business community is looking at significantly improved productivity, increased customer satisfaction and ultimately increased profits from the introduction of new technology. The value may not be from simply “cutting the wire” but from process change due to advancements made possible by the mobile technology. When such a breakthrough will occur is difficult to predict, as changes will accumulate gradually before their effect may be perceived as a significant change. 

Nevertheless – enterprise employee surveys, as well as analysis by companies and industry analysts provide good, relatively consistent indications of the expected benefits and results by the enterprise if they were to mobilize their applications. 

It is therefore useful for the enterprise BoF, representing a major force as part of the mobile industry standardisation group, to analyze those expected benefits and attempt to make appropriate recommendations that may provide steps toward addressing the challenge, although we may recognise that much of the work needed has to do with business issues that have to be addressed in a different way than through specifications.
4.1  The Enterprise’s Mobilisation Needs

Enterprises have a range of needs, some of them unique and some shared by the mobile ecosystem, including:

· The need to develop, deploy and maintain multi-channel applications that are suitable / optimised for the numerous different mobile channels and devices (e.g. browser type, modality, …).

· The need to support different connectivity models and network technologies including hotspot, enterprise SIP networks and corporate wireless network.

· The need to support (provisioning, debugging, remote assistance) mobile applications across a disparate set of mobile devices deployed across numerous networks (with different technologies and different service providers).

· The need to develop compelling mobile applications that exploit mobile features based on service enablers controlled by service providers, in a manner that is automatable (discoverable) and repeatable or aggregatable across all service providers that are relevant to the enterprise.

· Huge security concerns

· Cost concerns

· The need to integrate mobile solutions within the existing “production” environment of the enterprise that must prove business value and cost effectiveness and provide competitive advantage.

Some of the needs of the enterprise as it tries to mobilise may be deduced from the enterprise applications deployed to improve its business productivity. enterprise applications are defined as applications developed, deployed or outsourced by enterprises for their employees. They are also sometimes known as B2E (Business to Employees) applications.

Key enterprise applications to mobilise might include:

· Messaging and collaboration:

· Alert / notification and resulting action.

· B2E event notifications

· Mobile E-mail

· Mobile PIM:

· Calendar

· Contacts

· Instant Messaging

· Presence

· Unified messaging:

· Voice / telephony / VoIP

· Multimedia:

· Broadcast

· Screen / presentation sharing applications

· Integration of the features above

· MMS

· Photo inspections

· M2M 

· Logistics

· Demand based maintenance

· Security

· Auto

· Product tagging

· Product history/environment logging

· M-payments (e.g., credit cards to readers)

· Environmental and building control

· Remote-controlled applications

· Plant monitoring

· Healthcare

· Unstructured collaboration

· CRM applications

· Work force automation

· Inventory

· Sales Force

· Field services

· Remote access / browsing

· Backup and restore

· E-Business

· Expenses

· Vertical / specialised applications:

· Require capability to develop and execute applications

· Require capability to customise the applications and rely on new enablers possibly provided by service providers on the same or other networks (e.g. between WWAN and WLAN and conversely).

Enterprises have multiple device deployment strategies, depending on their business needs. For example, in the Hertz car rental return lot, employees are given specific devices to use to do their jobs, whereas other mobile workers will make their own choice.  Mobile applications deployed by enterprises must take into account this wide variety of device strategies used by the plethora of enterprise work force. Therefore enterprise applications, often designed for laptop access or at best PDA access, must be made optimised for these different devices as well as voice. 

Adaptation of the application is a complex task that requires understanding of the target channel (UI guidelines, presentation language, device capabilities, OS release, etc…), the details of the applications (what features are critical, what can or should be removed or adapted, etc…), etc… 

4.2 The Enterprise Ecosystem

Enterprises build services out of their applications by managing their execution and regulating access to them; they may use their own resources and/or external service providers to achieve these ends. If a particular service were partitioned into a set of constituent functions or roles, then whether each role is executed by the enterprise or a service provider (as separate commercial organisations) will vary according to each enterprise’s business policies.

Regardless of who executes a particular role, the roles must interact across defined interfaces for the service to operate. Commercial organisations may take on a variety of roles in given service situations, so we have chosen to focus on the collection of roles necessary for the deployment and operation of enterprise mobilised services, rather than describing the necessary organisations (ISP, application service provider and so on).

We call this collection of roles the Enterprise Ecosystem, and its fundamental purpose is to provide a consistent framework in which to describe and analyse a service in terms of the roles required to make it happen.

The challenges for roles in the ecosystem cases can be found by analysis of use cases, and can also be deduced from direct experience of the enterprise ecosystem (in which we work). 

The scope of the ecosystem should be constrained to that which matches the scope and objectives of the BoF. We have identified the following principle roles, appropriate combinations of one or more of each of these can provide typical enterprise services throughout their lifecycle. 

Enterprise chooser:  selects the services that the enterprise will deploy for its employees. His role is to select services that can be deployed in accordance with the enterprise’s business policies for functionality and required level of service. He also set the usage policies

Enterprise User: uses the service provided by his enterprise employer, within the constraints of enterprise policies. In time of trouble, he will call the enterprise help desk

Enterprise Service Manager : is responsible for running the service according to enterprise policy, and for monitoring and reporting on usage
Service Provider: Provides all or part(s) of the service. There may be multiple service providers who contribute to delivery of a service (eg Mobile Operator, hosting company, managed service provider).

Clearly, these roles could be further subdivided into more detailed roles, but this does not add clarity to the BoF process or output at this time.

Any particular service scenario can require the presence of one or more of these roles. It may also require multiple instances of a role. For example the delivery of a mobile email service requires a mobile network operator service provider, and another service provider who hosts the enterprise email application. The latter service provider may be internal to the enterprise (its IT department) or external (an outsource hosting company).

We have used this ecosystem to analyse the use cases submitted to the BoF as representing typical enterprise activity. It covers the fundamental separation of user and chooser discussed above, and also allows for multiple instances of roles - multiple interacting service providers, and multiple interacting service managers are particularly relevant to the enterprise situation.

5. Overview of the Use Cases and their Analysis


To meet the objectives of the Enterprise BoF, the team has contributed a number of use cases for typical enteprise business activity. These drove an analysis process aimed at discovering some of the needs and  challenges for the enterprise and other ecosytem participants, and also some of the benefits that might accrue were OMA enablers to meet these needs and challenges.

In this section, summaries of the use cases are presented, together with the high level analysis conclusions reached by the team. The full form of the use cases may be found in Appendix B

5.1 Enterprise Service Management

5.1.1 Use Case Summary

This use case describes enterprise service management through the life of a service that is provided by the enterprise and external service providers together.

The enterprise service manager provisions users for the service, enacts the permissions and policies for use, collects and reviews information on the service usage, and adjusts service level appropriately through capacity planning and/or service upgrades. He also reports on service usage to his enterprise management. Finally, he de-provisions users and retires the service.

Where users experience problems with the service, their calls to the enterprise help desk may be escalated via the enterprise service manager to the service provider’s help desk so that end-to-end service management is achieved.

5.1.2 Analysis Summary

Analysis of this use case showed that challenges might be expected in at least these areas:

Privacy – all actors must protect the privacy of the enterprise user

Administration – help desks in the enterprise and service providers must be able to communicate and share users’ data appropriately. Similarly, enterprise and service provider service management centres must be able to share data on status and performance of their respective systems

5.2 Applications Involving Multiple Operators

5.2.1 Use Case Summary

This use case describes a situation where  the enterprise must support multiple employees, each of whom independently selects his/her network operator and service provider.  The enterprise application cannot simply assume which service provider supports any specific employee – each employee can select different network operators and service providers to support him/her.

5.2.2 Analysis Summary

Analysis of this use case showed that challenges might be expected in at least these areas:

· Universality of enterprise and operator – enterprise users may have subscriptions to multiple operators

· Security – matching enterprise security policies to a variety of network operators

5.3 Streaming between Enterprise and Mobile Network

5.3.1 Use Case Summary

This use case emphasises the fact that enterprises are today involved in numerous internal deployments of streaming, multi-media and voice over IP technologies.  This includes: 

· Voice over IP voice applications:

· e.g. teleconference, access to voice mail, voice communications, voice-enabled applications (IVR), …):

· Multimedia streaming:

· e.g. corporate broadcast

· Collaboration tool (e.g. white boarding, shared screen for presentation, IM, Presence, etc…)

· Combinations of the above: 

· E.g. Voice Chat which allows voice exchanges similar to IM over Voice over IP network. Voice chat can be considered as the corporate equivalent to PoC although floor control is today typically not provided.

Such deployments involve significant investments. The protocol stack is typically based on the overall set of IETF stack of specifications, up to specific features added by respective vendors.

The goal of the enterprises is to mobilise their enterprise and increase productivity of their employees by access and use these applications when mobile; that this be initiated by employees in the corporate intranet including mobile user or by mobile employees trying to reach other employees or applications in the corporate intranet.

5.3.2 Analysis Summary

Enterprises are more prone to extend their current applications and reuse their investments to extend their reach to mobile employees than to introduce new mobile only processes that are not interoperating / interworking with their infrastructure. Addressing these issues will increase demand and usage from such mobile services and can significantly increase operators’ revenue. 

So in order to capture massive adoption by enterprise and in order to support the use case, it is of primary importance to guarantee interoperability  / interworking between the mobile domains and enterprise intranets of:

· VoIP, streaming, multi-media related enablers

· Streaming of data between mobile terminals and enterprise intranet (to and from; initiated from enterprise or from mobile terminal):

· Voice / VoIP

· Multi-media

· Application streamed data (e.g. shared presentation or screen)

· Additional control messages like SIMPLE/SIP presence, IM etc…

· Usage policies.

Such interoperability and interworking criteria are critical for wide adoption of mobile streaming / multi-media.

5.4 Device Management

5.4.1 Use Case Summary

This use case describes a situation where a new mobile terminal is taken into use by an employee, with no enterprise services application software or parameters configured into the device. The goal is to use automated terminal configuration processes and mechanisms that will enable full use of required operator and enterprise services by the employee. Enterprise confidential application and data can be securely stored in device, and data backups/restore can be done in a secure manner.

Automated comfiguration and management processes need to enable mass distribution of software updates/patches to devices that may have applications with security flaws, or old software versions installed.

Upon detecting problems in business applications usage, End user may contact enterprise help desk for assistance. Help desk operator may remotely connect to terminal and read appropriate terminal and application diagnostics data, as needed to locate the problem. Upon detecting the problem, help desk operator may initiate corrective actions, e.g. by remotely configuring the application or service parameters.. 

Upon decommissioning or replacing an enterprise service or application, related device sw components and stored data need to be removed from the device memory. Back up of data can be taken before clearing service or application software and data from device. 

This use case requires a specific management domain for enterprise applications and data in devices owned by enterprises.  Access rights to applications and data in that domain are with enterprise IT manager or can be allocated to a trusted party (e.g. operator), as defined by enterprise security policy.

5.4.2 Analysis Summary

Analysis of this use case showed that challenges might be expected in at least these areas:

· Administration – how to share DM responsibility between enterprise and operator 

· Security – separation of, and security of, DM parameters and data between enterprise and operator

· Privacy – the balance between the enterprise need-to-know and the employee’s right to privacy (may vary by geography)

5.5 Road Warrior

5.5.1 Use Case Summary

This use case describes typical situations encountered by an enterprise sales person while preparing for a road trip and then using mobile devices on the road – and its intent is to strengthen the need for improving employees’ productivity while using mobile services. While on the road, the sales person initially prepares for using enterprise applications and enterprise data for later work during travel and especially for the actual meeting with the customer. During the trip preparation, the employee will make a determination about the applications and data needed to be downloaded to his/her mobile devices based on the future travel location conditions (wireless coverage, quality of service, needed service enablers accessibility, cost of wireless service, time available on site, etc…). During this process, given the variations in applications and availability of security policies support for such devices, the employee may have to use multiple mobile devices. Pre-trip, and even during travel, the employee may want to synchronise data on his/her mobile devices with data on other colleagues that are to meet at customer’s site. During the actual customer meeting, the employees may have make decisions on which access providers and service provider to use, if several roaming partners and alternate service providers are available. The employee will attempt to get access to enterprise data, either for queries or updates, using multiple devices because of the different ways they are provisioned in terms of applications and security credentials.

5.5.2 Analysis Summary

Analysis of this use case showed that challenges might be expected in at least these areas:

· Reduced productivity during pre-trip preparation, due to insufficient available information about wireless coverage, quality of service, needed service enablers accessibility, cost of wireless service, time available at any location, ahead of arriving to meeting location.

· Reduced productivity both pre-trip but primarily during the meeting, due to the need to use multiple devices, and because of insufficient support on a minimal set of devices for appropriate combination of supported standards, application clients, security credentials.

· Reduced productivity during the meeting, due to potential complexities in accessing the networks and/or service providers enablers and making selection choices based on multiple policies (QoS, cost, carrier policy, enterprise policy, etc …), potentially with multiple devices.

· The enterprise IT administration is in particularly concerned with the raising costs of supporting/managing multiple devices, as well as multiple infrastructures needed to support those devices.

5.6 Mobile Email and PIM

5.6.1 Use Case Summary

This use case analyzes the challenges met today in mobilising the most important collaboration tool for enterprises: 

· E-mail

· PIM (e.g. calendar and address book)

While there are numerous specifications to support e-mail and PIM, there is no end-to-end specification that describes how to support mobile usage of e-mail and PIM in a manner that is secure end-to-end and interoperable. 

All solutions today are proprietary or limited to specific technologies or vendors. Interoperability across terminals, network technologies, service providers, e-mail servers or enterprise settings is far from being achieved. Ad hoc solution exists but they often are inefficient (e.g. bandwidth), unable to support the mobile use cases (e.g. browsing based) and not end to end secure. In fact most often they directly violate most basic corporate security guidelines. 

The use case enumerates examples of mobile e-mail / PIM mobile usages and challenges met.

5.6.2 Analysis Summary

Enterprises are demanding an end-to-end open standard solution to support mobile e-mail and PIM that provide the end to end security to the corporate e-mail server. There is no such solution today.

5.7 Corporate Chat

5.7.1 Use Case Summary

This use case presents a use case where employees in an enterprise are able to invite or join colleagues that are mobile and possibly involved with several operators, can chat securely and keep a journal of the discussions.

The different employees can all be mobile or some (inviter or invitee) may be non-mobile and use other VoIP solutions (e.g. voice chat) deployed in the Corporate intranet.

Eventually, interworking / interoperability between such voice collaboration and other (instant) messaging collaboration are considered (e.g. SMS exchanges converted to voice and conversely etc…)

5.7.2 Analysis Summary

Today, the PoC enabler does not include requirements for interoperability / interworking:

· With other OMA enabler in general

· OMA enabler located across domains (e.g. intranet or internet versus one or multiple operators)

· With fixed voice solutions:

· Voice Chat applications

· VoIP

· PSTN 

· Etc…

As a result, enterprises can’t as easily integrate PoC in their mainstream white collar business process.

Eventually, it is challenging to merge PoC features across multiple operator (e.g. group management, …) and across domains (e.g. floor control).

5.8 Enterprise Registration for Access

5.8.1  ASK  \* MERGEFORMAT Use Case Summary

This use-case outlines the need for an enterprise to have a means of easily registering access to wireless network operators, by registering over the Internet.   The mechanism is identified as the dashed red arrow in the diagram below.

A generic mechanism is recommended so that many enterprises can re-use the same method of registering with many operators in different countries.
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Figure 1: End-to-end access provisioning of an enterprise and user-base to a wireless network

5.8.2 Analysis Summary

Analysis of this use case showed that challenges might be expected in at least these areas:

· Agreeing on the definitive and complete set of requests/responses between the network operator and enterprise

· Agreeing on the definitive and complete method of offering pricing structures for access

· Agreeing on a definitive description of enterprise access and service information for sending to the network operator

· Agreeing on the definitive methods for identifying members of the enterprise user-base

· Integrating with charging functionality (possibly out of scope for this work)

6. Benefits and Challenges for the Enterprise Ecosystem

This section identifies some of the benefits expected by different components in the enterprise ecosystem, as well as challenges that need to be met in order to achieve such benefits. As expected, there are challenges for every component in the ecosystem, and for every role identified in those components, and they will be detailed to a degree that will allow Enterprise BOF to make recommendations to OMA. At the same time, the benefits for every component in the ecosystem justify rising to the challenges. Since this is a Technical Report, it focuses too much greater detail on the challenges than on the benefits, but the latter are included at the top of this section as a driver and an incentive for OMA and the mobile industry to rise to the challenges.

6.1 Benefits for the Enterprise Ecosystem

This section first identifies some of the benefits for different components of the Ecosystem that should serve as a driver for the mobilisation of enterprise applications and services, with the focus on the enterprise, the Service Providers (Operators are included in this category) and other components in the Ecosystem (e.g. terminal vendors). These benefits have been derived from input contributions by OMA member companies, either provided in the form of direct contributions to challenges and benefits, as a result of conclusions from analysis of submitted use cases, or as a result of direct input from participants in meetings, captured in minutes.

6.1.1 Benefits for the Enterprise

The following are a set of expected benefits identified for the enterprise, grouped into main themes:

1. Increased productivity through significant change, supported by following detail:

a. Significant improvement in access (queries/updates) to enterprise data

b. Significant improvement in efficiency, due to flexibility, timeliness and level of responsiveness and accuracy.

c. Overall improvement of employee motivation/satisfaction with the job.

d. Reduced traveling time to/from office for employees

e. Reduced efforts/stress in trip preparations for employees

2. Cost reduction, supported by the following detail:

a. Anticipated cost savings per supported type of device

b. Anticipated cost savings per employee

c. Anticipated cost savings due to reduced traveling needs

d. Anticipated cost savings due to better interactions with partners and suppliers

e. Allow for better planning and use of capital budgets

3. Increased profits, supported by following detail:

a. Ability to positively affect sales due to efficiencies exploited during interactions with customers

b. Ability to project improved brand image

c. Ability to speed up introduction of products and services
d. Improvements in customer satisfaction; ability to offer better customer service

6.1.2 Benefits for the Service Provider

The following are a set of expected benefits identified for the Service Providers, grouped into main themes:

1. Increased customer base (enterprises still represent a market growth opportunity, insufficiently tapped)
2. Increased usage revenue, supported by following detail:
a. Opportunity to facilitate integration of back office applications
b. Opportunity to increase bearer revenue
c. Opportunity for increased roaming revenue
d. Opportunity for service differentiation
3. Cost reduction, supported by following detail:
a. Reduce help desk call volumes, due to support via enterprise help desk
b.  Faster resolution, due to support via enterprise help desk
4. Retention and leverage of end-user loyalty, supported by following detail:
a. Enterprise users are potential individual consumer customers
b. Individual consumers may accelerate the access of new service providers into the enterprise
5. Potential for new business opportunities, supported by following detail:

a. Opportunity to host enterprise services

6.1.3 Benefits for others

The following are a set of expected benefits identified for other components of the Ecosystem (e.g. terminal vendors), grouped into main themes:

1. Opportunity for differentiation

2. Increased revenue, supported by following detail:

a. Increased demand for high-end devices

b. Specialised devices for vertical markets

3. Opportunity for new distribution channels

4. Retention and leverage of end-user loyalty, supported by following detail:

a. Opportunity for co-branding

b. Enterprise users are potential individual consumer customers

c. Individual consumers may accelerate the use of terminals in the enterprise

6.2 Challenges for the Enterprise Ecosystem

The challenges examined here are grouped by topic. For each topic we describe the challenges faced by the principal actors/roles that we have identified within the enterprise ecosystem (see chapter 4). We have discovered these challenges through our analysis of the use cases within this TR, and from other input contributions representing collected experience of the telecommunications and IT industries.

This list of challenges in this TR is incomplete, and is provided here for illustration 

The topics considered here are:

1. Administration

2. Security

3. Privacy

4. Interoperability

5. Usability

6. Cost control

The challenges are considered for the principal roles as explained in section 4:

- Enterprise chooser; Enterprise User; Enterprise Service Manager; Service Provider

In some cases clarity is improved by listing challenges for each of the roles, in sub-groups:

· Service Deployment Challenges

Deployers of services have the task of selecting, installing and configuring services which fulfil clear business need, and according to business policies

· Interworking Challenges

The enterprise must interwork with other roles in the ecosystem. Interworking requires the exchange of information/data, and also implies some sharing (or at least shared understanding) of business processes. Interworking will initially require some integration work by enterprises, service providers, operators etc as they make ready their systems to interwork with each other.

· Interconnection Challenges

The various roles in the ecosystem require to interconnect so as to exchange data, This is implemented through operational processes, rather than business processes

· Device Management Challenges

The enterprise requires that device configuration, service capability, and status is monitored and controlled. 

· Service Management Challenges

The enterprise user takes for granted that services provided by the enterprise will be managed according to some internal “SLA” and will be available across a range of devices

· Ease of Use Challenges

User-acceptability is key to the take-up of mobilised services, and ease of use by the employee of the devices and services he is given is a vital part of this

· Self Management Challenges

Although enterprises closely manage and monitor their users’ services, there is always an amount of flexibility in what users can do themselves. Often, this flexibility is determined by their role/status within the enterprise.

6.2.1 Administration

Under this topic, we consider the challenges of administering a service. Administration covers aspects of service throughout its lifecycle, including, but not limited to:

· Ensuring that a service/solution is interoperable with the enterprise’s systems and approved device family

· Provisioning users

· Managing their issues as they use the service

· Managing the service itself from end-to-end. This must include parts of the service that execute in the device and service provider as well as in the enterprise.

Compelling mobile applications rely on, expose or exploit features supported by a wide variety of service enablers, like the ones specified by OMA or developed using OMA enablers. Usage of these enablers are typically controlled by service providers in the case of WWAN access, but some may be controlled by the enterprise, especially in the case of corporate WLAN. A number of needs, and hence challenges, arise

· Need to allow enterprise applications access to and/or monitoring of personal information like location, presence, identity, usage, settings etc.. in ways that most operators will in general not expose to third party either to preserve a value-added business model or for security, privacy, or regulatory considerations.

· Deployments of such enterprise mobile applications may require a particular business relationship with the operator and tight one-off integration to access and use of the service enabler provided by a particular service provider.

· Need to manage such integration whenever the service enabler is upgraded or whenever a different operator is involved. Global business and worldwide roaming rapidly forces the enterprise to repeat this process with multiple operators and service providers who may have a variety of network technologies. 

· Need to manage this process also whenever the enterprise wants to take advantage of new features and new service enablers. It is further complicated when the applications rely on enablers that are exposed on other networks (other technologies, other service providers, to and from intranet).

· Until this becomes a viable situation, enterprise will avoid deploying any applications that would require use of such enablers. Compelling mobile applications that take advantages of these features may be discouraged, which further reduces the overall value and adoption of mobile applications and services. Examples include VoIP, multimedia functionalities and applications deployed in an enterprise network cannot be easily integrated with similar mobile capabilities (e.g. IMS) without complex integration hard to deploy or extend across a large set of operators.

6.2.1.1 Enterprise chooser challenges

Service Deployment Challenges

· Challenges to develop, deploy and maintain multi-channel applications that are suitable / optimised for the numerous different mobile channels and devices (e.g. browser type, modality,).

· Challenges to support different connectivity models and network technologies including hotspot, enterprise SIP networks and corporate wireless network.

· Difficulties to support (provisioning, debugging, remote assistance) mobile applications across a disparate set of mobile devices deployed across numerous networks (with different technologies and different service providers).

· Difficulties to develop compelling mobile applications that exploit mobile features based on service enablers controlled by service providers, in a manner that is automatable (discoverable) and repeatable or aggregatable across all service providers that are relevant to the enterprise.

· How to develop/adapt enterprise applications in order to use them across networks:

· With different technologies

· From different service providers

· To and from the corporate intranets

Interworking Challenges

· The enterprise help desk should interwork with, and partially replicate, the service provider/mobile operator service management and provisioning.

· Service provider services and enterprise services must interwork or they become unmanageable 

· How to deal with a large set of different service providers, which implies the need to be able to systematically (via automatable, potentially standardised processes) establish business relationships between enterprises and service providers as required to support the mobilisation of their applications. Processes requiring systematic approach include, but are not limited to: establishing credentials, determining available terms (contract types), negotiating resources, services, and capabilities, signing SLAs, relationship to employee if needed depending on the type of services (last one needs clarification from originator).

Interconnection Challenges

· How is the required set of networks and routes acquired?

· Ensuring flexibility and setting up and tearing down relationships, including access and security policies implementation with multiple operators and service providers:

· Enterprises require peer-to-peer security relationships with fairly simple, automatable processes to set up secure connections between parties.

· Given increasing number and frequency in change of business relationships, these relationships must be constructed/destroyed dynamically, not necessarily being limited to off-line negotiations and contracts.

Device Management Challenges

· Provisioning of device / email and PIM client

· Interoperability with the fleet of devices available (or selected by enterprise)

Service Management Challenges

· How to choose the level of "seamlessness" to be made available to employees?

6.2.1.2 Enterprise user challenges

Ease of Use Challenges

· In communications services such as PoC, the user must be able to interact with others in the call session regardless of their situation  – fixed, mobile, other enterprise, other mobile operator

· How do I interact with the help desk and identify a service fault?

· How to automate setting up my device?

· The corporate e-mail / PIM system service I experience on my chosen device must interface and behave the same regardless of device (fixed/mobile)

Self Management Challenges

· What policy/provisioning role does the enterprise employee have?

· How can I control who accesses my device?

6.2.1.3 Enterprise Service Manager challenges

Interworking Challenges

· Enterprises should be able to communicate and interact with SP/Operator provisioning and service management

· Need to provide end-to-end support to enterprise’s employees (potentially also partners, suppliers and customers) implies the need to have access to or be notified about service provider’s relevant service status information with respect to availability of resources (network, enablers). Information needed is based on SLAs and includes, but may not be limited to: status, QoS, outage details, problem predictions (e.g. planned outages due to upgrades).

· How to integrate voice, Voice over IP and multi-media networks and applications to allow them to be accessible from mobile networks or to interact with mobile networks (e.g. how can a VoIP enterprise application or a multimedia collaboration application (e.g. screen sharing) drive a mobile device on a public mobile network (e.g. with IMS) and conversely how can such a device interact with applications or devices present in the enterprise network). 

· Development and integration challenges are often enormous and require dedicated lines and agreements with specific operators.

· Extensions to a large set of operators is a challenge

· There is a lack of flexibility to allow deployment of new enterprise applications or fine tune its usage and features within the schedules required by the enterprises

Interconnect Challenges

· Maintain interoperability with devices and email/PIM systems

· Need to deal with a variety of connectivity models, network parameters and network technologies

· How to provide secure access to the corporate intranet for such a large set of (often closed) devices 

· How to maintain sessions on wireless network or alternatively, how to design applications able to deal with unexpectedly intermittent connectivity due to dropping of sessions, connectivity, coverage etc…

· How to develop applications that can support the wide range of connection patterns encountered by the employees: 

· Online: [always connected]

· On constrained networks (WWAN)

· Broadband intranets (WLAN)

· Intermittently connected:

Some time online and some time offline

Mostly offline, i.e. occasionally online.

Service Management Challenges

· Enterprise must be able to identify which service a user is using, including within a service provider

· Should be able to vary level of service to stay within cost limit

· Support of a comprehensive policy evaluation and execution eco-system

· Ensure that same OMA enablers/releases are supported across same type of devices for all employees; ensure that enterprise applications can be uniformly distributed

· Needs to communicate specifics of new channels/form factors to be supported for the enterprise. If the enabler is an enterprise enabler, all other functions to administer that enabler.

· Need to allow for enterprise optimally notifying, monitoring or updating employees devices, including adaptation of applications to new devices, enterprises need to be able to automatically discover all devices, network or service providers associated to and used by an employee, including history of usage. In particular need to discover new devices, especially important when the employee use a new device unknown to the help desk. 

· Need to allow for enterprise to exchange with service providers on-the-fly requests with respect to workaround, fixes of problems or outages or extending beyond the nominal usage conditions to provide end to end services, include ways to extend the terms as needed or re-routing services through other service providers

· Need to support corporate IT policies for lifecycle management of any enterprise application or data across multiple devices, multiple networks, operators and technologies 

· Need to be able to discover how to satisfy the conditions (or rule set or policies) for using a service enabler exposed by a particular service provider

· Need to support enterprise IT policies for device backup and restore capabilities

· The IT department may desire to, but can’t afford to reproduce the network, connectivity and channel / device conditions of a particular problem. This leads to:

· Challenge in provisioning, monitoring, checking or debugging most device environments and application errors.

· Complex configurations of applications or enabler specific settings (e.g. e-mail servers, VPN, MMSC,) that are enterprise-specific and not available off the shelves or provisioned by the operators and therefore not known by the operator’s technical support.

· Configuration of the device is challenging and often incomprehensible to most users. IT departments can not keep up with the subtleties of provisioning a wide variety of devices, with different provisioning steps and methods, on different networks with different levels provisioning capabilities and methods available to them from a variety of networks and operators.

· After going through the experience of one deployment, chances are that IT departments will either veto any future mobile deployment until these issues can be tracked and managed systematically or the department that deployed the application can assume the responsibility for support. This leads to additional costs, diversion of resources and inefficiencies, resulting in sub-standard support

· Backup and restore of mobile devices is still a challenge today.

· IT departments need to receive advance notice of outages or weakness in the network to warn users or take pre-emptive or corrective actions.

· Need to allow automation of the exchanges needed for enterprise to reserve peak resources and for SP to react to the requests.

· Compelling mobile applications rely, expose or exploit features supported by a wide variety of service enablers, like the ones specified by OMA or developed using OMA enablers. Usages of these enablers are typically controlled by service providers in the case of WWAN access, but some may be controlled by the enterprise; especially in the case of corporate WLAN. Hence there is

· Need to allow enterprise applications access to and/or monitoring of personal information like location, presence, identity, usage, settings etc… in ways that most operators will in general not expose to third party either to preserve a value added business model or for security, privacy, or regulatory considerations. 

· Need for tight one-off integration to access and use of the service enabler provided by a particular service provider as a result of a specific buiness relationship.

· Need to manage such integration whenever the service enabler is upgraded or whenever a different operator is involved. Global business and worldwide roaming rapidly forces the enterprise to repeat this process with multiple operators and service providers who may have a variety of network technologies. 

· Need to manage this process also whenever the enterprise wants to take advantage of new features and new service enablers. It is further complicated when the applications rely on enablers that are exposed on other networks (other technologies, other service providers, to and from intranet).

Until this becomes a viable situation, enterprises will avoid deploying any applications that would require use of such enablers. Compelling mobile applications that take advantages of these features may be discouraged, which further reduces the overall value and adoption of mobile applications and services. Examples include VoIP, multimedia functionalities and applications deployed in an enterprise network cannot be easily integrated with similar mobile capabilities (e.g. IMS) without complex integration hard to deploy or extend across a large set of operators.

Device Management challenges

· How to set up, monitor and remote control of employees’ devices

· Need to allow enterprise to detect the characteristics and capabilities of devices used by their employees so that application can be adapted or optimised for them and so that the support department can more easily track potential sources of problems (e.g. unsupported features). Those include: 

· Device type or class

· Capabilities (e.g. available and enabled applications or services)

· Form factors / modality related features

· User Agent(s)

· Platform versions

· Device identity

· Network

· Service Provider

· Need to support a huge variety of devices with rapidly moving technology (moving target):

· Employees are using other devices than expected: personal terminals or rented equipment when travelling

· Employees located in various regions are limited to the devices sold by their service providers or developed for the underlying network technology. 

· The lifetime of devices is short and soon after deployments the enterprise has to retire the devices and support new ones. 

· The maintenance, upgrade, modification of application can become unmanageable, as it must span numerous versions of the applications or adaptation of the application.

· How to access the appropriate information about a device to select or adapt the application to the channel or identify the user.

· How to deal with new and unknown device types

User Management Challenges

· Need to be able to identify a user in general to allow access to data or resources and to apply his or her preferences. In addition, it is needed if the enterprise wants to be able to monitor employees’ activity, to facilitate authentication by exploiting this as an additional credential and to allow enterprise to directly affect employee resources, devices and their usage of mobile applications.

· Need to be able to notify an enterprise of the presence of an employee on the network and the details of that presence (what device on what network with what SP), to allow the enterprise to contact such employee for various operations driven by the enterprise service manager.

· Need to be able to monitor employee’s activity (what service/applications are used or accessed by an employee) and presence and to be able to proactively contact or affect and employee’s resource or device. It is also a way to address to allow the enterprise to provide for employees independently of the network / operator that they are on (the latter needs explanation from originator).

· Need to allow the enterprise to set up policies associated to the usage of their resources and possibly policies for the usage of services by their employees that other service providers should enforce (policy description, registration, discovery, selective delivery, enforcement and validation)

· Need for enterprise to have access that will allow obtaining information on the bill and usage details of their employees

6.2.1.4 Service Provider challenges

Interworking Challenges

· Should be able to communicate and interact with enterprise provisioning, help desk and service management, according to access policy (to protect operator critical resources)

· Must be able to limit access to the same that customer care centre has (to maintain business integrity)

· Interoperability with email/PIM systems from a range of vendors

· PoC must interoperate with operator SIP

· in order to improve on the service of offering bandwidth and access, need to be able to expose resources in their network and in terminals on their networks in ways that are:

· Follow applicable regulation

· Manageable

· Billable

· Need to understand and reconcile the role of the enterprise in the ecosystem that includes them and the service providers. This is a challenge because:

· The business model is different than the one that applies in the consumer market

· The enterprise is an intermediary between the service provider and the end-user of the services offered by service providers

· Some service providers sometimes concerned that enterprises may behave like a competing service providers for some of the services that they would like to market.

· Others would like to treat enterprises as another service provider (application provider) undistinguishable from other service provider focused on delivering services to consumers.

· The service provider environments are often not designed to allow the required flexibility to expose enablers in a manageable, secure and billable manner in ways that would be viable and fast enough to accommodate the needs of a wide range of enterprises. Enterprise solutions are either very generic or limited to some key enterprise or solutions – which creates a difficulty for service providers to satisfy different requirements for different enterprises.

· Security and corporate IT guidelines in the enterprise impose different requirements for service provider

· Need to provide end-to-end services including support, monitoring and problem forecasting and mitigation.

· Expected level of quality of service

· Expected degree of partnership

· Ability and desire to co-design or impose technology and business requirements on particular services.

Service Management Challenges

· Should be able to vary level of service to stay within cost limit

· Should be able to vary level of service to stay within cost limit

· Minimise enterprise access to critical operators resources, while providing needed information to enterprise manager and employees

· Support of a comprehensive policy evaluation and execution eco-system

· need to allow the enterprise discover policies for the usage of services by their employees

· need to expose their resources and enablers in ways that would allow them to guarantee that the services are exposed and used in a secure, manageable manner that is compatible with a viable business model (e.g. billable) and is automatable

Device Management challenges

· Interoperability with devices from a range of manufacturers that encompasses all enterprise customers

6.2.2 Security

Under this topic we consider the challenges of ensuring the security of using enterprise applications accessed from mobile devices outside the enterprise Intranet. Security covers aspects of service throughout its lifecycle, including:

· Identity (authentication, authorisation, sharing of attributes)

· Secure access to enterprise Intranet

· Integrity

· Confidentiality

6.2.2.1 Enterprise chooser challenges

Protect enterprise resources from unauthorised access

· Need to ensure authorised secure access to enterprise resources (networks, applications, data and systems) for authenticated users

Handle and manage different identities

Ensure confidentiality and integrity of the exchanges between employees’ devices and the enterprise networks and applications

· Secure delivery of DM parameters between DM management centre (provided by enterprise or service provider) and mobile device

· Secure delivery of business critical data stored and managed in mobile device to enterprise information system

· Secure connectivity between help desk service agent (provided by enterprise or service provider) and mobile device DM and diagnostics agents 

· End to end secure exchange of e-mail and PIM without any intermediate clear stages

Auditing capability

PoC deployment must not compromise security policy related to use of voice services and end user validation

6.2.2.2 Enterprise User challenges

How to provide appropriate credentials to target SP

Security policy must not unduly impede working

How am I associated and connected with my enterprise and with other organisations in a secured fashion

· Resources and colleagues

How to send and receive e-mail without contravening Corporate guidelines

Difficulties to establish / maintain secure access

· VPN connections dropping all too frequently

Secure control of device monitoring by enterprise help desk (and no others)

How do I link the device to user

6.2.2.3 Enterprise Service Manager Challenges

Cost/efficiency of implementation and management of security policies

Maintain corporate directory and employee directory entries

· Identities and authorisations - Identify roles

· Associations to enterprises, operators and groups

· Sharing identities

Scalability and stability of secure access to enterprise resources

· ensure authorised secure access to enterprise resources (networks, applications, data and systems) for authenticated users

· ensure confidentiality and integrity of the exchanges between employee’s devices and the enterprise network

Secure access to service and network monitoring etc. in service provider’s and operator's domain
Need to have secure exchanges between the enterprise resources and the capabilities available in the service providers and operator’s network

· Enterprises require peer-to-peer security relationships with fairly simple, automate-able processes to set up secure connections between parties. Given increasing number and frequency in change of such relationships, these relationships must be constructed/destroyed dynamically, not necessarily being limited to off-line negotiations and contracts.

Secure access to service provisioning in and monitoring of enterprice domain resources and devices
Need to support corporate IT security policies when implementing lifecycle management of any enterprise application or data across multiple devices, multiple networks, operators and technologies

enterprises are unable to establish a secure framework in the same manner as operator can on their network or as corporations can on their wired intranet or over corporate WLANs, because of the need to support access via multiple providers, as well as convergence
Need to support enterprise IT security policies for device backup and restore capabilities

6.2.2.4 Service Provider Challenges

How does SP link user and enterprise

Billing for e-mail/PIM usage possibly differentiated from others: how to enable service specific billing if content/connections are encrypted

How to expose resources like provisioning, device and network monitoring etc in a secure, manageable and billable manner to authorised enterprises

Secure control of device monitoring by enterprise help desk (and no others)

in order to enable QoS monitoring and to improve on the service of offering bandwidth and access, need to be able to expose resources in their network and in terminals on their networks to authorised enterprises in ways that are:

· Compatible with the service provider’s security policy

· Compatible with the enterprise security policy

· Do not threaten the integrity of their network

6.2.3 Privacy

Under this topic we consider the challenges of enforcing privacy rules and regulations while providing the needed mobile services to the enterprise employees. Privacy covers aspects of service throughout its lifecycle, including:

· Privacy policies and settings

· Authorisation with respect to privacy policies

· Privacy of the end-user as an individual consumer

· Privacy of the end-user as an employee of an enterprise

6.2.3.1 Enterprise chooser challenges

Define  enterprise/employee privacy policy

· Maintain employee privacy outside the enterprise context

6.2.3.2 Enterprise User challenges

Ensure access to enterprise owned/managed data

Define privacy policy settings

· Ensure that device monitoring and management operations stay in the scope of defined privacy policy settings

6.2.3.3 Enterprise Service Manager Challenges

Define, monitor compliance with and enforce enterprise/employee privacy policy

· Maintain employee privacy outside the enterprise context

Follow national and international privacy regulations regarding e-mail / PIM

6.2.3.4 Service Provider Challenges

Enforce or support security and privacy with respect to monitoring of device.

· to be inline with enterprise/employee privacy policy

6.2.4 Interoperability and Interworking

In this section, we consider the challenges of ensuring interworking and interoperability for mobile services in an enterprise. 

Enterprise interworking and interoperability issues cover aspects of service throughout its lifecycle, including:

· Ensuring that services and enablers remain interoperable when involving enterprises and other actors in the mobile ecosystem. 

· Ensuring that services and enablers remain interoperable when involving enterprises and multiple service providers.

· Ensuring that services and enablers are interoperable with the enterprise’s systems and fleet of employee devices.

· Seamlessness of the resulting experience for employees who interact with services and enablers from several domains that belong to different actors in the mobile ecosystem.

More generically, the challenges of interworking are defined as related to the need to maintain interoperability across enablers as well as services relying on them when involving multiple enablers, across multiple actor categories.

Compelling enterprise mobile applications rely, expose or exploit features supported by a wide variety of service enablers, like the ones specified by OMA or developed using OMA enablers. Usages of these enablers are typically controlled by service providers in the case of WWAN access, but some may be controlled by the enterprise like for example with corporate WLAN.  

To support enterprise mobile applications, there is a need to allow enterprise applications access to and/or monitoring of personal information like location, presence, identity, usage, settings etc… There is also a need to guarantee that when allowed by the different actors the enabler maintain interoperability and full functionality across actors.

At the same time, operators need to be able to control the exposure of their resources (enablers and services) to third party in ways that are manageable, secure and billable so that they can provide value added services with viable business models and satisfy privacy, user preferences or regulatory considerations. 

Enterprise access to service provider resources or deployments of enterprise mobile applications may require particular business relationships with the operator and tight one-off integration to access and use of the service enabler provided by a particular service provider. It is extremely challenging to manage such integration whenever the enabler is upgraded or whenever a different operator is involved. Global businesses and worldwide roaming rapidly forces the enterprises to repeat this process with multiple operators and service providers who may have a variety of network technologies. Enterprises need to be able to aggregate the features across the different actors and technologies to seamlessly use them across them. This points to additional needs for convergence and seamlessness of implementation and usage of enablers and services with components offered by several actors across different categories (e.g. enterprise, service providers, and operators) and/or technologies. 

In addition, this process needs to be repeated whenever the enterprise wants to take advantage of new features, services or enablers. It is further complicated when the applications rely on enablers that are exposed on other networks (other technologies, other service providers, to and from intranet).

Eventually, enterprises have a need to provide end-to-end interoperability and interworking between capabilities developed in service providers networks and enterprises, in order to allow for integration of enterprise solutions, in particular for application/services that are used across wireless and wireline technologies, terminating on a multitude of end-user devices. Such applications/services include, but are not limited to: e-mail, PIM, instant messaging, collaboration tools, voice/web/multi-media conferencing, presence, VoIP, streaming, PoC.

Until the challenges described above are appropriately addressable, enterprises will avoid deploying applications that would require use of enablers that can’t interoperate across actors or can’t be exposed by their owner. Compelling mobile applications that take advantages of these features may be discouraged, which further reduces the overall value and adoption of mobile applications and services.

6.2.4.1 Enterprise chooser challenges

Interworking and interconnect challenges

· Challenges to integrate and reuse enterprise resources with mobile enablers or services (e.g. enterprise for e-mail, address book, directory, etc…)

· Challenges to ensure integration of mobile services with enterprise services (e.g. email/PIM services)

· Challenges to interoperate / use with all relevant service providers

· Challenges to provide appropriate level of "seamlessness" to employees when involving multiple actors.

Interconnect and service management challenges

· Challenges to automate the establishment or update of SLAs with all relevant service providers. 

· Challenges to manage service across multiple service providers

· Challenges to extend relationship to new service providers

· Challenges to allow partners to obtain service from multiple operators

User management

· Challenges to let employees obtain service from multiple operators

Device management

· Ensure interoperability with fleet of devices available (or selected by enterprise)

6.2.4.2 Enterprise User challenges

Ease of Use Challenges

· Challenges to interact with people using different or multiple service providers (e.g. inviting users for PoC that are with different operators)

· Challenges to use enablers or services while involving multiple actors (e.g. roaming across networks, using different network technologies, using network of different category of actors, …) (e.g. inviting users that are on different technology network or across actors like some mobiles and some in corporate network or on internet).

· Challenge to maintain full functionality across network / actors (e.g. e-mail)

· How does user advertise himself / herself to his or her enterprise

Self-management Challenges

· Challenge for user to be associated with his/her enterprise and with other organisations

· Challenges to link device with user

· Challenges to deal with multiple support /hel desk services provided by the different involved actors.

6.2.4.3 Enterprise Service Manager Challenges

Service Management Challenges and User Management Challenges

· Challenges when hosting service to maintains directory entries

· Challenges to identify roles

· Challenges to associate enterprises, operators and groups

· Challenges with identity sharing

· Challenges  to support multi-channel and multi-modal capabilities, and manage and adapt files and data for access or manipulation through mobile devices and networks

· Challenges to integrate mobile solutions within the existing “production” environment of the enterprise that must prove business value and cost effectiveness and provide competitive advantage.

· Challenges to support services with such strong dependencies on other actors (e.g. interaction with service provider help desk)

Device management, Interworking and Interconnect Challenges

· Challenges Need to know where and how to provision, 

· Challenges to notify or reach employees device (across different operator, technologies etc…)

· How to access and use the service provider / Operator provisioning and service management with enough flexibility, automation and security (i.e. without communicating to other parties information that should not be communicated. 

Interworking and Interconnect Challenges

· How to achieve interoperability with devices and email/PIM systems

· Challenges to aggregate capabilities across service providers and other sources (wired / internet, enterprises). 

6.2.4.4 Service Provider Challenges

Interworking, Interconnect, Service Management and User Management Challenges

· Challenges for service provider to link user with his or her enterprise

· Challenges to provide knowledge base that locates employee and associates resources to use

· Challenges to provide knowledge base that locates employee and associates resources to use

· Challenges to provide enablers and services in ways that integrate with enterprise systems and satisfy corporate security and compliance guidelines.

Interworking, Interconnect and Service Management Challenges

· Challenges to automate the establishment of SLAs

· Challenges to allow access to resources in a secure, manageable and billable manner

· Challenges to maintain value added at the level of the service provider

· Challenges to maintain viable business models

· Challenges to manage efficiently the relationship with the different enterprise

· Challenges to communicate and interact with enterprise provisioning, 

· Challenges to communicate with help desk and service management, according to access policy (to protect operator critical resources)

Interworking and Interconnect challenges

· Challenges to associate and treat users with other employees as employees of a company for a particular enabler or service (e.g. how to welcome PoC people that are subscribed other operators)

· Challenges to support interoperability with devices from a range of manufacturers that encompasses all enterprise customers (and may involved devices for different network technologies)

· How to provide interoperability with corporate systems (e.g. email/PIM systems) from a range of vendors

Device management, Interworking and Interconnect Challenges

· Challenges to allow enterprise eto automate device management and provisioning while not threatening security, network integrity and maintaining value added services

6.2.5 Usability

In this group, we consider the difficulties encountered when using the mobile applications and services.  Usability covers aspects of service throughout its lifecycle, including:

· Use of devices and services that reduce productivity

· Lack of, or difficulty to obtain timely information

Much of usability is concerned with the client device in the hands of the enterprise user. There is likely to be social resistance to change, and smooth  and familiar mobilsed service deployment and operation  will be key to overcoming this resistance

6.2.5.1 Enterprise chooser challenges

Interworking Challenges

There may be a need to define the type of information that operators make available to the enterprise (for example for road trip preparation)

Smooth integration with enterprise services (email/PIM services).

Interconnect Challenges

The enterprise will require to choose the operators/service providers available for use by employees, and make resulting information available to the emloyees

Service Management Challenges

The enterprise service manager will choose the level of "seamlessness" to be made available to employees

In messaging services, filtering rules are necessary. These may be defined by the enterprise, and implemented by the service provider.

Device Management challenges

Interoperability with fleet of devices available (or selected by enterprise) must be ensured

6.2.5.2 Enterprise User challenges

Ease of Use Challenges

An employee is preparing for a road trip. Unsure of conditions at his destination, he may decide to pre-load all data on his mobile devices whilst at his current location, as an alternative to loading data once arrived at the  destination.

An employee needs rapid access to application on the road.  In most cases, he does not want to be in the business of selecting access, network and service providers, QoS, cost factors, security.

The service that enterprise users experience on their chosen device must interface and behave as his usual corporate e-mail / PIM system.

Self-management Challenges

How can I control who accesses my device?

Interconnect Challenges

Application level connection must be maintained across network providers or technologies as user moves. Alternatively, application resiliency must be supported during roaming over different networks

Service Management Challenges

The policy provisioning role for enterprise user vs enterprise service manager will be determined on an enterprise-by-enterprise basis.

Degraded application level connection must be maintained despite physical losses of connections. This is  motivated by the need to support application resiliency to intermittent losses of connectivity (coverage drop or offline use). This is a key “usage” requirement of numerous business applications that must be able to do business even in the absence of coverage and not risk losing critical data if connectivity is suddenly lost.

Device Management challenges

How to automate setting up my device?

6.2.5.3 Enterprise Service Manager Challenges

Service Deployment

The same OMA enablers/releases must be supported across same type of devices for all employees; ensuring that enterprise applications can be uniformly distributed.

Interworking Challenges

The specifics of new channels/form factors to be supported for the enterprise must be communicated; for an enterprise enabler, so must all other functions required to administer that enabler.

Service Management Challenges

Support of a comprehensive policy evaluation and execution eco-system

The enterprise service manager wants to manage on an on-going basis the services/information that the employees have access to and use to make decisions. Also, he will want to verify that the operator/service provider complied with providing such on-the-fly information as is necessary for policy enforcement.

The policy provisioning role for enterprise service manager is to be determined

Interoperability must be maintained with devices and email/PIM systems

6.2.5.4 Service Provider Challenges

Service Deployment

Interoperability with email/PIM systems from a range of vendors

Interworking Challenges

Support of any billing model

Service Management Challenges

Support of a comprehensive policy evaluation and execution eco-system

Minimise enterprise access to critical operators resources, while providing needed information to enterprise manager and employees

Support of a comprehensive policy evaluation and execution eco-system

Device Management challenges

Interoperability with devices from a range of manufacturers that encompasses all enterprise customers

6.2.6 Cost Control

In this group, we consider the challenges of controlling the costs related to the introduction and maintenance of mobile services in the enterprise Cost control covers aspects of service throughout its lifecycle, including, but not limited to:

· Cost of service deployment

· Cost of integration (wireline and wireless operations, applications, production environment)

· Cost of interconnection between enterprise, operators and service providers

· Cost of managing devices, infrastructure and services

· Cost of managing users

· Cost of providing increased productivity, via improved ease of use or new needed services

· Cost to service provider/operator in order to support the enterprise services and employees

6.2.6.1 Enterprise chooser challenges

Service Deployment Challenges

· control the number of types of devices per employee needed to support him/her in the use of the enterprise apps, while supporting a variety of vendor’s choices

· identify cost-effective ways to allow for support of a variety of vendors choices for same type of device

· keep usage cost down for killer enterprise applications (e.g. e-mail)

· manage cost of acquiring required set of networks and routes

Interworking Challenges 

· manage trade-offs in selecting an infrastructure that supports seamlessly multi-modality

· manage costs of integrating selected devices and infrastructure with enterprise e-mail / PIM system

Interconnection Challenges

· manage cost related to enterprise applications (such as e-mail/PIM) need to interoperate with fleet of devices available

· manage cost related to devices need to interoperate with other synchronisation mechanisms in place (Desktop (cradle, Bluetooth,) sync / replications etc…)

Device Management Challenges

· manage cost of monitoring and controlling device configuration and status

· manage cost of provisioning of device and client applications (e.g. email and PIM client)

Service Management Challenges

· manage cost related to the need of enterprise help desk to integrate with, and partially replicate, service provider/mobile operator service management and provisioning

User Management Challenges

· manage cost associated with the level of "seamlessness" required by/made available to employees

6.2.6.2 Enterprise User challenges

Ease of use challenges

· Need to gain productivity improvements at reasonable cost:

· to improve his/her productivity, the employee needs to determine easily and in any circumstances, what/how he can use a specific mobile device for (e.g. what applications, what constraints)

· Corporate killer applications (e.g. e-mail, PIM) must work with the employee’s mobile device

· Employee must be able to switch at will between mobile and other synchronisation / e-mail access devices

· The service used by employee on their mobile device of choice must interface and behave as their usual corporate e-mail / PIM desktop/device

Self Management challenges

· need to be able to monitor usage of his/her device, to compare it to company policies usage/cost policies

· need to identify low costs ways to interact with the help desk and identify a service fault

· need to optimise role that the employees have in provisioning and/or policy settings of their mobile devices. To what extent is this facilitated/automated to result in increased productivity ?

· need to reach an adequate trade-off between the different entities (employee, enterprise, service provider/operator) that control access to his/her mobile device – to optimise cost and productivity

6.2.6.3 Enterprise Service Manager Challenges

Service Deployment Challenges

· need to consider cost in determining roles/limitations of enterprise service manager vs. service provider in provisioning policies 

· need to ensure that enterprise applications can be uniformly distributed to devices of the same class, in order to prevent cost escalation

· need to support low cost/efficiency of implementation and management of security policies

· need to mitigate the cost of change, disruption/outage during change, capital costs of new devices and operations costs for new infrastructures (end user support, operations support, administration)

· need to decrease the challenge for enterprises to be frequently required to invest in complex solutions and equipment/systems in order to use the mobile service enablers exposed by service providers. These in turn require highly skilled developers and system integrators. Overall the cost outweighs the return on their investment and subsequent benefits, especially considering all the surrounding issues.

Interworking Challenges

· need to ensure that same OMA enablers/releases are supported across same type of devices for all employees

· need to balance the productivity improvements and cost associated with integration of enterprise policy evaluation and enforcement system into a wider ecosystem including service providers/operators

· need to manage the cost of integrating mobile solutions within other existing enterprise applications/systems (the “production” environment) to provide business value, cost effectiveness and competitive advantage.

Interconnection Challenges

· need to communicate in a timely and efficient manner specifics of new channels/form factors to be supported for the enterprise for all enablers provided by service provider

· need to control cost with respect to support of multi-channel and multi-modal capabilities, and manage and adapt files and data for access or manipulation through mobile devices and networks

· need to control cost of maintaining killer applications (e.g. e-mail) interoperability with devices and email/PIM systems

Device Management Challenges

· need to control cost of setting up, monitoring and remotely controlling employees’ mobile devices

Service Management Challenges

· need to monitor applications usage to be able to enforce cost control

· need to be able to communicate and interact with SP/Operator provisioning and service management in a timely and efficient manner

User Management Challenges

· Must be able to identify which service a user is using, including within a service provider

· Need to obtain, via service provider/operator, information on the usage details/bills of their employees, motivated by the need to control costs

· Without real-time access to billing information from all the involved service providers, enterprises have no way to control and dynamically manage the cost incurred by their employees. While guidelines and tools may allow optimisation of mobile applications, such optimisations are difficult to achieve.

· Needs to be able to conditionally restrict/limit usage of services or service enablers based on understanding of the real-time needs and usage patterns witin the constraints of enterprise-controlled policies (e.g. what can be done, expense quota, etc…), including the need to delegate enforcement of such policies to the service provider

· In the absence of the ability to understand, sometimes in real-time, implications of roaming, usage models, and other factors on charges, enterprises limit authorised usage or reimbursement eligibilities, thereby preventing most deployments or reducing the enthusiasm of employees to use such applications

· As a result, poor usage is negatively interpreted and deployments are scaled down or discontinued

6.2.6.4 Service Provider Challenges

Service Deployment Challenges

· Need to handle the challenge of finding the most cost-effective way to deploy services/enablers in support of the services for an enterprises (or any other user in the ecosystem). That may include deployments in 3rd party domains, and appropriate trade-offs in cost vs. benefit.

· Need to control the costs related to improvements of the service of offering bandwidth and access, and exposing resources in their network and in terminals on their networks in ways that are:

· Manageable

· Billable

· Compatible with the possible reuse of infrastructure put in place for consumers

Interworking Challenges 

· In the case of mobile e-mail offered as a hosted service, the need to manage the cost of integration with e-mail / PIM system

· Need to manage the cost of supporting mobile e-mail interoperability with as many devices as possible

· Need to control interoperability cost associated with devices from a range of manufacturers that encompasses all enterprise customers

· Need to control interoperability cost associated with email/PIM systems from a range of vendors

Interconnection Challenges 

· Need to manage the cost of communicating and interacting with enterprise provisioning, help desk and service management, according to access policy (to protect operator critical resources) 

· Need to minimise enterprise access to critical operators resources, while providing needed information to enterprise manager and employees

· Must be able to limit access to the same that customer care centre has (to maintain business integrity)

· Need to create and support a cost-effective solution for comprehensive policy evaluation and execution enabled eco-system, including enterprises participation

Device Management Challenges

· Need to control management cost associated with devices from a range of manufacturers that encompasses all enterprise customers

· Need to manage the cost of supporting mobile e-mail interoperability with as many devices as possible

Service Management Challenges

· Need to manage the cost to include capability to allow application of enterprise usage policies, and capabilities for monitoring enterprise employees usage/bills

· Should be able to support enterprise requests for changes in level of service for their employees (in order to stay within cost limits)

User Management Challenges

· Need to find cost-effective ways to extend individual consumer type of choices, to "group choices" - such as the one asked for by enterprise IT managers for their groups of employees. The enterprise as a group is a good example, but a generic model may need to be supported by a service provider in order to control its costs related to support of different models of offering services.

7. Conclusions

This technical report from the Enterprise BOF emphasises a number of aspects that intend to:

· Exploit the opportunities of enterprise mobilisation for all actors in the enterprise ecosystem 

· Improve the synergies across the mobile ecosystem 

· Bring about more consistent security, QoS, availability and interworking

Within this technical report are identified use cases and relationships that have not been sufficiently explored so far in the OMA’s work. Further analysis and identification of such cases should lead to:

· New areas or level of considerations 

· New usage situations

· New interoperability / interworking criteria

To truly solve the interoperability/interworking and silo problems, we need to be able to distribute enablers across multiple actors. Individual enablers are typically not the problem, but challenges result from combining multiple enablers across multiple actors.

Therefore there is value in introducing a higher level and holistic view in all OMA activities to address consistent solutions to the issues expressed in this report.

The technical report emphasizes the need to consider enterprise use cases but it recommends uncovering and analyzing use cases that involve multiple enablers, multiple operators and multiple actors in the mobile ecosystem.

8. Recommendations to OMA

The Enterprise BoF makes the following recommendations to OMA:

1. We recommend that OMA members propose the following changes to some document templates:

· New WID should include a section on impact and considerations relating to interworking across multiple actors in the ecosystems. This should include impact or interest for enterprises.
· It is acceptable that this section indicates no impacts or specific considerations.
· New RDs should include a use case section on interworking across multiple actors in the ecosystems:

· As new RDs are developed, use cases considered should explicitly include an analysis of the holistic usage across the value chain. This would include at a minimum a specific section on enterprise use cases

· It is acceptable that the section indicates that no use case was identified or studied. Justification of this absence would be encouraged.

· New ADs should have a section that illustrates how interworking and interoperability across multiple actors in the ecosystem is address/supported by the proposed architecture/enabler solution.

· It is acceptable that the section indicates that such interworking across multiple actors is not supported. Justification of this absence would be encouraged.

· As the current AD template requires to describe supported use cases and requirements, the recommended changes to the RD template should guarantee that support of enterprise use cases are considered.

2. The working mode of the Enterprise BoF has highlighted the need to set up an OMA activity to:

· Produce detailed analyses of issues and gaps of end-to-end interworking across multiple actors in the mobile ecosystems and value chains, which include enterprises. This will also produce input to new WIDs and to the Release Planning and Management Committee. 

· Help in all stages of enabler preparation (RD, AD, specification) if requested by the WGs 
· Participate in the review of RDs and ADs to provide feedback on the impact to interworking across multiple actors. These will be comments that can be addressed by the WGs and will be incorporated in the appropriate review reports as any other comments. 
· Participate (when required) in enabler consistency reviews and produce review reports on interworking across multiple actors. Such reports will be available for consideration by the members when approving the enabler release.
The work performed by this activity would be horizontal and benefit all technical working groups. The nature of the work would complement the work done at REQ for the use case analysis and requirement work and the work done at ARCH for the technical analysis of issues and gap and technical reviews. Based on the Enterprise BOF experience, this new activity could be the responsibility of the OMA ARCH WG. .
These measures would encourage WGs to consider issues of interworking across multiple actors at all stages of their work and provide expertise to identify or address them.
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Appendix B. Use Cases

This appendix contains a number of use cases which were contributed by the Enterprise BoF participants. They form part of the raw input to the essential TR process, which collected use cases and then analysed from them the challenges faced by ecosystem participants in providing services to the enterprise. Summaries of the use cases will be found in the body of the report, the material as contributed and accepted by the team is placed here for reference.

B.1 Enterprise Service Management

B.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes some examples of through-life service management, and includes some aspects of the relationships between the enterprise service manager and service users

B.1.2 Actors

The involved actors are:

· application users (employee) invoking an application which sends/receives traffic over cellular and other networks

· application administrator manager who sets permissions and policies for use of services through their life

· application or service manager who is accountable for the service within the enterprise and who manages/reports usage and his counterparts in the service provider domain

· service provider (internal/external to the enterprise) who provides the aspects needed to support the end to end application.

B.1.3 Actor Specific Issues

The issues for the actors are:

· service users require access to services via a variety of networks and devices to suit context of the moment and the business’ policies for each of them

· service users may not interact fully with the running  of an application (eg may only receive text message information from a workflow management application) but even in this case must be able to interact with its control (eg send all messages by email to desktop vs text message to phone)

· service manager must be enabled to manage and report on service usage and network usage with a granularity that is set (and varied) by business policy to service level agreements

· service manager must have robust through-life management capability, including application update and network choice regardless of where the application executes (service user’s device or elsewhere) and without business interruption

· service manager must be able to delegate parts of his management role to application users, depending on their context

· service provider must be able to deliver a service based on multiple instances of an application

B.1.4 Actor Specific Benefits

The benefits for the actors are:

· service users can work more efficiently, and work regardless of location and device.

· service manager is able to manage and report on service usage in a consistent way across all applications

· service provider can provide information proving appropriate service usage and quality of service and receive corresponding reward

· Help desk support the employees

B.1.5 Pre-conditions

The required pre-conditions are:

· service users are bound to the enterprises policies (covers users not directly employed by the enterprise)

· service user has subscription and profile for use of particular application instance on a range of devices and networks and from a range of service providers

· service manager  has control over applications lifecycle including the ability to manage multiple instances of the same service for different classes of user at the same/different levels of functionality

· service provider must have shared access to policies/profiles so that permissions and policies can be implemented correctly regardless of network/device used to access the service

· enterprise and service provider have established service level agreements that define the volume and quality of service nominally available and exception clauses. 

B.1.6 Post-conditions

The required post-conditions are:

· service users have been able to perform their job as required by their business

· service manager  has successfully managed his user community, the services they use (applications and networks) in accordance with the business’ policies

· service provider has successfully provided services, data which enables service manager, and has usage patterns which enables him to scale capacity and features appropriately to the business need  

B.1.7 Normal Flow

The normal flow for this use case is:

1. service  provider deploys one or more instances of applications and supporting infrastructure that provides a service

2. service users are provisioned for the service according to the enterprise business policies

3. service users request the service

4. service provider applies usage policies (requires access to the enterprise’s policy storage), delivers the service, and collects usage information for service manager

5. service manager reviews usage information against business policies and adjusts service level provided to service user (including manages upgrades, quotas, permissions etc). 

6. service manager reports to business on service usage (including capacity planning, service levels achieved etc) 

7. repeat for ever (– this is a service !!) or until service retired 

B.1.8 Alternative Flow

· In case of problem, the employees contact the help desk that tries to resolve the issue.

· When needed issues are escalated to the service provider help desk for resolution

· When needed the service manager will call upon its service provider counter parts to provide additional quality of service or enter special mode as agreed in clauses.

B.1.9 Operational and Quality of Experience Requirements

· Service provider will inform service manager of possible future outage or problems with the services

· The service manager will inform the service provider or predicted future demands (e.g. extra bandwidth for special event, etc…), that it be for connectivity, voice lines, data capacities, QoS etc…

· Service provider and enterprise can exchange dynamically and automatically the information needed to allow adjustment of the available service sand resources (e.g. to allow the netrprise to request more bandwidth than nominally used and the operator to provided it under the terms of the service level agreement that exeist between them)

B.2 Applications involving multiple operators

B.2.1  ASK  \* MERGEFORMAT Short Description

This use case describes some instances where the enterprise must support multiple employees, each of whom independently selects his/her network operator and service provider.  The enterprise application cannot simply assume which service provider will support any specific employee – each employee can select different network operators and service providers to support him/her.
B.2.2 Actors

The involved actors are:

· employees (end users) invoking an application

· network operators providing wireless access to employees

· service providers delivering enablers such as location, presence, push, device management

· enterprise providing application

B.2.2.1 Actor Specific Issues

The issues for the actors are:

· employees: can have full freedom to select network operator and service provider

· network operator

· service provider: must expose enablers based on business arrangement with enterprise

· enterprise: hosted appliation can request enabler functions from any service provider used by employees 

B.2.2.2 Actor Specific Benefits

The benefits for the actors are:

· employees: can select any network operator or service provider

· network operator: can compete for enterprise wireless support

· service provider: can compete for enterprise enabler support

· enterprise: operators and service providers will compete for the business

B.2.3 Pre-conditions

The required pre-conditions are:

· employee has subscribed for wireless access from a network operator

· enterprise has subscription with service provider for enablers

· employee is employed by enterprise, permitted it to request information from service provider about the employee

· employee has access to the application being hosted by the application

B.2.4 Post-conditions

The required post-conditions are:

· employee has received the "results" of the application

· service provider has charged the enterprise for accessing some

B.2.5 Normal Flow

The normal flow for this use case is:

1. employee accesses application hosted by the enterprise

2. application requires either some information or an operation to be performed by service provider, such as retrieving the employee's physical location, retrieving the employee's presence, or delivering a message (via push) to the employee

3. application determines which service provider, from amongst the many that the enterprise has business arrangements with, that "services" the employee 

4. application requests the information or service from the service provider

5. application completes

B.2.6 Alternative Flow

Not applicable

B.2.7 Operational and Quality of Experience Requirements

'The user / enterprise shall have full control over which operator or service provider to choose

B.3 Streaming between Enterprises and Mobile Network
B.3.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interoperability between streamed solutions within an enterprise and devices present on a mobile network. Such streamed solutions can encompass:

· Voice over IP voice applications:

· e.g. teleconference, access to voice mail, voice communications, voice-enabled applications (IVR), …):

· Multimedia streaming:

· e.g. corporate broadcast

· Collaboration tool (e.g. white boarding, shared screen for presentation, IM, Presence, etc…):

· E.g. presentation driven from enterprise network and followed from mobile devices or presentation driven from a mobile employee and followed by participants on mobile network, in the enterprise network and on the internet.

B.3.2 Actors

The involved actors are:

· Employees present in the enterprise network

· Employees present in other network

· Service provider who provide ways voice or data streaming capabilities to or from the devices of employees that are on their network

B.3.2.1 Actor Specific Issues

The issues for the actors are:

· Being able to contact devices on mobile network from the enterprise network:

· What device

· What address

· What protocol

· Users can initiate session / call / streaming to and from mobile network ( including the case where it is across providers and network technologies) to and from enterprise applications or devices.

· Data is streamed accordingly to the mobile devices, from the enterprise network or conversely from the mobile devices to the enterprise network.

· Applications or users can change the stream behaviour by exchanging additional signalling and control data (e.g. conferencing another user)

· All ends can terminate a streaming session or when applicable all streaming sessions

· Service provider can bill the appropriate accounts for the usage.

B.3.2.2 Actor Specific Benefits

The benefits for the actors are:

· Voice / multimedia collaborations with enterprise colleagues while on the road

· Possibly better managed cost

· Reuse of enterprise solutions

B.3.3 Pre-conditions

The required pre-conditions are:

· Enterprise streaming solutions

· Support of streaming (or telephony only for voice-only) by service provider

·  Support of streaming (or telephony only for voice-only) by employee device

B.3.4 Post-conditions

The required post-conditions are:

· Data has been streamed as required.

· Appropriate accounts are billed.

B.3.5 Normal Flow

The normal flow for this use case is:

1. Authentication of parties

2. Possible QoS / bandwidth reservation

3. Session(s) establishment (signalling, control, negotiation)

4. Streamed data

5. Monitoring, control, additional signalling and possibly impact on existing or new data streams. 

6. Charging for usage

7. Repeat as long as needed

8. Session termination

9. Billing of appropriate account

B.3.6 Alternative Flow

· E.g. Monitoring of usage by enterprise IT department

B.3.7 Operational and Quality of Experience Requirements

· Being able to exchange signalling and control to the devices mobile network from the enterprise network (application or other device):

· Being able to stream data to the devices mobile network from the enterprise network (application or other device):

· Voice channel

· Voice as data

· Data:

Multi-media

Application (shared screen)

SIMPLE/SIP presence, IM etc…

· Being able to exchange signalling and control from the devices mobile network to the enterprise network (application or other device):

· Being able to stream data from the devices mobile network to the enterprise network (application or other device):

· Voice channel

· Voice as data

· Data:

Multi-media

Application (shared screen)

SIMPLE/SIP presence, IM etc…

· End points can be authenticates (sender en recipient)

· Users, applications or enterprise can reserve the necessary bandwidth and QoS for such exchanges:

· In advance

· Dynamically

· Usage policies can be enforced by enterprise or by service providers on behalf of the enterprise.

Known addressing mechanisms

B.4 Device Management Use Case 

B.4.1  ASK  \* MERGEFORMAT Short Description

This use case describes application and usage of Device Management capabilities as needed for 

· initial provisioning and configuration of enterprise services and applications in mobile terminals

· configuration and customisation of already provisioned enterprise services and applications

· service and application management and device control 

· device backup and restore (this capability may use data synchronisation functions)

· diagnostics as needed for on line trouble shooting and QoS monitoring

· support for device security, e.g. maintenance of antivirus software

B.4.2 Actors

· End user: user of the mobile device.

· Operator: provider of carrier services. Provides and manages carrier services and connectivity related device parameters, excluding corporate WLAN parameters.

· Enterprise: Provider and owner of mobile device. Provider of enterprise services and applications to devices, owner of enterprise and business application data in the device.  Provides and manages enterprise services and business applications related device parameters.

· Device manufacturer: manufacturer of the mobile device, which is provided with some initial hw and sw configuration at the time of manufacturing. Provides and manages device architecture, configuration and capability related hw and sw parameters and components.

B.4.3 Actor Specific Issues

· End user: End user uses mobile device for private business also, and may thus store some private data into device. It should be possible to protect all relevant data so it can be accessed only by authorised parties. This control is needed because of considerations including privacy and jurisdiction, including legal, regulatory, enterprise and operator.

· Operator: Enable efficient and protected device management environment for provisioning and management of operator services and connectivity parameters.

· Enterprise:

· Enable efficient and protected device management environment for provisioning and management of enterprise services and applications

· Enable enterprise services and applications  usage and QoS control

· proper access control to and protection of enterprise and business application data stored in mobile terminal

· backup and restoring of enterprise and business application data stored in the terminal 

· Device manufacturer: 

· Enable differently secured protection of data and applications depending on the wishes/rights of their owners. This may be implemented by protecting environments within the device, by access control to individual data or applications stored in a single environment, or by a mixture of these two.

· Provide tools for enterprise services and applications provisioning and management

· Support for enterprise services and business applications QoS monitoring in devices 

B.4.4 Actor Specific Benefits

<A list of specific benefits for each actor in the defined use-case. Shall be used in the valuation of the defined use-case (mandatory)>

B.4.5 Pre-conditions
Following pre-conditions apply:

New terminal is taken into use out-of-the-box, i.e. provided with manufacturer and/or operator installed sw and hw. Terminal sw (e.g. browser, MMS client) is not configured to support  enterprise services. 

B.4.6 Post-conditions

Terminal is fully configured to support required operator services and enterprise services and applications. Enterprise data can be securely stored in device. Enterprise data backups can be taken and backed-up data can be securely restored to terminal, as needed. QoS reports can be collected from the device.

B.4.7 Normal Flow

Following flow illustrates activities that will take place during lifecycle of enterprise service and application, and thus need to be supported by enterprise DM architecture. 

1. User will take new terminal into use by inserting SIM card and turning the power on.

2. User will contact operator (e.g. by SMS, through web pages or through call center) and request delivery of any additional operator services required. 

3. User will contact enterprise IT manager (e.g. by SMS, through web pages or through call center) and request delivery of enterprise services (e.g. set up e-mail , add bookmarks to enterprise web/WAP pages). 

4. User will contact enterprise IT manager (e.g. by SMS, through web pages or through call center) and request delivery of enterprise business application to device.

a. Application delivery and download is initiated by establishing secure communication  and by providing proper DM parameters to terminal. 

b. Application sw is delivered to device 

c. Application configuration parameters are delivered to device.

5. Enterprise IT manager needs to mass distribute sw update/patch to devices that have applications with security flaws or old sw version. Distribution of new sw versions can happen as in 4 above.

6. To monitor QoS of enterprise services and applications, enterprise IT manager needs to initiate connection and collect proper QoS information from the devices for analysis and reporting.

7. Business critical data stored in devices need to be backed-up, in case device breaks or is stolen. Back-ups can be initiated by user or by enterprise, and backups can be initiated on demand or according to predefined schedule (e.g. every week). Business critical data in the device should be backed up securely.

8. Upon detecting problems in business applications usage, End user may contact enterprise help desk for assistance. Help desk operator may remotely and securely connect to terminal and read appropriate terminal and application diagnostics data, as needed to locate the problem. Upon detecting the problem, help desk operator may initiate corrective actions, e.g. by remotely configuring the application or service parameters, or by remotely updating data or applications in the device as described in 4. and 5. above.

9. Upon decommissioning or replacing an enterprise service or application, related device sw components and stored data need to be removed from the device memory. Back up of data can be taken before clearing service or application sw and data from device (see step 7). 

10. Upon replacing old device with a new one, steps 1-8 are repeated, with the addition, that in step 4 also application data is restored from the network, in case proper back-up data exists in the network.

B.4.8 Provisioning of operator parameters

See step 2 in previous section.

B.4.9 Alternative Flow

N/A

B.4.10 Operational and Quality of Experience Requirements

N/A

B.4.11 Gap Analysis


This is a preliminary gap analysis on this use case related OMA specifications and ongoing specification work.  

· For steps 2, 3 and 4i,  existing OMA Client Provisioning specification defines proper method to deliver needed parameters.

· For steps 4ii, 4iii, 5, 7, 8 and 9 DM specification work is ongoing in OMA DM WG

· For step 7 enhancements in OMA DS specification are probably be needed,  

B.5 Road Warrior Use Case ASK  \* MERGEFORMAT 
This use case describes some instances where the enterprise employee is preparing for a road trip and then using mobile devices on the road. Both actions presently encountered and future desirable capabilities are included.
B.5.1 Actors

The involved actors are:

· employees (end users) preparing for the usage of applications and then using them. The example is an employee that is a salesperson for services in an IT company. The employee spends most of the time on the road, and the employee’s job is to sell catalogue solutions, as well as help design custom services.  Other than preparing for the trips or for attending face2face meetings at the office, there is rarely a need for the employee to be at the corporate site. The use case includes pre-trip preparations and on the road usage of mobile applications.

· network operators providing wireless access to employees

· service providers providing enablers such as location, presence, push, device management, policy management

· enterprise providing enterprise mobility devices, infrastructure and applications

B.5.2 Actor Specific Issues

The issues for the actors are:

· Employees: 

· Ubiquitous access to information, both for query and for updates 

· Make use of multiple mobile devices 

· Make use of services from specific network operator and service provider (this will vary depending on the point-of-access location)

· Network Operator: 

· Must have comprehensive coverage directly or via roaming agreements; ideally made transparent to the end-user 

· Service Provider: 

· Must expose enablers based on business arrangement with enterprise

· Enterprise: 

· Host applications that can request enabler functions from any service provider used by employees 

· Securely make applications available to employees

· Protect intellectual property

· Respect employees’ privacy rights) 

B.5.3 Actor Specific Benefits

The benefits for the actors are:

· Employees: 

· May have the capability to use the same device for all applications, or a variety of devices as appropriate 

· Do not have to be directly concerned with the selection of the network as this is handled indirectly through policy or similar mechanism

· Have a choice to optimise using their pre-trip preparations or their on-the-road actions. 

· Network Operator: 

· Will ensure enterprise loyalty by providing seamless service access and roaming 

· Can offer enterprise-ready competitive bundled and branded services, including access to enablers as needed by applications 

· Better end-to-end service will result in increase in frequency of use for existing employees, additional sign-up of employees and additional sign up of enterprises that want to stay competitive

· Service Provider: 

· Can offer access to enablers as needed by applications – by partnering with operators to include their enablers in the operators bundled services

· Enterprise: 

· Increased productivity, potential for reduced operational costs per device and per employee, potential for increased profits

B.5.4 Pre-conditions

The required pre-conditions are:

· employee has already a subscription to all needed wireless services from a wireless network operator (in most cases via the enterprise – operator relationship, occasionally if applicable via a direct employee – operator relationship); the employee is in possession of the to-be-used mobile device(s), and those have been activated and provisioned with the appropriate software in accordance to enterprise policies.

· enterprise has a contract with the operator for enterprise employee services, and/or has in place policies allowing employees to use their personal devices and wireless access services to access corporate intranet; enterprise has subscription with service provider for enablers (operator or different service providers), and/or has a policy that allows the employee to use their own subscriptions to such services
.

· employee is employed by enterprise; the enterprise is authorised by employee to request information from operator and service provider about the employee and the usage of the employee and the usage by the employee of the resources and services subscribed to.

· employee has access to the applications being hosted by the enterprise

B.5.5 Post-conditions

The required post-conditions are:

· Employee has successfully used the applications on the road; using mobile services, the employee has downloaded to the mobile device all needed data, has successfully and immediately updated appropriate data in the enterprise databases and has obtained relevant acknowledgements and/or notifications. 

· Service Providers have charged the enterprise (or the employee directly) for accessing their resources

· Network Operator has charged the enterprise (or the employee directly) for usage of the wireless network

· Enterprise has updated records as soon as road warriors have finished their work and does not have to wait for them to return to their office. This allows the in-house teams to do their jobs (for example to proceed to the design of custom services)

B.5.6 Normal Flow

The normal flow for this use case is:

1. employee prepares for the next trip, while being on the road.

· Employee will make a determination based on the future travel location (wireless coverage, needed service enablers accessibility, cost of wireless service, time available on site, etc …) about the data that needs to be downloaded to his mobile devices prior to arriving at the destination.

· Instead of having to go back and forth to the office for updated information needed to download, the employee will access from with a mobile device data available in the enterprise databases, via applications that allow it. Unfortunately, some applications are only available for his laptop, others only available for his PDA and others only for his phone, therefore the employee will have to potentially update information on several devices. In addition, some devices do not have IPsec clients and/or data acceleration clients compatible with the enterprise IP VPN gateway and/or its data acceleration server. The employee would prefer to have all the data needed available on or accessible through a single device with a small footprint such as a PDA or SmartPhone.

· The employee (salesperson) plans to meet another employee (field engineer) at the customer’s location. The salesperson and the field engineer synchronise their information on their mobile devices.

2. employees are in transit towards the destination location.

· If not driving, during the travel, the mobile device(s) work in standalone mode.  The employees are independently processing and potentially updating data downloaded into their own primary repository on the appropriate mobile device(s).

3. employee (salesperson) meets with employee (field engineer) shortly prior to meeting the customer

· they establish communication between their mobile device(s)

· during the time they update each other verbally, their mobile device(s) synchronise with each other on all relevant information to the customer visit

· if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

4. employees meet with customer

· during the meeting they use to-do lists stored on their mobile device to help increase efficiency in achieving goals and keep discussions on track

· if coverage is available, and access to needed service enablers is available - they use their mobile device(s) to get updated information or to supplant the information they have downloaded prior to the trip.

· If coverage is available, and access to needed service enablers is available – they can transmit feedback and input for service specifications to the backend design support team and to the sales office. Unfortunately, depending on device used and on coverage available, they may have to use a different way to access the network, and it becomes productivity deterrent. Certain updates were unable to be performed, due to either lack of support for a certain application for a certain device, due to lack of access from that device to the intranet due to enterprise security policy, due to  lack of access to service enablers that the applications may need. In other cases, due to inability to optimise selection of the roaming partner – the cost of such transmissions may result to be higher than necessary for the enterprise.

· The employees receive acknowledgement via their mobilised applications that the on-site captured data has been uploaded into the appropriate enterprise databases.

· if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

· the use of mobile devices, with the appropriate preparation processes, will allow for most recent information to be available during the meeting and impress the customer and make the meeting more productive for the customer. The increased customer satisfaction with respect to how business is conducted may in turn result in increased sales, increased customer loyalty or opening of new channels for the enterprise. 

5. after the meeting with the customer

· the 2 employees may decide to synchronise their data once more and send the information back to the enterprise once it has been reconciled between their mobile device(s) (via direct link or through the wireless network/s, depending on the circumstances of the post-meeting interaction).

· if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

B.5.7 Alternative Flow

The alternative flow for this use case is an attempt to look into future capabilities that would remove some of the challenges and/or increase the employee’s productivity.

1. employee prepares for the next trip, while being on the road.

a. Employee will make a determination based on the future travel location (wireless coverage, needed service enablers accessibility, cost of wireless service, time available on site, etc …) about the data that needs to be downloaded to his mobile devices prior to arriving at the destination.

b. Instead of having to go back and forth to the office for updated information needed to download, the employee will access from with a mobile device data available in the enterprise databases, via applications that allow it. The employee now has a single small footprint mobile device, enabled with the clients needed to securely and efficiently access the enterprise corporate intranet. The mobile device also can use any and all appropriately modified “mobilised” applications. It also can make phone calls. The employee only has to master the usage of a single device when on the road. The employee saves significant time by not having to switch between devices, and not having to learn how to work with several of them, and not have to update and maintain each of them separately. In the addition of the time gained, the access to updated information in his local repository on his only mobile device is sped up, because there is lesser need for synchronisation locally. Last, but not least, the employee is less stressed out, and can focus on what he/she does best.

c. The employee (salesperson) plans to meet another employee (field engineer) at the customer’s location.  The salesperson and the field engineer synchronise their information on a single mobile device. Both of them save time, and more confidence that all their data is synchronised.

d. In the future: the mobility-enabled” applications have evolved and allow for keeping on the device a set of tags that are identified as critical data for each applications. If coverage is known to be available at the customer site, all the employee has to store on their mobile device is those tags. Access to those tags once on site may minimise the time of one instance of using a specific application over-the-air, for queries and updates of but at the same time they will induce much more frequent and prevalent usage of such instances of over-the-air information exchange by removing the obstacle of high cost of transferring large amount of information. The happier the employee will be with the service duration and efficiency, the more likely it is that they will use such service.

e. In the future: mobile digital knowledge agents will make the salesperson’s preparation even easier. Those agents will carry out certain tasks on the employee’s behalf – for example downloading on the mobile device all the needed data or “tags” based on the target customer needs. Those agents will instruct the mobile device to access mobile networks as needed, and to exercise mobile applications as needed. They maybe also be “taught” to check for specific enablers availability prior to attempt to access the applications, if so desired. This will further reduce the employee’s preparation time, and hence the productivity.

f. In the future: during all over-the-air usage, a mobile digital knowledge agent will collect summary information with respect to the duration of usage of different networks and service enablers used. It will then transmit that information to the enterprise at regular intervals or otherwise programmed in accordance to the enterprise policy. The information will be used by the enterprise in reconciling billing information received, or in the presence of appropriate enablers will be submitted by the enterprise to the operator and service providers for audit purposes prior to billing. This monitoring/collection mechanism will be applicable throughout the rest of the use case, and will be turned on/off in accordance with enterprise policy. 

g. The use of a reduced number of mobile devices per employee will reduce significantly the cost per employee, in particular through the streamlining of support operations.

2. employees are in transit towards the destination location.

a. If not driving, during the travel, the mobile devices work in standalone mode.  The employees are independently processing and potentially updating data downloaded into their own primary repository on the appropriate mobile device(s). Can they become even more productive ?

b. The operators have deployed mobile IP or other equivalent technology that allows for seamless roaming while coverage is available (for example in the case of travel via train, or any other ground vehicle when the employee is not the driver). The enterprise has enabled the mobile device with compatible mobile IP clients (or “other” compatible technology with the operators).

i. If coverage is available, the employee’s device will discover that mobile IP coverage is available and notify the employee; the switch to that type of access can be made automatically or on-demand, dependent on employee’s preferences.

ii. The employee can now perform any task that they can perform from their mobile device, without the concern of dropping the application session, since it will be maintained at session layer by the mobile IP (or equivalent) technology.

iii. The salesperson and the field engineer may decide to synchronise their devices at a certain time, if both have access to the this type of service, since this may reduce or totally eliminate the time they need to spend together once they meet prior to customer meeting.

c. When they reach the customer’s campus, the employee’s mobile device will automatically discover the local services provided for visitors. They will be able to confirm the location of resources such as printers which will allow the employee to start the printing of a customer presentation in advance of the meeting, therefore further increasing the efficiency of the face time with the customer.  

3. employee (salesperson) meets with employee (field engineer) shortly prior to meeting the customer

a. they establish communication between their mobile device(s). This step may no longer be needed.

b. during the time they update each other verbally, their mobile device(s) synchronise with each other on all relevant information to the customer visit. This step will likely require much less time.

c. if needed, the employees will also make phone calls using the appropriate mobile device, contacting other employees

4. employees meet with customer

a. during the meeting they use to-do lists stored on their mobile device to help increase efficiency in achieving goals and keep discussions on track. The fact that they only need 1 such device improves their efficiency and reduces the time of the visit, or allows for more productive use of their time and the customer’s time.

b. if coverage is available, and access to needed service enablers is available - they use their only needed mobile device to get updated information or to supplant the information they have downloaded prior to the trip.

c. If coverage is available, and access to needed service enablers is available – they can transmit feedback and input for service specifications to the backend design support team and to the sales office. Given their improved single mobile device, all their updates can be done over-the-air. The over-the-air usage is much more efficient, and therefore will be used with practically no concern for the cost, given the significant increases in productivity.  And now appropriate policy management enablers at the operators, service providers and enterprise are in place and exchange information in such way that the most appropriate roaming partner is selected, if multiple are available, to be 100% compliant with the enterprise policy (be it based on existing contractual obligations, cost of service, availability, instant promotions, or any other criteria). And what is best, this is made completely transparent to the employee – due to the policy client available on the mobile device that negotiates with the rest of the policy management ecosystem, then selects the appropriate connectivity mechanisms and accesses the network in accordance to the selected policy.

d. The employees receive acknowledgement via their mobilised applications that the on-site captured data has been uploaded into the appropriate enterprise databases.

e. if needed, the employees will also make phone calls using the mobile device, contacting other employees

f. in the future: the mobile digital knowledge agents will communicate, synchronise and interact automatically, taking care of low-level administrative details such as day-to-day operations, updates on prices, checking /updating the to-do lists and others. The employee can delegate to the mobile digital knowledge clients tasks such as collecting background knowledge relevant to the client’s project, based on on-the-fly input as a reaction to the discussion with the customer. Different service enablers may be accessed depending on the type of information and sources of information.

5. after the meeting with the customer

a. the 2 employees may decide to synchronise their data once more and send the information back to the enterprise once it has been reconciled between their single mobile devices (via direct link or through the wireless network/s, depending on the circumstances of the post-meeting interaction).

b. if needed, the employees will also make phone calls using the mobile device, contacting other employees

c. the mobile digital knowledge agents could fulfil administrative tasks such as trip reports and order forms, and communicate those back to the enterprise on behalf of the employees.

B.5.8 Operational and Quality of Experience Requirements

· The preferences settings on mobile devices used by employees should allow for the flexibility of choosing the level of quality of service accessible via their mobile device applicable in the above use case (automation, seamlessness, etc …). 

· The enterprise policy, operator policy and the relevant jurisdiction with respect to privacy rights will dictate how those preferences should be set. Since those may vary from one jurisdiction to another, all the potential options should be configurable on the mobile device. 

The use case focused on stressing the productivity and efficiency that can be achieved using certain available and/or future features in the mobile device and/or the network and/or in service provider enablers that will allow the employee to seamlessly connect and use any and all applications that the enterprise has enabled. That said, the configuration options should allow the flexibility to choose preferred operator, service provider and the level of automation used with the devices, as well as the authorised entities to set and change default settings, and their respective permissions (see footnote 1).

B.6 Mobile email and PIM
B.6.1  ASK  \* MERGEFORMAT Short Description

This use case describes the use of mobile e-mail and PIM by enterprises. 

B.6.2 Actors

The involved actors are:

· Service providers on whose networks the enterprise employees are with their devices

· Enterprise with its internal e-mail and PIM service (Personal Information Management).

· Employees who uses e-mail and PIM while mobile.

B.6.2.1 Actor Specific Issues

The issues for the actors are:

· Enterprise and employees:

· When an e-mail arrives or an other server-side messages must be transmitted to its employees, an e-mail can be sent that will:

· Be as soon as possible securely transmitted to the employees devices:

· Immediacy depends on employee presence on a network

· If the network is not present, it is defined as capability to access this information as soon that the network is again present

· If the network capabilities are limited, this means in addition being able to be notified of relevant messages and / or being able to access them with graceful degradation as defined below.

· Security implies end-to-end confidentiality and integrity of the messages 

· If the email cannot successfully be sent to the employee  on the network as expected, it should be possible to provide graceful degraded access to the e-mail:

· Via (actionable) notification

· Via browsing

· Via phone call

· Via fax

· Via MMS

· Etc…

This may be based on preferences or a follow-me capability

· Any other server-side change can be communicated immediately, if needed, the employees:

· This is an example of event-based synchronisation

· Examples include:

· E-mail store changes

· Address changes

· Calendar changes 

· When the employee sends an e-mail it should be send as soon as possible: 

· Securely (confidentiality and integrity)

· Immediately (as soon that the employee is online)

· From the corporate network (i.e. from the corporate e-mail server not from other servers that have different address, are in different domains and are not directly monitored by the enterprise).

· Any other device-side change can be communicated immediately, if needed, the employees:

· This is an example of event-based synchronisation

· Examples include:

· E-mail store changes (deletion, folder changes).

· Address changes

· Calendar changes 

· Employee should be able configure their systems while mobile:

· E.g. filtering rules

· Preferences

· Enterprise should be able to configure the mobile e-mail and PIM application of its employees

· Enterprise should be able to provide end-to-end support for the mobile e-mail and PIM application of its employees

· Enterprise should be able to monitor and audit the usage mobile e-mail and PIM application by its employees

· Mobile e-mail and PIM should be integrated with the enterprise e-mail and PIM

· Mobile e-mail and PIM should work with the fleet of devices used by its employee as well as across the different service providers / network technologies

· Enterprise should be able to control and optimise the cost of usage mobile e-mail and PIM application by its employees

· Employees:

· Use their e-mail and PIM client when connected and interact with immediacy
.

· Use their e-mail and PIM when offline

· Receive notification of relevant e-mail and when not connected as expected or on a network with the right capabilities.

· Access in a gracefully degraded
 manner e-mail and PIM when not connected as expected or on a network with the right capabilities

· Service providers:

· Support immediate and secure
 transport of e-mail and PIM exchanges between enterprise and employees devices

· Support notifications and graceful degradation
 when needed.

· Support the enterprises IT department / help desk

· Support the employees with any issues

· Interoperate with the fleet of devices on their network

· Interoperate with any relevant enterprise backend

· Be able to host the mobilisation of enterprise e-mail and PIM if needed

· Be able to bill for usage

· Be able to monitor usage

B.6.2.2 Actor Specific Benefits

The benefits for the actors are:

· Enterprises:

· Employees are always reachable via e-mail

· Corporate PIM is extended to these mobile employees

· Corporate security / IT guidelines are respected.

· Productivity is increased

· Cost are controlled

· Employees:

· Being able to immediately
 receive e-mails and PIM messages while anywhere on the road 

· Being able to send e-mails while anywhere on the road  that are immediately
 sent

· Being able to manipulate their e-mail and PIM accounts while anywhere on the road that are immediately
 reflected in their corporate e-mail

· Being able to setup preferences and other configurations while anywhere on the road

· Being able to interact and manipulate with e-mail and PIM offline

· Have graceful degradation notification and e-mail and PIM access options when needed

· Service Provider:

· Increase revenue:

· Being able to increase data (or voice in graceful degradation) on their network

· Increasing subscription to service

· Increased added value

· Extend service to personal e-mails, PIM and messaging for the employee

· Ability to exploit the existing fleet of devices

· Possibility to offer hosting services for smaller enterprise and other organisations

B.6.3 Pre-conditions

The required pre-conditions are:

· The employees have a mobile device with an mobile e-mail and PIM client

· The enterprise has mobilised its e-mail and PIM application

· The service provider supports the mobile e-mail and PIM exchanges

· The enterprise and service provider have established a business relationship:

· Either between enterprise and service provider for its employee

· Or through contracts between employees and service providers

B.6.4 Post-conditions

The required post-conditions are:

· Any event (incoming e-mail, change to corporate e-mail repository, change to PIM) has been immediately and securely propagated to the employee

· Any event (outgoing e-mail, change to client e-mail repository, change to client PIM, configurations) has been immediately and securely propagated to the corporate server and any e-mail to be sent has been sent from the corporate e-mail.

B.6.5 Normal Flow

The normal flow for this use case is:

1. A new e-mail (or other event as discussed above) arrives at the corporate e-mail or PIM server.

2. Network presence (ie addressability) of the target device held by employee is determined by:

· Device / client capability

· Address

· Service provider

· Network technology

3. Employee preferences / configurations are determined

4. The e-mail (or other event) is immediately sent to the device and reflected in the client e-mail or PIM repository.

5. The employee composes a new e-mail (e.g. answer) or performs another e-mail or PIM manipulation.

6. The client connects securely and immediately to the enterprise server.

7. The event is reflected in the corporate server and if it is an e-mail to be sent, the e-mail is sent from the corporate server.

B.6.6 Alternative Flow

· Preferences and configurations can be similarly setup and communicated to the corporate server.

· If the employee is offline, e-mail and PIM exchanges are delayed until online. Employee can continue to work and manipulate its client e-mail and PIM repository. If possible notifications to come online or use gracefully degraded alternatives can be provided
.

· Follow-me exchange until receipt of e-mail / event is provided

· The enterprise may need to provide the capabilities above through one of a number of available service providers, network technologies and device types.

· The enterprise may need to provide the capabilities above through a number of chained service providers

B.6.7 Operational and Quality of Experience Requirements

· Need to specify and deploy open and standardised:

· Mobile e-mail enabler

· Mobile PIM enabler

· Need to interoperate with:

· Any device

· Any service provider

· Any network technology

· Need to support aggregation across service providers and network technologies

· Need to expose network presence and/or “follow-me” capabilities

· Need to provide mobile e-mail and PIM graceful degradation capabilities

B.7 Corporate Chat

Many situations exist where quick and efficient communication methods are needed but the need for confidentiality is very high and closed user groups are demanded.

B.7.1  ASK  \* MERGEFORMAT Short Description

In this example a small workgroup needs to communicate quickly and privately.  They work within the same company and the company has provided them with the PoC enabled terminals from the same service provider.

· A collection of stock traders from company X is considering a major move in the stock price of a stock that they are involved with. 

· By mid-day the stock price continues to move and they consider what actions should be taken with the shares.

· The most senior member of the workgroup, Mike, knows his fellow traders from company X all have terminals capable of a private and secure PoC conversation.

· Mike, acting as host, sends an invitation to his co-workers to start the PoC conversation.

· Tom, one of the invitees is caught in another panic trading situation and can’t join immediately.  He ignores the first invitation and joins a couple of minutes later.

· The conversation proceeds and the stocks are traded within a few minutes after the call has started.

B.7.2 Actors

· PoC Participants: Tom, Peter, Paul and Mary 
· PoC Host: Mike is acting as the host. 

· PoC Company: Company X has made it possible for this workgroup to have a PoC conversation and is paying the bill for the PoC service.

· Service provider

B.7.2.1 Actor Specific Issues

PoC Participants 

· Want to be able to communicate quickly as stocks are volatile and can have significant financial impact.

· Want easy to use handsets with headsets for hands-free use to allow private conversations.

· Want PoC terminals with good voice quality so trading instructions are understood.

Service Provider

· Provides corporate customers a service for business critical applications

Company X

· Company X must have closed confidential user groups to ensure that conversations cannot be overheard and that eavesdroppers are excluded. 

· Unauthorised disclosure of the actual names of Group members to third parties must be prevented.

· Secure media link so that conversations cannot be intercepted.

B.7.2.2 Actor Specific Benefits

PoC Participants:

· Trusted and secure system that enables large value stock trades.

PoC Host

· Efficient workgroup communication, which can be leveraged to increase revenue for the company with a solid coordinated effort in selling or buying stocks.

Service Provider

· Increased revenue from corporate customers.

B.7.3 Pre-conditions

All PoC group participants are enabled to use the PoC service and have PoC compatible terminals.  All PoC group participants have connectivity to PoC Service Provider through their company subscription.  

The group has been authorised and made available for designed employees using company-approved methods for confidentiality,
B.7.4 Post-conditions

When the call comes to an end, the host terminates the call knowing that all will execute the trade instructions.

B.7.5 Normal Flow

· Mike knows that there is a problem in the morning and might even warn his co-workers via e-mail, Instant Message or PoC that they should be prepared for this afternoon trade discussion.

· In the Afternoon the value of some stock continues to move and Mike decides to initiate a conversation with the team using a predefined group name.

· Various people accept the PoC conversation and get their instructions at that time.  Any concerns are voiced and a consensus is reached.

· The trade is agreed to and the stock is traded.

B.7.6 Alternative Flow

· An alternative situation Mike forgets to warn his co-workers of what he is planning.

· His attempt to schedule a meeting finds only a small subset of the team available.

· Those that are left and have successfully connected to the PoC service, discuss the situation.

· They have the discussion; Mike decides to call off the trade.  He then sends an e-mail, or Instant Message to the team to inform them what has happened.

1)  The trade requires approval of Paul, Mike’s manager who is at the corporate office. Paul has some legal concerns and wants some legal advice from his legal department. As legal employees usually work at headquarter, they are not equipped with the secure PoC terminal However, they can be reached via Voice Over IP within the corporate network. 

Paul may or may not have a PoC terminal.

In either cases:

· Mike can invite Paul in the session:

· Through PoC

Or
· From the PoC session by inviting and adding Paul in a secure VoIP session or call through a corporate call manager service

· Paul can similarly invite his legal adviser from his PoC or VoIP session (call) [See bullets above] to the session.

· Mike and his team in the field, Paul and the legal adviser (at HQ) can now discuss the issue and approve the trade.

· Decision could be delayed and finalised at HQ. This would then be followed Paul initiating from the Corporate network a session with the different interested parties at HQ and in the field.

2)  The whole scenario can be repeated via GUI-based instant messaging:

· Secure mobile IM between Mike and his colleagues

· Consider the alternative flow 1) above:

· Secure IM interoperability / aggregation between Mobile session and IM in corporate intranet 

· Invitation / session iniatiation by any relevant party

3)  We can consider a mix of the above and more:

· Some users are on PoC

· Some users are on IM

· Some users must be contacted / notified differently (e.g. e-mail, SMS) and be able to answer and have their answer presented to the rest of the participants to the session:

· PoC exchanges can be transcribed and e-mailed or SMS’d to these users. 

· Alternatively, some explicit requests are marked during the PoC session as having to be passed to another user.

· Conversion (within the corporate network) of all or marked items is performed when needed (trivial for IM, via speech recognition for PoC) and send as a notification (from the corporate network) to the target users with the appropriate mechanism

· Target user can reply in his channel (e.g. e-mail reply / SMS reply) to the corporate server that converts (trivial for IM, via Text to Speech for PoC) the reply for the other participants in the session.

B.7.7 Operational and Quality of Experience Requirements

· The PoC service entity should allow  the  subscribers company  to  affect and authorise the  groups that can be used  by the user.

· The PoC capable terminal should have a headset in addition to the speaker. 

· The PoC service entity should allow corporate PoC calls to have integrity and confidentiality.

· The PoC service entity  should allow the  company to manage naming identities that are commonly used within the company 

· The PoC service entity  should allow the  company  to use a name space within the company that is independent from the addressing used within the PoC network.

· The PoC service must interoperate with corporate voice systems:

· Securely

· Inivitation and exchanges initiatable from the mobile network as well as the corporate network

· IM services must interoperate with Corporate IM

Instant collaboration system should allow secure interoperability between PoC, IM and other messaging services, some possibly deployed within the corporate network some deployed by other service providers.

Enterprise Registration for Access

B.7.8 Short Description

This use-case outlines the need for an enterprise to have a means of easily registering access to wireless network operators, by registering over the Internet.   The mechanism is identified as the dotted red line in the diagram below.

A generic mechanism is recommended so that enterprises can re-use the same method of registering with many operators in different countries.
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Figure 2: End-to-end access provisioning of an enterprise and user-base to a wireless network

B.7.9 Actors

The involved actors are:

· User Base: enterprise employees who are network roaming in different countries.

· Wireless Network Operators: the owner of a wireless data network, such as a 3G, GPRS, WLAN network.

· Enterprise: a commercial organisation who is looking to register access for its network or user-base with a number of wireless network operators.

B.7.10 Actor Specific Issues

Enterprise Specific Issues:

· How do I find out how or where I register with which wireless network operator?

· Am I using the appropriate encryption and authentication mechanisms for registering with a network operator?

· What is the choice of pricing structures?

· What are the terms and conditions of access?

· How do I provide access point information of the enterprise network to the wireless network operator so that:

· The operator can grant access to the enterprise gateway

· The user-base can be provisioned with details to access the enterprise gateway (via a wireless network)

· How do I provide details of my application services to the wireless network operator so that this information can be provisioned to the user-base?

· How do I securely indicate the identity of services and members of my user-base to the wireless network operator?

Wireless Network Operator Specific Issues:

· How do I advertise the fact that I can provide enterprise access to my network?

· Am I offering the appropriate encryption and authentication mechanisms for registering enterprises with my network?

· Does my network ensure privacy of enterprise-sensitive information (e.g. user-base and service details)?

· How does my registration server interface with the charging/billing systems?

· How do I authorise enterprises and their user-base so that I allow enterprise data to flow to-and-from my gateway?

· How do I offer and handle the sale of access to enterprises?

· How do I reject or renegotiate behaviour defined in the provisioning document from the enterprise if it breaks operator policy?

User-Base Specific Issues:

· Am I receiving up-to-date information that provisions the enterprise gateway?

· Is the provisioning information originating from my enterprise or any other verifiable and trusted source?

· Can I reject provisioning from external sources?

· Is my provisioning information being sent to me securely in order to ensure privacy?

B.7.11 Actor Specific Benefits

Enterprise Benefits:

· A single Internet-based method of purchasing access through multiple wireless network operators

· Ability to run applications that will identify, select (possibly with using pre-conditions) and purchase access to multiple wireless network operators

· A reduction in paper work

· A more efficient process of purchasing access

Wireless Network Operator Benefits:

· Potential to advertise its registration mechanism on the Internet (e.g. search engines, UDDI etc.)

· Ability to obtain the information required to provision user-bases and optimise network resource utilisation

· A reduction in paper work

· A more efficient process of selling access

User-Base Benefits:

· Provisioning of up-to-date enterprise access information

· Optimised use of wireless network resources

· A greater likelihood of access being pre-registered with wireless network operators in the roaming region by the enterprise

B.7.12 Pre-conditions

· The required pre-conditions are:

· Enterprise has an application that can identify, select and purchase access to multiple wireless network operators

· Wireless network operator has an application that will advertise, offer and grant/reject enterprises registering to its network

· The wireless network operator can authenticate the enterprise, so the enterprise can be charged and to prevent a hoaxer from re-provisioning the user-base.

· Wireless network operator has installed a OMA Client Provisioning server

· The user-base has devices that feature client provisioning and data access

B.7.13 Post-conditions

The required post-conditions are:

· The wireless network can enable access for the enterprise and user-base access

· Appropriate accounts are billed

B.7.14 Normal Flow

The normal flow for this use case is:

1. Enterprise registration client discovers wireless network operator’s access registration server

2. Registration client sends query to registration server

3. Registration server responds by setting up a security association that authenticates the enterprise and wireless network operator

4. Registration server sends its terms & conditions, pricing schemes

5. Registration client selects appropriate pricing scheme and responds with:

· An indication of the selected pricing scheme

· Information identifying its user-base (e.g. MSISDN numbers)

· Information identifying enterprise access gateways, enterprise domains and network applications used (e.g. APP-ID)

6. The registration server sends acceptance/rejection confirmation to the registration client.   An acceptance would confirmation would include the following information:

· Access details of the wireless network operator’s access gateway

· Access details of appropriate enablers

7. Once the registration process is complete, the following information is transferred:

· new/updated account information sent to the billing infrastructure

· update access policy for the enterprise and user-base sent to the access gateway

· provisioning details sent to the provisioning server and subsequently forwarded to the user-base

8. OMA Client provisioning is used to provision the user-base with enterprise access details.   This process will rely on the [OMAProvCont] and [OMAProvUAB] specifications.

B.7.15 Alternative Flow

· Enterprise registration client discovers wireless network operator’s access registration server via UDDI.

B.7.16 Operational and Quality of Experience Requirements
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� Some of these are vertical too.


� The enterprise policy, operator policy and the relevant jurisdiction with respect to privacy rights will determine whether personal mobile devices can be used by the enterprise employee, in what conditions they can be used, and what capabilities and enablers must exist to ensure access to and/or protection of the data for end-user, enterprise and operator.


� As defined earlier.


� As defined earlier.


� Both concepts have been defined earlier.


� As defined earlier.


� As defined earlier.


� As defined earlier.


� As defined earlier.


� This can be independent of having an event coming issued first from the enterprise server. It could come unsolicited or initiated solely by the employee. 


� See discussions earlier





( 2003 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20030912]

( 2003 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ReqDoc-20030912]

