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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

This work item aims to introduce on-board key generation and key enrolment functionality in the UE by defining the relevant ECMA Scripts and added functions in the WIM. This is a work item that has already started in the WAP Forum and is in an advanced state. It will enable a remote invocation of on-board key generation in the WIM and key enrolment, for getting new user certificates, in a second step. Both functions are implemented as ECMA scripts that are embedded in an xHTML page. 

We identify a requirement for on-board key generation mainly due to the sensitivity of the non-repudiation key pairs. In some legal contexts this requirement is also considered mandatory. Key enrolment functionality is important in order to enable an over the air enrolment of existing, or newly generated keys, and getting new certificates for these keys.

The definition of the ECMA Script crypto functions enroll and keygen allow for the implementation of a mobile PKI model that is more closely aligned with the model currently in wide spread use in wired clients. The movement away from the WAP based PKI model as defined in [WPKI], to one based on well known and broadly supported Internet standards allow for the use of existing infrastructure and a more flexible PKI.
Deliverable(s):

· CRs for the WIM specification that introduce the new needed commands

· CRs that define the ECMA scripts that are needed for on-board key generation invocation and key enrolment

· CR for the WPKI specification in order to describe this new functionality and the needed processing on the CA side.

Existing Specifications or Documents Affected:

· WIM specification

· ECMA crypto specification

· WPKI

Linked Work Items:

none

Linked Affected OMA Groups and External Fora

OMA Security group
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Service Impacts:

The service is implemented via ECMA scripts that are embedded in xHTML pages. The WIM interface should be extended to allow key generation in the WIM.

Architecture Impacts:

none

Charging/Billing Impacts:

none

Security Impacts:

Enables a new functionality by which key pairs can be generated in the UE and then enrolled for getting new certificates via ECMA scripts in standard xHTML pages.

Privacy Impacts:

none

IOT Impacts:

IOT tests are needed.
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