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1 Description

Description and Objectives of Work to be undertaken (including Justification and Use Cases):

Background:

While Short Messaging Service and fixed email messaging are extremely popular in many parts of the word, new messaging services such as Multimedia Messaging Service (MMS) Instant Messaging (IM) and Mobile E-Mail (MEM) are becoming increasingly popular.  However, there are enhancements required in order to support deployment of more satisfying and successful services which will result in greater user satisfaction.

Objective:

As with common e-mail solutions provided by fixed e-mail clients and ISPs, the objective of this WI is for most  messaging services, including MMS, to support control of additional server based features such as Filters, Aliases, Copy/Forward, Addressing, and to make good use of Anti-Spam Services by using a convenient user interface integrated in the user agent.

The relevant messaging specifications shall include the control procedures to enable the user agent to control this functionality and other related behaviour in the network. 

Furthermore, with increasing E-mail, IM and MMS usage, interworking between MMS and email, as well as development of MEM, strategies for mitigating unsolicited and/or fraudulent messages, whether or not they originate from mobile or fixed devices, are likely to become critical to subscribers’ use of and satisfaction with these services.  While mechanisms can be deployed entirely in the network, more effective mechanisms require coordination between client and server.  Even when solely network-resident mechanisms are used, the effectiveness of these are enhanced by providing additional information to the client, as well as client feedback and control.

Various control mechanisms that rely on or are enhanced by coordinated client and server elements require support in the specifications.  With a new generation of messaging deployments rapidly approaching, the sooner such functionality can be added, the better. For example, spam (unsolicited bulk email) is an ever-growing problem and may include a fraudulent component, such as messages which pretend to be from a legitimate organization, and which attempt to trick the subscriber into visiting a web site in the false belief it is operated by the legitimate organization.  

For mobile networks, spam may arise inherently (originated within the mobile messaging system, such as via mobiles, VASPs, etc.) or from interworking with other services, such as email.  Implementation of diverse strategies for reducing unsolicited and/or fraudulent messaging is likely to become critical to subscribers' use of and satisfaction with messaging services. 

Operators must remain free to define their services as they see fit.  In the case of some messaging services such as MMS, this freedom must include the ability to permit, deny, or restrict interworking between various messaging services.  For example, some operators may wish to prohibit all such interworking, others may permit outbound interworking (e.g., MMS to email), but deny inbound interworking, while others may allow full interworking in both directions, and still others may have their own restrictions depending on their charging model and agreements with other entities.  The standards must support this flexibility.  While some operators may see a detriment to some inbound messaging (e.g., email to an MMS) subscriber, others may see potential for increased revenue and subscriber satisfaction.

In order to permit those operators who desire inbound messaging services interworking to their subscribers, effective anti-spam and anti-fraud functionality is required.  No matter which anti-spam mechanisms are used, the effectiveness of that mechanism and the resultant user satisfaction are both increased by coordination of control mechanisms in the MMS service.

In addition, as new standardized service enablers for messaging services (e.g., IM and mobile email) are deployed, effective use of anti-spam and anti-fraud functionality will also be required in those enablers. No matter which anti-spam mechanisms are deployed by an operator, the effectiveness of the mechanisms and the resultant user satisfaction are also increased by coordination of control mechanisms in those messaging services.

Spam may also arise within the mobile network.  For example, prepaid or promotional accounts can be used to generate spam or phishing MMS.  To protect the user against these types of threats, anti-spam and anti-fraud functionality is desired.

Within each messaging system, the functionality for user control of the anti-spam services will be appropriate to the messaging enabler. For example, within MMS, user control of anti-spam functionality will include facilities such as :

· Informing the client of the spam score (likelihood that a message is spam) when it is informed of the existence of a new message and when a message is retrieved,

· an easy way for subscribers to indicate that a received message is spam, possibly resulting in credit for any incurred charges, or is not spam, in both cases resulting in updates of server anti-spam filters, rules, and databases such as block/pass lists, Bayesian databases, etc,

· the ability for a subscriber to choose a current spam-likelihood threshold or tolerance (which may depend, for example, on if the user is roaming, in a hurry, etc.)

Detection/control of “phishing” (fraudulent URLs) includes an analysis of links in inbound messages for potential fraud.  The potentially fraudulent links can be flagged to the user as a warning, or in the most severe cases, blocked by the operator.

The WID:

This WID is focused on Enhanced User Control (EUC) of Filters, Aliases, Copy/Forward, Addressing, and Anti-Spam Services in various Messaging services.  In this context, the messaging service needs to inform the client of network calculations of spam likelihood, and the user needs to be able to provide feedback and control of network-resident spam mitigation mechanisms.  However, the specifics of how the network calculates a spam likelihood, and the details of spam mitigation mechanisms, are out of scope of this WID.

Use Cases:

· Registration and administration of email alias, especially for MMS which often uses phone numbers as addresses

· Registration and administration of user defined copy forwarding function

· Registration and administration of user defined filter criteria

· Registration and administration of user defined block and pass lists

· User-settable  download threshold for likelihood that a message is spam

· User feedback to correct/update server’s calculation of the likelihood that a message is spam

· Delivery of messages to server-maintained address lists with user-specified exceptions

Deliverable(s):

Requirements Document (RD).

Update of the relevant specifications

Phase I:
EUC for MMS

Phase II: EUC for Other messaging services

Existing Specifications or Documents Affected:

OMA-MMS-ENC

OMA-MMS-CTR

3GPP TS 23.140

3GPP TS 22.140

3GPP2 TSG-X X.S0016-000

3GPP2 TSG-X X.S0016-200

3GPP2 TSG-X X.S0016-310

3GPP2 TSG-X X.S0016-311

3GPP2 TSG-X X.S0016-312

Linked Work Items:

None

Linked Affected OMA Groups and External For a

OMA-REQ

OMA-MWG-MMSG

3GPP CN2

3GPP SA5

3GPP2 TSG X

OMA-SEC

OMA-MWG

OMA-MWG-IM

OMA-MWG-MEM
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Service Impacts:

The following service requirements for Enhanced User Control (EUC) of Filters, Aliases, Copy/Forward, Addressing, and Anti-Spam Services in Messaging have been identified:

The messaging service shall support user ability 

· to register an e-mail alias (local part of e-mail address) to be used as sender identification; especially for MMS for multimedia messages sent via legacy e-mail services (MM3). The service shall verify whether the alias is available and permitted by the service provider. If the alias is available the service shall notify the user about the successful registration of the alias. If the alias is not available or not permitted by the service provider the service shall notify the user about the rejection. In this case the service should be able to provide a list of alternative suggestions. The  user may select a new alias to register it.

· to retrieve the current alias setting at any point in time.

· to erase the e-mail alias. If erased, the service shall use the default address or remaining aliases of the user.

The messaging service shall support user  control of filter criteria to be applied by the service for mobile terminated messages. When activated, the filter shall be processed by the service prior to the notification of the user agent. The filter criteria include:

· anonymous messages: the criterion is met if the originator has requested his identity to be hidden or if the originator address is not available.

· identity of the originator: The User shall be able to specify a number of originator identities. Each registered identity is considered as one criterion. A criterion is met if the message originator identity matches an address registered with this filter.

· subject keywords: a simple expressions shall be used to specify keyword dependencies, e.g. via "and" and "or". Each expression shall be considered as one criterion. Multiple criteria may be defined per user. The criterion is met if a part of the subject or the whole subject field of a message matches the keyword filter.

The service shall support user  control of an action per criterion to be invoked if it is met:

· a submitted message shall be rejected and deleted on the server.

· the related message shall be stored (in the case of MMS, in the user's MMBox) omitting the user agent notification.

· the related message shall be forwarded to an alternative destination. The user shall be able to register an alternative address with this action.

· The matching message shall be exempted from all spam tests and checks, blocking/rejecting filters, etc.

The service shall support user ability to check the status of the filter criteria at any point in time. The service shall support user ability to erase a single criterion or to erase all of the filter criteria.

The messaging service shall support the ability of the user:

· to register alternative addresses where mobile terminated multimedia messages shall be forwarded to. The service shall activate the forwarding service in result of the registration of the service. In addition, the user shall be able to specify that messages are forwarded to the user's storage (for MMS, the MMbox) without notifying the user agent (for MMS, forward to MMBox). If the forwarding service is active, mobile terminated messages shall be forwarded automatically by the service to the alternative addresses, i.e., they are not delivered to the recipient user. Handling of delivery and read report requests of the originator is an area that will need to be specified. DRM protection of messages shall be taken into account.

· to erase alternative forwarding addresses. Erasure of all forwarding addresses deactivates the forwarding service.

· to activate/deactivate the forwarding service if forwarding addresses are registered

· to retrieve the current setting of the forwarding service.

If any of the requests sent by the user agent can not be processed, the service shall provide for an appropriate error indication to the user.

The messaging service shall support the ability of the user:

· to register alternative addresses where any mobile terminated multimedia messages shall be copied to. The service shall activate the forwarding service in result of the registration of the service. If activated, the service shall send copies of mobile terminated messages to the given destinations. DRM protection of messages shall be taken into account.

· to erase alternative forwarding addresses. Erasure of all forwarding addresses deactivates the copy service.

· to activate/deactivate the forwarding service if copy addresses are registered

· to retrieve the current setting of the mobile terminated copy service.

If any of the requests sent by the user agent can not be processed, the service shall provide for an appropriate error indication to the user.

The messaging service shall support the ability of the user:

· to register alternative addresses where mobile originated multimedia messages shall be copied to. The service shall activate the copy service in result of the registration of the service. If the copy service is active, mobile originated messages shall be copied automatically by the service to the alternative addresses. DRM protection of messages shall be taken into account.

· to erase alternative mobile originated copy addresses. Erasure of all mobile originated copy addresses deactivates the copy service.

· to activate/deactivate the forwarding service, if copy addresses are registered

· to retrieve the current setting of the mobile originated copy service.

If any of the requests sent by the user agent can not be processed, the service shall provide for an appropriate error indication to the user.

The messaging service shall support conveying to the User Agent a calculated likelihood that a message is spam.  The actual calculation is out of scope of the WID and may be done using a variety of mechanisms, such as operator-controlled filters/rules, user-controlled filters/rules, Bayesian or other such mechanisms, etc. The service shall support informing the client of the calculated likelihood when the client is informed of the existence of new messages and when the client retrieves messages.

The messaging service shall support the ability of the user:

· To indicate to the server that one or more received message(s) are spam with the result that the server can update its mechanisms such as spam filter(s), rules, Bayesian or other databases, etc. for this particular user.  The server may also generate a billing record to allow reversal of any charges incurred by receiving the message. 

· To indicate to the server that one or more received message(s) are not spam with the result that the server can update its mechanisms such as spam filter(s), rules, Bayesian or other databases, etc.  for this particular user.

· To establish a current spam threshold or tolerance for download of messages.

If any of the requests sent by the user agent can not be processed, the service shall provide for an appropriate error indication to the user.

The messaging service shall support the ability of the user to specify a (list of) recipient(s) to be excluded from a preconfigured and network based distribution list upon creation/submission of a message.

The service shall support the removal of the specified (list of) recipient(s) from the preconfigured distribution list for the particular message before further processing it.

MMI Related:

The messaging service shall support the ability for the user  to control these messaging supplementary services via control procedures embedded in the terminal's user agent settings for the particular messaging service.

When active, the services shall be invoked automatically by the enabler without the need for interference with the user and without the need for the user agent to be attached to the network.

For some features it may be required that the user is notified about the invocation of the service.

Architecture Impacts:

None identified

Charging/Billing Impacts:

Network operators may want to monitor and charge for the registration and activation of the service capabilities by the user. Therefore the messaging service should be able to provide charging events for the control transactions.

Network operators may want to monitor and charge for the invocation of the service capabilities by the messaging service. Therefore the service should be able to provide charging events for the invocation of services. Any message being created due to the invocation of a service capability may be chargeable to the user. The specific charging event should contain an indication of the service that led to the creation of this message.

Network operators may want to provide credit to users for charges incurred by the receipt of spam; hence the messaging service should be able to provide charging events for a user’s determination that a received message is spam (with corresponding update of spam filter(s), rules, Bayesian or other databases, etc.)

Security Impacts:

None identified, since spam analysis and spam score calculation is out of scope.

Privacy Impacts:

None identified

IOT Impacts:

None identified
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	Date
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	Addition of distribution list exclusion
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	20 September 2005
	Generalized to include all messaging, with MMS in Phase I
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