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1 Reason for Contribution

To provide the WAP 2.0 Push ETS for the interoperability testing of the enabler

2 Summary of Contribution

A set of Test Cases designed to validate the interoperability between WAP 2.0 Push clients and servers. This ETS document was reviewed by BAC Push. This ETS has been approved by the IOP Browsing SWG and IOP WG. There are 40 interoperability test cases for WAP 2.0 Push Enabler.

3 Detailed Proposal
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

TP is requested to approve the document.
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1. Scope


This document describes in detail available test cases for Wap1 (WSP) and Wap2 (HTTP) OMA Push version 2.0.


2. References


2.1. Normative References


		[OMAIOP]

		“OMA Interoperability Policies and Process” Open Mobile Alliance™.
OMA-IOP-Process-V1_0. URL:http://www.openmobilealliance.org/



		[PushArch]

		Push Architectural Overview. WAP-250-PushArchOverview-20010703-a



		[PushOTA]

		Push OTA Protocol Specification. WAP-235-PushOTA-20010425-a 



		[PushOTA100]

		Push OTA Protocol SIN. WAP-235_100-PushOTA-20011008-a 



		[PushOTA101]

		Push OTA Protocol SIN. WAP-235_101-PushOTA-20020612-a 



		[PushPAP]

		Push Access Protocol Specification. WAP-247-PAP-20010429-a



		[PushPAP100]

		Push Access Protocol SIN. WAP-247_100-PAP-20011010-a 



		[PushPPG]

		Push Proxy Gateway Service Specification. WAP-249-PPGService-20010713-a 



		[PushPPG102]

		Push Proxy Gateway Service SIN. WAP-249_102-PPGService-20011009-a 



		[PushMsg]

		Push Message Specification. WAP-251-PushMessage-20010322-a 



		[PushSI]

		WAP Service Indication Specification. WAP-167-ServiceInd-20010731-a 



		[PushSI103]

		WAP Service Indication SIN. WAP-167_103-ServiceInd-20010926-a 



		[PushSL]

		WAP Service Loading Specification. WAP-168-ServiceLoad-20010731-a 



		[PushSL103]

		WAP Service Loading SIN. WAP-168_103-ServiceLoad-20010816-a 



		[PushCO]

		WAP Cache Operation Specification. WAP-175-CacheOp-20010731-a 



		[PushCO102]

		WAP Cache Operation SIN. WAP-175_102-CacheOp-20010816-a 



		

		





2.2. Informative References


		[RFC2119]

		“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt



		[RFC2616]

		“Hypertext Transfer Protocol-HTTP/1.1”. R. Fielding et al. June1999.
URL:http://www.ietf.org/rfc/rfc2616.txt



		[RFC2617]

		“HTTP Authenication:Basic & Digest Access Authenication. J.Franks et al. June1999.
URL:http://www.ietf.org/rfc/rfc2617.txt



		[RFC2234]

		“Augmented BNF for syntax Specifications:ABNF”. D. Crocker,Ed P Overall. November 1997.
URL:http://www.ietf.org/rfc/rfc2616.txt



		[IANA]

		Internet Assigned Numbers Authority", URL: http://www.iana.org/



		[ProvArch]

		WAP Provisioning Architecture Overview". WAP Forum(.
WAP-182-ProvArch-20010314-a. URL: http://www.wapforum.org/



		[WAP]

		Wireless Application Protocol Architecture Specification". WAP Forum(.
WAP-210-WAPArch-20010712-a. URL: http://www.wapforum.org/



		[OMNA]

		OMA Naming Authority". Open Mobile Alliance™,
URL:http//www.openmobilealliance.org/



		[SHA]

		Secure Hash Standard. NIST FIPS PUB 180-1. National Institute of Standards and Technology, U.S. Department of Commerce. Draft May 1994



		[WAPTLS]

		WAP TLS Profile and Tunnelling. WAP Forum.WAP-219-TLS, URL:http//www.openmobilealliance.org/



		[WDP]

		Wireless Datagram Protocol. WAP Forum WAP-259-WDP, URL:http//www.openmobilealliance.org/



		[WSP]

		Wireless Session Protocol. WAP Forum.WAP-230-WSP, URL:http//www.openmobilealliance.org/



		[W-HTTP]

		WAP Wireless Profiled HTTP. WAP Forum.WAP-229-HTTP, URL:http//www.openmobilealliance.org/



		[WTLS]

		Wireless Transport Layer Security Protocol. WAP Forum.WAP-261-WTLS, URL:http//www.openmobilealliance.org/



		[W-TCP]

		Wireless Profiled TCP, WAP-Forum, WAP-225-TCP, URL:http//www.openmobilealliance.org/



		[WAP-196-Client ID]

		Wireless Application Protocol Client ID Specification WAP-Forum, WAP-196-ClientID URL:http//www.wapforum.org





3. Terminology and Conventions


3.1. Conventions


The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].


All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2. Definitions


Application Addressing - the ability to address a particular user agent on a WAP client.


Client - in the context of push, a client is a device (or service) that expects to receive push content from a server. In the


context of pull a client, it is a device initiates a request to a server for content or data. See also "device".


Contact Point - address information that describes how to reach a push proxy gateway, including transport protocol


address and port of the push proxy gateway.


Content - subject matter (data) stored or generated at an origin server. Content is typically displayed or interpreted by a


user agent on a client. Content can both be returned in response to a user request, or pushed directly to a client.


Device - is a network entity that is capable of sending and/or receiving packets of information and has a unique device


address. A device can act as either a client or a server within a given context or across multiple contexts. For example,


a device can service a number of clients (as a server) while being a client to another server.


End-user - see "user"


Push Framework - the entire WAP push system. The push framework encompasses the protocols, service interfaces,


and software entities that provide the means to push data to user agents in the WAP client.


Push Initiator - the entity that originates push content and submits it to the push framework for delivery to a user agent


on a client.


Push OTA Protocol - a protocol used for conveying content between a Push Proxy Gateway and a certain user agent


on a client.


Push Proxy Gateway - a proxy gateway that provides push proxy services.


Push Session - a WSP session that is capable of conducting push operations.


Registration - refers to a procedure where the PPG becomes aware of the terminal’s current capabilities and


preferences.


Registration Context - a state where the PPG is aware of at least the last capabilities and preferences conveyed from


the terminal.


Server - a device (or service) that passively waits for connection requests from one or more clients. A server may


accept or reject a connection request from a client. A server may initiate a connection to a client as part of a service


(push).


Terminal - see "client".


Terminal-ID - an identifier that is used by a PPG to uniquely identify a terminal.


User - a user is a person who interacts with a user agent to view, hear, or otherwise use a rendered content. Also


referred to as end-user.


User agent - a user agent (or content interpreter) is any software or device that interprets resources. This may include


textual browsers, voice browsers, search engines, etc.


3.3. Abbreviations


		ETR

		Enabler Test Requirements



		ETS

		Enabler Test Specification



		SI

		Service Indication



		SL

		Service Loading



		OTA

		Over The Air



		OTA-HTTP

		(Push) OTA over HTTP



		OMA

		Open Mobile Alliance



		OMNA

		Open Mobile Naming Authority



		HTTP

		Hypertext Transfer Protocol



		ABNF 

		Augmented Backus-Naur Form



		CPI

		Capability and Preference Information



		CSD

		Circuit Switched Data



		DNS

		Domain Name Server



		GPRS

		General Packet Radio Service



		IANA

		Internet Assigned Numbers Authority



		IP

		Internet Protocol



		MSISDN

		Mobile Station International Subscriber Directory Number



		OTA-HTTP-TLS

		OTA-HTTP over TLS



		OTA-WSP

		(Push) OTA over WSP



		PDP

		Packet Data Protocol



		PI

		Push Initiator



		PO-TCP

		PPG Originated TCP connection establishment method



		PPG

		Push Proxy Gateway



		QoS

		Quality of Service



		RADIUS

		Remote Authentication Dial-In User Service



		RFC

		Request For Comments



		SHA-1

		Secure Hash Algorithm 1



		SIA

		Session Initiation Application



		SIR

		Session Initiation Request



		SMS

		Short Message Service



		TCP

		Transmission Control Protocol



		TLS

		Transport Layer Security



		TO-TCP

		Terminal Originated TCP connection establishment method



		UDP

		User Datagram Protocol



		URI

		Uniform Resource Identifier



		URL

		Uniform Resource Locator



		WAP

		Wireless Application Protocol



		WINA

		WAP Interim Naming Authority



		WDP

		Wireless Datagram Protocol



		WSP

		Wireless Session Protocol



		WTLS

		Wireless Transport Layer Security





4. Introduction



The purpose of this document is to provide test cases for OMA [PushOTA], [PushSL], [PushSI], [PushCO] [Push TO-TCP], [Push PO-TCP] Version 2.0.


Any issues found during Conformance testing SHOULD be reported to OMA using Enabler Test Reports.


 The following items are needed to test Wap Push 2.0


· A Push initiator Tool to connect to the PPG for initating the Push messsage. The Push initiator should be able to represent various types of application ID. Ie MMS, DRM, Device Provisioning etc…

· A Push Proxy Gateway (PPG) supporting WSP/HTTP Push

· A Protocol Analyzer to monitor and diagnose the connections between systems.

· A Push capable client which can support all or any of the following( Connectionless/Connection Oriented  via WSP/HTTP with secure or unsecure support)

· The following Diagram helps to portray the system architecture:
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5. Server/Client Push OTA


There are 40 interoperability test cases for WAP 2.0 Push Enabler.

5.1. Secure Port for WTLS for Connectionless Push


		Test Case ID

		Push-2.0-int-1 



		Test Object

		Server/client device



		Test Case Description 


and Purpose

		Verify that a secure connectionless Push message is sent by the server and received by the client.



		Specification Reference

		[PushOTA] Section 6.2.1



		SCR Reference

		OTA-CL-C-003 (Req: OTA-CL-C-001 [Mandatory Feature, referred in Optional Feature] and WDP-RP-C-002 and WTLS:MCF and WTLS:WTLS-C-007).


OTA-CL-S-001 (WSP-CL-S-002 and WSP-CL-S-003 and WSP-CL-S-020 and WDP:MCF)


OTA-WSP-S-004 (WTLS:MCF)


OTA-CO-S-001



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty


Push access user settings are set to allow and automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile with security set to “ON”.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Set the right WAP Profile (with PPG IP address) on your Client and select it as the current one. 


Send the push message to the Client and when the Client displays reception feedback of the push message, choose download push message.



		Pass-Criteria

		The Client initiates a Secure WAP session, receives the push message and ends the Secure WAP session successfully. The received PUSH is in the inbox and the end-user can load it successfully.



		Comment

		This test case should be executed both when the Client is in idle mode and when it has a Secure WAP session using both the Service Indication and Service Loading.





5.2. Non-Secure Port for Connectionless Push


		Test Case ID

		Push-2.0-int-2 



		Test Object

		Server/client device



		Test Case Test Case Description and Purpose

		Verify that a non-secure connectionless Push message is sent by the server received by the client.



		Specification Reference

		[PushOTA] Section 6.2.1



		SCR Reference

		OTA-CL-C-002 (Req: WDP-RP-C-001)


OTA-WSP-S-003


OTA-CL-S-001



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile with security set to “OFF”.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test procedure

		Set the right WAP Profile (with PPG IP address) on your Client and select it as the current one. 


Send the push message to the Client. When the Client the displays reception feedback of the push message, choose download push message.


When the Device connects to the PPG the Message that was waiting for the device is retrieved.



		Pass -Criteria

		Client initiates a Non Secure WAP session, receives the push message and ends the WAP session successfully. The received PUSH is in the inbox and the end-user can load it successfully.



		Comment

		This test case should be executed both when the Client is in idle mode and when it has a Non Secure WAP session using both the Service Indication and Service Loading.





5.3. Connection-Oriented Unconfirmed Push


		Test Case ID

		Push-2.0-int-3 



		Test Object

		Server/client device 



		Test Case Description and Purpose

		To verify that a connection oriented unconfirmed SL/SI Push message is sent by the server and received by the client. 


A SIR will be sent first followed by a Push SI/SL message.



		Specification Reference

		[PushOTA] Section 6.2.2


[PushOTA] Section 5


[PushOTA] Section 8.3



		SCR Reference

		OTA-WSP-C-002 (WSP-CO-C-001 and WSP-CO-C-010), OTA-WSP-C-003 OTA-CO-C-002 (OTA-WSP-C-001 or and OTA-WSP-C-002) and (OTA-WSP-C-003 or OTA-WSP-C-004: wtls:mcf and wtls:wtls-c007) and OTA-WSP-C-005


OTA-CO-001 (OTA-CO-C-002 or OTA-CO-C-003)


OTA-WSP-C-011


OTA-WSP-S-002 (WSP-CO-S-001 and WSP-CO-S-010)


OTA-CO-S-002



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The PPG Server will send an SI and SL Push messages to the client via the active bearer  “Wap session”. If the client has not established the bearer the SIR is sent via OTA  until the device connects via the bearer and the session is active, then  the message content is delivered over the session.



		Pass-Criteria

		The Client initiates a WAP session, receives the push message and ends the WAP session successfully. The received PUSH SL/SI can be loaded successfully.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing WAP connection. Should also be executed using both SI and SL messages and taking into consideration security issues.





5.4. Connection-Oriented Confirmed Push


		Test Case ID

		Push-2.0-int-4 



		Test Object

		Server/client device



		Test Case Description and Purpose

		To verify that a connection oriented confirmed SI/SL Push message is sent by the server and received by the client when it is on idle mode.






		Specification Reference

		[PushOTA] Section 6.2.2


[PushOTA] Section 5



		SCR Reference

		OTA-CO-C-002 (OTA-CO-C-001)


OTA-WSP-S-001 (WSP-CO-S-001 and WSP-CO-S-011 )


OTA-CO-S-002



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The PPG Server will send an SI and SL Push messages to the client via the active Wap session. If the client has not established the session the message is then queued until the device connects via the session again.  The PPG server may send another SIR via OTA to prompt the phone to reconnect.



		Pass-Criteria

		The Client initiates a WAP session, receives the push message and ends the WAP session successfully. The received PUSH SL/SI can be loaded successfully.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing WAP connection. Should also be executed using both SI and SL messages





5.5. OTA-WSP Session Initiated Request (SIR) and Session Initiated Application (SIA)


		Test Case ID

		Push-2.0-int-5 



		Test Object

		Server/client device 



		Test Case Description and Purpose

		To verify that the server sends the appropriate SIR to the Client and the SIA in the client will service the request.



		Specification Reference

		[PushOTA] Section 8


[PushOTA] Section 8.2


[PushOTA] Section 8.4


[PushOTA] Section 6.2.2



		SCR Reference

		OTA-WSP-C-005


OTA-CO-C-002


OTA-WSP-S-005


OTA-CO-S-002



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The device 


Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.


If the secure session WTLS is requested by using the SIR secure port or a provisioned port then the client must ensure that a WTLS session exists before it creates a new push session.


  



		Test Procedure

		The PPG Server will send an SIR Push message to the client.


If multiple contact points (OTA WSP / OTA HTTP) are included in the SIR , then the client should establish a push session towards one of the contact points. It is left to the device to decide which protocol variant to use. 


However the SIR may indicate that it accepts any Application ID. Therefore the client has the responsibility to clean up the stale push sessions.



		Pass-Criteria

		The Client must accept the SIR and process the message by the SIA and the application ID. The client will carry out the following


The client must establish a connection to the network, if not already done so.


Establish push sessions towards the contact points via OTA-WSP defined in the SIR.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing WAP connection. Should also be executed using any application wap push messages





5.6. Application Addressing


		Test Case ID

		Push-2.0-int-6 



		Test Object

		Server/client device



		Test Case Description and Purpose

		Verify that the server sends the appropriate X-WAP-Application_ID to service the relevant client application.


Verify that the Client handles a push message which contains an X-Wap-Application-ID header set to a proper value in a proper way.



		Specification Reference

		[PushOTA] Section 6.2.3.



		SCR Reference

		OTA-WSP-C-006 and OTA-WSP-C-007 


OTA-WSP-S-006



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set it in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		Send Connection less SI, SL and SIA to the Client



		Pass-Criteria

		The Client must accept and process the message by the appropriate application I.e. MMS, WapPush, DRM. The received Application PUSH can be loaded successfully.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comment

		The procedure should be executed for connectionless, connection oriented Push Service Indication, Service Loading and Session Initiation Application messages when the Client is on standby as well as during an ongoing WAP connection.


This test case should be executed under all conditions of the Push access user settings. This test case should also be executed using many different types of application ID wap push messages.





5.7. Push Initiator authentication using Authenication Flag

		Test Case ID

		Push-2.0-int-7 



		Test Object

		Server/client device



		Test Case Description and Purpose

		Verify that the Client handles in a proper way a push message which contains Authenticated flag clear and set.


Verify that the server sends a push message that contains authenticated flag and an Initiator URI.



		Specification Reference

		[PushOTA] Section 6.2.4.



		SCR Reference

		OTA-WSP-C-008


OTA-WSP-S-007



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The correct PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs



		Test Procedure

		The PPG Server will send an SI and SL Push messages to the client. The client will check the URI provided by the PPG Server with the one prestored on the device when the Authenticator Flag is set to True and the two URI matched then a trust has been established 



		Pass-Criteria:

		The Client receives the WapPush but  will check the following


When the Auth Flag set (TRUE) then URL is checked with prestored Push URL on device. If the check result is (TRUE) then the Push is loaded successfully.


When the Auth Flag set (TRUE) then URL is checked with prestored Push URL on device. IF the check result is (FALSE) then the Push is rejected.


When the Auth Flag set (FALSE) then URL is NOT checked and the Push is loaded successfully.


In the UDP logs verify that the  push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comment

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing WAP connection. Should also be executed using both SI and SL messages





5.8. Bearer Selection and Control


		Test Case ID

		Push-2.0-int-8 



		Test Object

		Server/Client device



		Test Case Description and Purpose

		To verify that the Server can read Bearer Selection as made by the Client when it connects to the Wap Gateway. Also that the Server can send the Last flag to the client for end of messages.


Verify that the Client handles the Bearer Selection and Control functionality in a proper way:


Bearer Selection: The Client sends the Bearer-Indication header when it initiates a WAP session.


Bearer Control: The Client ends the created session (initiated by a SIR message sent by the PPG) according to the Last flag status on the Push-Flag header included on the push message






		Specification Reference

		[PushOTA] Section 6.2.6



		SCR Reference

		OTA-WSP-C-009 and OTA-WSP-C-010


OTA-WSP-S-009


OTA-WSP-S-008



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The PPG Server will send an SI and SL Push messages to the client. The client when it connects will send a Bearer Type Indication so allowing the Server to select and use that appropriate bearer on the next push message. If this message is the last message then the Last Flag is set and the client knows no more messages are waiting.



		Pass-Criteria

		The Client receives the WapPush but  with check the following


The Bearer Selection Flag will be defined when the client retrieves the message for future PPG reference.


The LastFlag is set by the Server if there are no more messages to send to the client. Therefore the client can tear down the session as it has received its end of messages.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comment

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing WAP connection. Should also be executed using both SI and SL messages.





6. Error Conditions


6.1. Application Addressing with an incorrect or non existing Application ID


		Test Case ID

		Push-2.0-int-9 



		Test Object

		Server/client device



		Test Case Description and Purpose

		Application addressing to an incorrect application id


Verify that the Server can send and the Client handles a push message which contains an X-Wap-Application-ID header set to an incorrect value in a proper way


Verify that the Client discards a push message that contains an X-Wap-Application-ID header set to a non existing application. Also verify that the client can handle this error condition.



		Specification Reference

		[PushOTA] Section 6.2.3



		SCR Reference

		OTA-WSP-C-006 and OTA-WSP-C-007


OTA-WSP-S-006



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


Send a Service Initiation Application file in textual or numeric form


The right PPG IP address is set it in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send an Errorous Service Initiation Application or none at all via Connection less SI, SL and SIA are sent to the MS.



		Pass-Criteria

		When the Service Indication file or Session Initiation Application file is sent to the Client, the Client should not react in any way. The push message is processed i.e. the Client should discard the Sir’s  because of their malformed, incorrect application ID  If the Client receives no application Id then the Client can use the default one if it so chooses



		Comment

		The procedure should be executed for connectionless, connection oriented Push Service Indication, Service Loading and Session Initiation Application messages when the Client is on standby as well as during an ongoing WAP connection.





6.2. SI and SL with missing value attributes


		Test Case ID

		Push-2.0-int-10 



		Test Object

		Server/client device



		Test Case Description and Purpose

		Management of messages without attributes.


Verify that the Client handles a received SI and SL messages with some missing fields in a proper way.



		Specification Reference

		[PushSI] Section 7


[PushSI] Section 6.2, 6.3


[PushSI] Section 7


[PushSL] Section 8


[PushSL] Section 6.1



		SCR Reference

		SI-CF-C-001


SI-SEM-C-011


SI-CF-C-003


SI-VAL-S-001


SI-VAL-S-002


SI-VAL-S-003


SL-CF-C-001 and SL-CF-C-002


SL-SEM-C-001 and SL-SEM-C-002


SL-VAL-S-001


SL-VAL-S-002






		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send an SI with no CREATED and SI-EXPIRES dates to the Client.


Send an SI with no text for display to the Client


Send an SI with no SI-ID attribute value to the Client


Send an SI with no HREF attribute value to the Client


Send an SI with no ACTION attribute value to the Client


Send an SL with no ACTION attribute value to the Client


Send an SL with no HREF attribute value to the Client. The Push initator Tool may not allow the creation of an SL without a HREF.



		Pass-Criteria

		The Client should be able to process an SI with no CREATE and SI-EXPIRES attribute value i.e. the message is stored in the inbox and can be loaded.


The Client should be able to process an SI with no test for display i.e. the message will be stored in the push inbox and no text is displayed.


The Client should be able to process an SI with no SI-ID attribute value i.e. the message is stored in the Push inbox and can be loaded.


The Client should be able to process an SI with no HREF attribute value i.e. the message is stored in the Push inbox but it will not be possible to load the message.  A consistent error message should be displayed (e.g. wrong URL).


The Client should be able to process an SI with no ACTION value i.e.the.SI shall be presented with for example the following text: “Push message received”, “No ACTION”

The Client should be able to process an SL message without ACTION value. The default values supported by the Client will be used.


The client should NOT be able to process an SL message with no HREF value, there will be no indication of reception of the message and no message will be stored in the Push inbox.



		Comment

		None.





7. Server/Client Cache Operation


7.1. Support for the CO in tokenized form using URI Equivalence Rules and Prefix Match Rules


		Test Case ID

		Push-2.0-int-11 



		Test Object:

		Client and server devices



		Test Case Description and Purpose

		To verify that content is sent from the server and loaded to cache with a Push SL/SI. When the Client receives a valid cache operation message, the content is removed from the cache.


Verify that when the Client receives a valid invalidate-object push message it will delete the object following the URI Prefix Match rules, which include:


· The scheme must be the same.


· The authority must be the same.


· The path must match.


· The query part is ignored if included.


And the URI Equivalence rules include the following:


· A comparison of host name must be case insensitive.


· A port that is empty or not given is equivalent to the default port for that URI-reference.


· Comparison of scheme names must be case-insensitive. 


· An empty absolute_path is equivalent to an abs_path of “/”.



		Specification Reference

		[PushCO] Section 9


[PushCO] Section 9.3


[PushCO] Section 6


[PushCO] Section 6.3


[PushCO] Section 6.4



		SCR Reference

		CO-CF-C-001


CO-CF-C-002


CO-CF-C-003


CO-SEM-C-001


CO-SEM-C-003


CO-SEM-C-004


CO-PPG-S-001


CO-PPG-S-002


CO-PPG-S-003


CO-VAL-S-001


CO-VAL-S-002



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send an SL message is sent to the Client.



		Pass-Criteria

		Send a Cache Operation message which will invalidate the cache for that URL previously sent. 

Then send another SL with a different URL. 

If the last SL results in the content being retrieved via the Wap pull channel as detectable from the protocol analyzer, then the test passes





		Comment

		This is tested both in idle mode and in non-idle mode using SL.





7.2. Invalidate Service using URI Equivalence Rules and Prefix Match Rules


		Test Case ID

		Push-2.0-int-12 



		Test Object

		Client device



		Test Case Description and Purpose

		Verify that when the Client receives a valid or an invalidate-service push message it will delete the services from the cache following the URI Prefix Match rules, which include:


· The scheme must be the same.


· The authority must be the same.


· The path must match.


· The query part is ignored if included.


And URI Equivalence rules, which includes:


· A comparison of host name must be case insensitive.


· A port that is empty or not given is equivalent to the default port for that URI-reference.


· Comparison of scheme names must be case-insensitive. 


· An empty absolute_path is equivalent to an abs_path of “/”.



		Specification Reference

		[PushCO] Section 6


[PushCO] Section 6.3


[PushCO] Section 6.4



		Requirement:

		CO-SEM-C-002


CO-SEM-C-003


CO-SEM-C-004



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedures

		An SL message is sent to the Client.



		Pass-Criteria

		A page with a Cache Operation message with an invalidate service is loaded and the Client should process the messages following the URI Equivalence and Prefix matching rules as stated below:


If the absolute path is not empty, then the Cache Operation message is loaded to the Client and should be processed.


If the absolute path is empty, then nothing will happen.



		Comment

		This is tested both in idle mode and in non-idle mode using both SI and SL.





7.3. URI Resolution in the invalidate object and service


		Test Case ID

		Push-2.0-int-13 



		Test Object

		Client Device



		Test Case Description and Purpose

		Resolution of relative URI when receiving invalidate-object or service.

Verify that when the Client receives an invalidate-object or invalidate-service message it only deletes those messages following the URI Resolution rules, which includes:


· If X-Wap-Content-URI exists in document it uses this to resolve the URI.


· If content-Location exists in document it uses this to resolve the URL.


· If “host” exists the Client does not need to use “host” header to resolve the URL.


· If not possible to resolve the URL, the CO is silently discarded.



		Specification Reference

		[PushCO] Section 6.2


[PushCO] Section 6



		SCR Reference

		CO-SEM-C-005


CO-SEM-C-001 and CO-SEM-C-002 



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time is set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		An SL message is sent to the Client.



		Pass-Criteria

		A page with a Cache Operation message with an invalidate object or service is loaded and the messages will be processed according to the URI resolution rules below: 


If X-Wap-Content-URI in push message was not the correct one, therefore the object or service is not downloaded but it is taken from the cache.


Content location should not be used to resolve an invalidate service or object, i.e. the object or service is loaded from the cache


If host header is used, the push message will be discarded silently since host header is not used to resolve the URL.


If the absolute path is empty, then nothing will happen.



		Comment

		This is tested both in idle mode and in non-idle mode using both SI and SL.





7.4. Protection for the denial of Service attacks


		Test Case ID

		Push-2.0-int-14 



		Test Object

		Client device



		Test Case Description and Purpose

		Verify that when the Client receives an invalidate-object or invalidate-service message it only deletes those messages following the URI Resolution rules, which includes:


· If X-Wap-Content-URI exists in document it uses this to resolve the URI.


· If content-Location exists in document it uses this to resolve the URL.


· If “host” exists the Client does not need to use “host” header to resolve the URL.


· If not possible to resolve the URL, the CO is silently discarded.



		Specification Reference

		[PushCO] Section 6.2


[PushCO] Section 6



		SCR Reference

		CO-SEM-C-005


CO-SEM-C-001 and CO-SEM-C-002



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Prerequisites:

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time is set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test procedure:

		An SL message is sent to the Client.



		Pass criteria:

		A page with a Cache Operation message with an invalidate object or service is loaded and processed according to the rules below:


If X-Wap-Content-URI in push message was not the correct one, therefore the object or service is not downloaded but it is taken from the cache.


Content location should not be used to resolve an invalidate service or object, i.e. the object or service is loaded from the cache


If host header is used, the push message will be discarded silently since host header is not used to resolve URL.


If the absolute path is empty, then nothing will happen.



		Comment

		This is tested both in idle mode and in non-idle mode using both SI and SL.





7.5. Protection for the denial of service attacks and use of acceptance conditions for CO


		Test Case ID

		Push-2.0-int-15 



		Test object

		Client device



		Test case Description and Purpose

		Security rules for acceptance of Push messages.


The purpose of this test case is to verify the following:


The client SHOULD NOT accept following CO push messages:


· No trusted flag OR authentication flag set


· No trusted flag set, authentication flag set but no “X-Wap-Initiator-URI” is present.


The client SHOULD accept following CO push messages:


· Trusted flag set but no authentication flag set


· No trusted flag set, authentication flag set AND “X-Wap-Initiator-URI” set and matches the authority.



		Specification Reference

		[PushCO] Section 7



		SCR Reference

		CO-SEC-C-001 and CO-SEC-C-002



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Push message is sent to the Client.



		Pass-Criteria

		A page with a Cache Operation message is loaded and processed following the rules below:


· If no trusted or authentication flag is set, the push message will be shown.


· If trusted flag is set, the message will be shown.


·  If authentication flag is set but no X-Wap-Initiator-URI is set, the message will be shown because the CO was not valid if the “authentication” flag was set but not the “X-Wap-Initiator-URI

· If authentication flag is set and valid X-WAP-Initiator-URI exists together with Content-Location header, the push message should be loaded if “X-Wap-Initiator” matches the authority URI.

· If authentication flag is set and valid “X-Wap-Initiator-URI” exists, no X-Wap-Content URI or Content-Location-header, the message should be loaded if “X-Wap-Initiator” matches the authority URI.


· If Push flag not in message, the message should be processed since push flags were not set.

· If the trusted flag is not set but the X-WAP-Initiator matches the authority, the message should be processed if the X-WAP-Initiator matched the authority in message and therefore the CO was valid even if trusted flag not was set



		Comment

		None





8. Server/Client Service Indication


8.1. Character encoding


		Test Case ID

		Push-2.0-int-16 



		Test Object

		Client/Server devices



		Test Case Description and Purpose

		Verify that the sent and received SI messages with the supported encodings are processed by the Client in the correct way.



		Specification Reference

		[PushSI] Section 5.1


[PushSI] Section 7


[PushSI] Section 8



		Requirement:

		SI-CSE-C-005 


SI-CSE-C-006. 


SI-CF-C-001 


SI-CF-C-004 


SI-PPG-S-001


SI-PPG-S-002



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send some SIs with the supported encoded characters to the Client. 



		Pass-Criteria

		The Client should be able to load the SI message



		Comment

		None





8.2. Support for %Datetime; encoded as OPAQUE data


		Test Case ID

		Push-2.0-int-17 



		Test Object

		Client device



		Test Description and Purpose

		Verify that the MS uses the SI-EXPIRES attribute to remove expired Service Indication messages from the Inbox and silently ignore the messages that have a Service Indication-EXPIRES date/time which is less than the date/time set on the Client.



		Specification Reference

		[PushSI] Section 8.2.1.1


[PushSI] Section 8.2.2


[PushSI] Section 6.2, 6.5


[PushSI] Section 7


[PushSI]  Section 8


[PushSI]  Section 6.4



		SCR Reference

		SI-CF-C-005


SI-CF-C006 


SI-SEM-C-002 


SI-CF-C-001 


SI-CF-C004 


SI-SEM-C-015, SI-SEM-C-016 



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send the Service Indication message to the Client with an SI-EXPIRES date/time more than the current one set on the Client.


Send a Service Indication message to the Client with an SI-EXPIRES date/time less than the current one set on the Client.



		Pass-Criteria

		SI messages with specified SI-EXPIRES attribute should be deleted from the inbox when the time expires and messages send when the SI-EXPIRES attribute has already passed should be ignored by the Client i.e. should not be stored in the Push inbox.



		Comment

		None.





8.3. Handling of Out of Order SI and Replacement


		Test Case ID

		Push-2.0-int-18 



		Test Object

		Client device



		Test Case Description and Purpose

		Verify that the Client handles out of order delivery as well the right replacement on received SIs in a proper way.



		Specification Reference

		[PushSI] Section 8.2.1.1


[PushSI] Section 6.2


[PushSI] Section 7


[PushSI] Section 8


[PushSI] Section 6.4



		SCR Reference

		SI-CF-C-005 


SI-SEM-C-003, SI-SEM-C-004, SI-SEM-C-005 and SI-SEM-C-006 Section 6.2.


SI-CF-C-001 


SI-CF-C004 


SI-SEM-C-015, SI-SEM-C-016 



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test procedure

		Send an SI to the Client.


Send a second SI with the same SI-ID and newer CREATED attribute value than in the first one.


Send a third SI with the same SI-ID and older CREATED attribute value than in the second SI.



		Pass-Criteria

		The Client must replace the older (i.e. the first to be sent) SI by the received newer one.


The Client must silently discard the received older one.



		Comment

		None.





8.4. One or Multiple SIs that are not processed upon reception


		Test Case ID

		Push-2.0-int-19 



		Test Object

		Client device



		Test Case Description and Purpose

		Verify that received SI messages are stored in the Inbox according to the Clients implementation and the ability to maintain at least one SI that cannot be processed directly upon reception



		Specification Reference

		[PushSI] Section 8.2.1.1


[PushSI] Section 6.2.1


[PushSI] Section 6.2


[PushSI] Section 7


[PushSI] Section 8


[PushSI] Section 6.4



		SCR Reference

		SI-CF-C-005 


SI-SEM-C-007 and SI-SEM-C-008


SI-SEM-C-009 and SI-SEM-C-012


SI-SEM-C-011


SI-CF-C-001


SI-CF-C004 


SI-SEM-C-015, SI-SEM-C-016



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set on the MS.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send various  SIs with different ACTION attributes (“Execute-Low”, “Execute-Medium”, “Execute-High”) and with different creation time. 



		Pass-Criteria

		The Push Inbox list is sorted according to the following logic.


1. The Action attribute (High Medium Low)


2. The Order that they are received by the device.


The Client is able to maintain at least one message that is not directly processed.



		Comment

		Sort order shall  be dependent on: 


· action attribute


· Order of reception

· loaded/read or unloaded/unread push messages





8.5. Push Accessibility User Settings


		Test Case ID

		Push-2.0-int-20 



		Test Object

		Client Device



		Test Case Description and Purpose

		Ability to choose the load the service immediately or postpone the SI for later handling


Verify that when an SI is presented, the end-user can choose to load the service immediately, or postpone the SI for later handling depending on user settings in Push Accessibility.


Verify that the Client provides the end-user the ability to act on the postponed message.


Verify the ability to maintain at least one postponed message



		Specification Reference

		[PushSI] Section 6.3


[PushSI] Section 6.3.1


[PushSI] Section 6.4


[PushSI] Section 7


[PushSI] Section 8



		SCR Reference

		SI-SEM-C-009 and SI-SEM-C-010 


SI-SEM-C-013 and SI-SEM-C-014 


SI-SEM-C-016, SI-SEM-C-015, SI-SEM-C-016 


SI-CF-C-001 Section 7. 


SI-CF-C004 



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send an SI message to the Client.



		Pass-Criteria

		When the Push accessibility settings are set to “Always ask”, the end- user will always be asked if the message will be processed now or later.


If accessibility is set to “Always”, the user will not be asked but the message will be processed directly.


If the accessibility setting is set to “Never”, then no Push messages will be accepted by the Client.


When the end-user would like to processes the postponed message, the Client should provide the end-user the ability to do so.


The end-user can abort the service.



		Comment

		None





9. Server/Client Service Loading


9.1. Character Encoding


		Test Case ID

		Push-2.0-int-21 



		Test Object

		Handling of the supported character encodings



		Test Case Description and Purpose

		Verify that the received SL messages with the supported encodings are processed by the Client in the correct way.



		Specification Reference

		[PushSL] Section 5.1


[PushSL] Section 8


[PushSL] Section 9



		SCR Reference

		SL-CSE-C-005, SL-CSE-C-006 and SL-CSE-C-007 


SL-CF-C-001


SL-CF-C-003


SL-PPG-S-001


SI-PPG-S-002



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send some SLs with the supported encoded characters to the Client. 



		Pass-Criteria

		The Client should be able to load the SL messages with the supported encoded characters.


Client must be able to ignore messages with unsupported encoded characters.



		Comment

		None





9.2. One or multiple SL messages that are not processed upon reception


		Test Case ID

		Push-2.0-int-22 



		Test Object

		Handling of multiple SLs that are not processed upon reception



		Test Case Description and Purpose

		Verify that received SL messages are stored in the Inbox according to the Clients implementation and the ability to maintain at least one SL that cannot be processed directly upon reception.



		Specification Reference

		[PushSL] Section 6.1


[PushSL] Section 6.2


[PushSL] Section 8


[PushSL] Section 9



		SCR Reference

		SL-SEM-C-001


SL-SEM-C-003


SL-CF-C-001


SL-CF-C-003



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set either to “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send various SLs with different ACTION attribute (“Execute-Low”, “Execute-Medium”, “Execute-High”) and with different creation time. 



		Pass-Criteria

		The Push Inbox list is sorted according to the following logic.

1. The Action attribute (High Medium Low)


2. The Order that they are received by the device






		Comment

		Sort order shall be dependent on: 


· action attribute


· The order of receiption of the messages

· loaded/read or unloaded/unread push messages





9.3. Push Accessibility User Settings


		Test Case ID

		Push-2.0-int-23 



		Test Object

		Client device



		Test Case Description and Purpose

		Ability to choose to load the service immediately or postpone the SL for later handling:


Verify that when an SL is presented, the end-user can choose to load the service immediately, or postpone the SL for later handling depending on user settings in Push Accessibility.


Verify that the Client provides the end-user the ability to act on the postponed message.


Verify the ability to maintain at least one postponed message



		Specification Reference

		[PushSL] Section 6.2


[PushSL] Section 8


[PushSL] Section 9



		SCR Reference

		SL-SEM-C-003


SL-CF-C-001


SL-CF-C-003



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user setting is set to either “Always ask”, “Always” or “Never”.


Current date / time are set in the Client.


The right PPG IP address is set I the Clients currently activeWAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send an SL message to the Client.



		Pass-Criteria

		When the Push accessibility settings are set to “Always ask”, the end- user will always be asked if the message will be processed now or later.


If accessibility is set to “Always”, the end-user will not be asked but the message will be processed directly.


If the accessibility setting is set to “Never”, then no Push messages will be accepted by the Client.


When the end-user would like to processes the postponed message, the Client should provide the end-user the ability to do so.


The end-user can abort the service.



		Comment

		None





10. HTTP PPG Server/Client Connections


10.1. Unsecure (TO-TCP) 


		Test Case ID

		Push-2.0-int-24 



		Test Object

		Server/Client



		Test Case Description and Purpose

		To verify that a Terminal oriented Unsecure Method allows the Push message to be sent by the server and received by the client when it is on idle mode or during an ongoing WAP connection.






		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.2.4.1



		SCR Reference

		OTA-HTTP-S-001 (OTA-CO-S-003)


OTA-HTTP-C-001 (OTA-CO-C-003) Req: TCP:MCF



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The device 


Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The Client will connect via HTTP to the Server via (in defined order of precedence):


1 .A specified port defined in the SIR (If applicable WSP – 2948 Http - 4035)


2. A Provisioned port (If Applicable)


3. One or more registered Push ports (Non Secure/ Secure)


If multiple contact points (OTA WSP / OTA HTTP) are included in the SIR , then the client should establish a push session towards one of the contact points. It is left to the device to decide which protocol variant to use. 


However the SIR may indicate that it accepts any Application ID. Therefore the client has the responsibility to clean up the stale push sessions



		Pass-Criteria

		The client must establish an IP connection to the network, if not already done so.


Establish push sessions towards the contact points via OTA-HTTP.


Retrieve the Push messages that have been queued for the Client.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing HTTP connection. Should also be executed using both SI and SL messages





10.2. Secure (TO-TCP) 


		Test Case ID

		Push-2.0-int-25 



		Test Object

		Server/Client 



		Test Case Description and Purpose

		To verify that a terminal oriented Secure TLS Method allows the Push message to be sent by the server and received by the client when it is on idle mode or during an ongoing WAP connection.



		Specification Reference

		[PushOTA] Section  7.2.4.1



		SCR Reference

		OTA-HTTP-S-003 (Reg: TLS:MSF)


OTA-HTTP-C-003 (Reg: TLS:MCF)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The Client will connect via HTTP-TLS to the Server via (in defined order of precedence):


1. A specified port defined in the SIR (If applicable)


2. A Provisioned port (If Applicable)


3. One or more registered Push ports (Non Secure/ Secure)


If multiple contact points (OTA WSP / OTA HTTP) are included in the SIR , then the client should establish a push session towards one of the contact points. It is left to the device to decide which protocol variant to use. 






		Pass-Criteria

		The client must establish an IP connection to the network, if not already done so.


Establish push sessions towards the contact points via OTA-HTTP-TLS.


Retrieve the Push messages that have been queued for the Client.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing HTTP connection. Should also be executed using both SI and SL messages





10.3. Unsecure (PO-TCP)


		Test Case ID

		Push-2.0-int-26 



		Test Object

		Server  Client



		Test Case Description and Purpose

		To verify that a PPG oriented UNSecure Method allows the Push message to be sent by the server and received by the client when it is on idle mode or during an ongoing WAP connection.



		Specification Reference

		[PushOTA] Section  7


[PushOTA] Section  7.2.4.2



		SCR Reference

		OTA-HTTP-S-002


OTA-HTTP-C-002 (OTA-CO-C-003) Req: TCP:MSF



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The PPG Server will send an SI and SL Push messages to the client.


The Client will connect via HTTP to the Server via (in defined order of precedence):


1. A specified port defined in the SIR (If applicable)


2. A Provisioned port (If Applicable)


3. One or more registered Push ports (Non Secure/ Secure)


If multiple contact points (OTA WSP / OTA HTTP) are included in the SIR , then the client should establish a push session towards one of the contact points. It is left to the device to decide which protocol variant to use. 


However the SIR may indicate that it accepts any Application ID. Therefore the client has the responsibility to clean up the stale push sessions.



		Pass-Criteria

		The client must establish an IP connection to the network, if not already done so.


Establish push sessions towards the contact points via OTA-HTTP.


Retrieve the Push messages that have been queued for the Client.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing HTTP connection. Should also be executed using both SI and SL messages





10.4. Secure (PO-TCP)


		Test Case ID

		Push-2.0-int-27 



		Test Object

		Server/Client



		Test Case Description and Purpose

		To verify that a PPG oriented Secure Method allows the Push message to be sent by the server and received by the client when it is on idle mode or during an ongoing WAP connection.



		Specification Reference

		[PushOTA] Section  7.2.4.1.2



		SCR Reference

		OTA-HTTP-S-004 Req: TLS:MSF 


OTA-HTTP-C-004 Req: TLS:MCF



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.



		Test Procedure

		The PPG Server will send an SI and SL Push messages to the client.


The Client will connect via HTTP-TLS to the Server via (in defined order of precedence):


1. A specified port defined in the SIR (If applicable)


2. A Provisioned port (If Applicable)


3. One or more registered Push ports (Non Secure/ Secure)


If multiple contact points (OTA WSP / OTA HTTP) are included in the SIR , then the client should establish a push session towards one of the contact points. It is left to the device to decide which protocol variant to use. 


However the SIR may indicate that it accepts any Application ID. Therefore the client has the responsibility to manage  push sessions.






		Pass-Criteria

		The client must establish an IP connection to the network, if not already done so.


Establish push sessions towards the contact points via OTA-HTTP-TLS.


Retrieve the Push messages that have been queued for the Client.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comments

		This test case should be executed under all conditions of the Push access user settings when the Client is both in idle and during an ongoing HTTP connection. Should also be executed using both SI and SL messages





10.5. Registration 


		Test Case ID

		Push-2.0-int-28 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that PPG initiated Registration is accomplished by sending an HTTP-OPTIONS [RFC 2626] request to the client using a push message which contains a Request URI and an empty Host header field.



		Specification Reference

		[PushOTA] Section  7


[PushOTA] Section 7.2.5.1


[PushOTA] Section 7.2.5



		SCR Reference

		OTA-HTTP-S-005


OTA-HTTP-C-005 (OTA-CO-C-003)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The X-Wap-Push-ProvURL header may be included in the request.


The response from the Client unless rejection occurs must include the following headers if no X-WAP-CPITag header is conveyed:


1. CPI headers(Optional headers specified)


2. The X-Wap-CPITag header


The above headers are also included in the response if a CPITag is conveyed from the PPG and doesn’t match the Current Clients CPITag


The CPITag can be conveyed to the Client by the PPG in either method:


1. Include the CPITag in an SIR


2. Include the CPITag in the X-Wap-CPITag header in the Options  request


Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set it in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send the HTTP-OPTIONS request to the Client.


The client will respond to the OPTIONS request with a response status code that reflects the outcome of that request ie (accepted, authentication required ...) The X-WAP-Push-Status header indicating the outcome of the registration request must be included in the response to the OPTIONS request.



		Pass-Criteria

		The Client must accept and process the HTTP-OPTIONS Request 


The Response code: Accepted  & X-WAP-Push-Status: 500 if CPITag matches


The Response code: NOT Accepted & X-WAP-Push-Status: 501 if CPITag does not match.



		Comment

		Response Status Codes:


234-299 – Push Request Rejected


300-399 – Registration Request Rejected


400-499 – Push request accepted


500-599 – Registration request accepted


600-699 – General Rejections Reasons





10.6. Registration Validation 


		Test Case ID

		Push-2.0-int-29 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify and validate that the PPG’s CPI context is current and matched as to the one on the Client.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.2.5


[PushOTA] Section 7.2.5.2



		SCR Reference

		OTA-HTTP-S-006


OTA-HTTP-C-006 (OTA-CO-C-003)



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		This method only works when the PPG knows the coupling between Identity and IP address of the Clients current CPI.


The CPITag 


Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile. The Client should be in the standby mode.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		If the CPITag assumed by the PPG matches the Clients current CPITag then the client will process the push message. Thus respond by NOT including the X-Wap-CPITag header in the post response.


If the CPITag does not match the Clients then the client will silently disregard the message. Then the Client conveys its X-Wap-CPITag header in the response






		Pass-Criteria:

		The Client should accept and process the messages accordingly.



		Comment

		None.





10.7. Un-Authenticated Terminal Identification 


		Test Case ID

		Push-2.0-int-30 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Client can be authenticated by the PPG when requested to do so.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.2.6.1



		SCR Reference

		OTA-HTTP-S-007 (OTA-CO-S-003)


OTA-HTTP-C-007 (OTA-CO-C-003)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Send the HTTP-OPTIONS request to the Client.


The client will respond to the OPTIONS request with a response in ABNF [RFC2234] format.






		Test Procedure

		The PPG will send the HTTP-OPTIONS with a X-Wap-Authenticate header request to the Client.


The client will respond to the OPTIONS request with a X-Wap-Authorization header containing the Terminal-ID if it accepts the challenge.


The Client must NOT include the X-Wap-Authorization header in the response unless the X-Wap-Authenticate header was present in the corresponding request.



		Pass-Criteria

		The Client must accept and process the messages



		Comment

		





10.8. Authenticated Terminal Identification 


		Test Case ID

		Push-2.0-int-31 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Client can be authenticated by the PPG when requested to do so.



		Specification Reference

		[PushOTA] Section 7.


[PushOTA] Section 7.2.6.2



		SCR Reference

		OTA-HTTP-S-008 (OTA-CO-S-003)


OTA-HTTP-C-008



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Send the HTTP-OPTIONS request to the Client.


The client will respond to the OPTIONS request with a response in basic or digest [RFC2617] format.  Both Client and Server MUST support basic and MAY support digest authentication scheme






		Test Procedure

		The PPG will send the HTTP-OPTIONS with a X-Wap-Authenticate header request to the Client.


The client will respond to the OPTIONS request with a X-Wap-Authorization header containing the Terminal-ID if it accepts the challenge.


The client will respond to the OPTIONS request with a 412 “precondition Failed” and include the auth-parm directive in the X-Wap-Authorization header if it rejects the challenge.


The Client must NOT include the X-Wap-Authorization header in the response unless the X-Wap-Authenticate header was present in the corresponding request.



		Pass-Criteria:

		The Client should accept and process the messages.



		Comment

		None.





10.9. Authenticated PPG Identification 


		Test Case ID

		Push-2.0-int-32 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the PPG Server can be authenticated by the Client when requested to do so. Also that the terminal can handle Non Authenication PPG ID



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.2.6.2



		SCR Reference

		OTA-HTTP-S-009 (OTA-CO-S-003)


OTA-HTTP-C-008 (OTA-CO-C-003)

OTA-HTTP-C-010 (OTA-CO-C-003)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Send the WWW-Authenticate request to the Server.


The Server will respond to the WWW-Authenticate header request with a response in basic or digest [RFC2617] format.  Both Client and Server MUST support basic and MAY support digest authentication scheme






		Test Procedure

		The Client will send the HTTP-OPTIONS request with a WWW-Authenticate header request to the Server.


The Server will respond to the WWW-Authenticate request with an X-Wap-Authorization header containing the following if it accepts the challenge.


Realm = Terminal-ID


domain = /wappush


username = Proxy-ID


stale = NA


Alogorithm = SHA-1


qop-options = NA


nonce= Unique generated number


The client can respond to the OPTIONS request with a 401 “Unauthorised” to the PPG so that the PPG resend its authorisation details.



		Pass-Criteria

		The Server must accept and process the messages



		Comment

		None





10.10. Application Addressing 


		Test Case ID

		Push-2.0-int-33 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Server addresses the appropriate Client push application with the absolute path as the URI of the Post Request.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.3



		SCR Reference

		OTA-HTTP-S-010 (OTA-CO-S-003)


OTA-HTTP-C-011 (OTA-CO-C-003)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The message body of the POST request uses /wappush as the Request URI and an empty Host header field then the remaining content and headers for the addressed application. Upon response the Status code is returned 400 Accepted.



		Test Procedure

		Send a Push request from the Server with /wappush as the URI of the Post to the Client.



		Pass-Criteria

		The Client must accept and process the messages with appropriate application



		Comment

		The procedure should be executed for connectionless, connection oriented Push Service Indication, Service Loading and Session Initiation Application messages when the Client is on standby as well as during an ongoing WAP connection.





10.11. Content Push 


		Test Case ID

		Push-2.0-int-34 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Server sends the following wap Push content to the Client in the proper acceptable format.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.4



		SCR Reference

		OTA-HTTP-S-011 (OTA-CO-S-003)


OTA-HTTP-C-012 (OTA-CO-C-003)



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		



		Test Procedure

		The Wap Push meassage body of the  Post can include the following Headers:


X-Wap-Push-Info – This is a request header used in the Post request sent by the Ppg to provide the terminal with the following indications (Authenticated, Trusted,Last, response)


X-Wap-Push-ProvURL – This header needs to be included in the first HTTP request sent to the terminal using PO-TCP method. This then allows the client to associate that active TCP connection with a certain ProvURL until the connection is closed. (This is only applicable to Clients supporting Wap provisioning)






		Pass-Criteria:

		The Client should accept and process the messages.



		Comment

		None.





10.12. Version Control 


		Test Case ID

		Push-2.0-int-35 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Client can handle Version Control.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.5



		SCR Reference

		OTA-HTTP-S-012 (OTA-CO-S-003)


OTA-HTTP-C-013 (OTA-CO-C-003)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The OTA protocol over HTTP allows version control of major minor integer values releases.


A*star can be used in the minor integer value to indicate acceptance for all minor versions of a given major release.






		Test Procedure

		The X-Wap-Push-OTA-Version header is included in the first HTTP response; if it is included in the first request then it is required to be in the response.


If the client is not able to handle any of the versions indicated by the PPG, the client MUST include the X-Wap-Push –Status header with a value of 600 and an appropriate text message ”Version Not Supported” in the response.






		Pass-Criteria

		The version is communicated successfully



		Comment

		None.





10.13. Security Considerations  


		Test Case ID

		Push-2.0-int-36 



		Test Object

		Server/Client



		Test Case Description and Purpose

		To protect the device against Denial of Service attacks the client should implement a LOCKOUT timer. 



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 8.6



		SCR Reference

		OTA-HTTP-S-013


OTA-HTTP-C-014 (OTA –CO-c-003)



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The lockout timer is reset if the requested push session is successfully established (OTA-WSP) or (OTA-HTTP)


If the SIR is sent via a secure port then the Security measures do not have to be necessary.


To protect against spoofing the Client should validate the SIR by comparing source address of PDU that carries SIA content with the set of prestored ones.


 



		Test Procedure

		Test Denial of service by sending a wap push to the client and then send futher wappushs during the lockout period.


During Lockout period the notifications are disregarded until the timer expires which is device specific. Upon which the client resumes to normal operation.



		Pass-Criteria

		The Client should accept and process the messages.



		Comment

		





10.14. Bearer Indication 


		Test Case ID

		Push-2.0-int-37 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Client can register different bearers with the PPG.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.6



		SCR Reference

		OTA-HTTP-S-014 (OTA-CO-S-003)


OTA-HTTP-C-015



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The Bearer type is defined in RFC2234 format.



		Test Procedure

		The PPG will send the HTTP-OPTIONS request to Client.


The Client will respond with a X-Wap-Bearer-Indication header containing the following Bearer type.  



		Pass-Criteria

		The Client must accept and process the messages



		Comment

		





10.15. SIA/SIR 


		Test Case ID

		Push-2.0-int-38 



		Test Object

		Server/Client



		Test Case Description and Purpose

		To verify that the server sends the appropriate SIR to the Client and the SIA in the client will service the request.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 8.1



		SCR Reference

		OTA-HTTP-S-015 (OTA-C-S-003)


OTA-HTTP-C-016 (OTA-CO-C-003)



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		The device 


Device Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile.


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.


Recommended to use UDP logs.


If the secure session HTTP-TLS is requested by using the  SIR secure port or a provisioned port then the client must ensure that a HTTP-TLS session exists before it creates a new push session.






		Test Procedure

		The PPG Server will send an SIR Push message to the client.


If multiple contact points (OTA WSP / OTA HTTP) are included in the SIR , then the client should establish a push session towards one of the contact points. It is left to the device to decide which protocol variant to use. 


However the SIR may indicate that it accepts any Application ID. Therefore the client has the responsibility to clean up the stale push sessions.



		Pass-Criteria:

		The Client must accept the SIR and process the message by the SIA and the application ID. The client will carry out the following


The client must establish an connection to the network , if not already done so.


Establish push sessions towards the contact points via OTA-HTTP defined in the SIR.


In the UDP logs verify that the last push message flag is set and that process has been completed successfully


The Server logs can be monitored to confirm that acknowledgment of delivery has been complete.



		Comment

		None.





10.16. Support for the X-Wap-Push-ProvURL header


		Test Case ID

		Push-2.0-int-39 



		Test Object

		Server/Client



		Test Case Description and Purpose

		Verify that the Client handles a push message which contains an X-Wap-Push-ProvURL header set to a proper value in a proper way.



		Specification Reference

		[PushOTA] Section 7


[PushOTA] Section 7.2.5.4



		SCR Reference

		OTA-HTTP-S-016 


OTA-HTTP-C-017 (OTA-CO-C-003)



		Tools

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		If the specified Provisioning URL is non empty and it matches the terminals config then the URL is used.


If the specified Provisioning URL is NOT matching the terminals config then the Terminals URL is used, and a return status code is returned (257 or 302) in the X-Wap-Push-Status header.


If the specified Provisioning URL is empty it is the discretion of the terminal to select the appropriate config context among those having an empty ProvURL. 


 If the terminal cannot find a Provisioning context with an empty ProvURL the request is rejected and the return status code is returned (257 or 302) in the X-Wap-Push-Status header.


If the specified Provisioning URL is present and the terminal does not support WAP provisioning the terminal may reject the request and a return status code is returned (257 or 302) in the X-Wap-Push-Status header.






		Test Procedure

		X-Wap-Push-ProvURL – This header needs to be included in the first HTTP request sent to the terminal from the PPG using PO-TCP method. This then allows the client to associate that active TCP connection with a certain ProvURL until the connection is closed. (This is only applicable to Clients supporting Wap provisioning)



		Pass-Criteria

		The Client must accept and process the messages



		Comment

		





11. Push Message


11.1. Content-Type header


		Test Case ID

		Push-2.0-int-40 



		Test Object

		Client device



		Test Description and Purpose

		Verify that the Client handles push messages with different content type headers in a proper way.



		Specification Reference

		[PushMsg] Section 5.2.1.10


[PushMsg] Section 5.2.1


[PushMsg] Section 5.2.3


[PushMsg] Section 5.3


[PushMsg] Section 6


[PushSI] Section 7


[PushSI] Section 8


[PushSL] Section 8


[PushSL] Section 9



		SCR Reference

		MSG-GEN-C-002 


MSG-GEN-C-001 


MSG-GEN-C-003 


MSG-GEN-C-004 


MSG-GEN-C-005, MSG-GEN-C-006 and MSG-GEN-C-007 


MSG-GEN-S-002 


MSG-GEN-S-001 


MSG-GEN-S-003 


MSG-GEN-S-004 


MSG-GEN-S-005 (Req: MSG-GEN-C-006 )


MSG-GEN.S-007


MSG-GEN-S-008


SI-CF-C-001


SI-CF-C004


SL-CF-C-001


SL-CF-C-003 



		Tool

		PUSH INITIATOR



		Test Code/Files

		NON APPLICABLE



		Preconditions

		Push inbox and cache content are empty.


Push access user settings are set to allow Push with automatic retrieval.


Current date / time are set on the Client.


The right PPG IP address is set in the Clients currently active WAP Profile. 


It is highly recommended to have a protocol analyzer to monitor traffic between the Client and the PPG.



		Test Procedure

		Send push messages to the Client.



		Pass-Criteria

		The Client should be able to process messages with trusted header types and be able to discard messages with untrusted header types.



		Comment

		Any type of message is applicable here i.e. either Service Loading or Service Indication and when the Client is both on standby as well as during an ongoing WAP or HTTP connection
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