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1 Scope

This document details the Validation plan for the BCAST 1.0 Enabler Release.  The successful accomplishment of the validation activities will be required for the Enabler to be considered for Approved status. 

The validation plan for the BCAST 1.0 Enabler Release specifications is based on testing expectations in the Enabler Test Requirements (ETR). While the specific test activities to be performed are described in the Enabler Test Specification (ETS) the test environment is described in this plan. This test environment details infrastructure, operational and participation requirements identified for the needed testing activities.

1.1 Assumptions

None

1.2 Exclusions

None

2 References

2.1 Normative References

	[BCAST10  –MBMS Adaptation]
	"Broadcast Distribution System Adaptation – 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BCAST10 –Distribution]
	"File and Stream Distribution for Mobile Broadcast Services ", Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, http://www.openmobilealliance.org/

	[BCAST10 –ESG]
	"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, http://www.openmobilealliance.org

	[BCAST10 -Services]
	"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, http://www.openmobilealliance.org/

	[BCAST10–BCMCS Adaptation]
	"Broadcast Distribution System Adaptation – 3GPP2/BCMCS", Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BCAST10–DVB-H- IPDC–Adaptation]
	"Broadcast Distribution System Adaptation – IPDC over DVB-H", Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BCAST10-ERELD]
	"Enabler Release Definition for Mobile Broadcast Services", Open Mobile Alliance™, OMA-ERELD-BCAST-V1_0, http://www.openmobilealliance.org/

	[BCAST10-ETR]
	"Enabler Test Requirements for Mobile Broadcast Services" Open Mobile Alliance™, OMA-ETR-BCAST-V1_0, http://www.openmobilealliance.org/

	[BCAST10–ServContProt]
	"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, http://www.openmobilealliance.org/

	[DRM20-Broadcast-Extensions]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0, http://www.openmobilealliance.org/

	[DRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.5, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_5, URL:http://www.openmobilealliance.org/

	[IOPTFG]
	“OMA TestFest Participation Guidelines”, Version 1.2, Open Mobile Alliance™,
OMA-IOP-TestFest-Participation-Guidelines-V1_2, URL:http://www.openmobilealliance.org/

	[OMA DM]
	“Enabler Release Definition for OMA Device Management v1.2”, OMA-ERELD-DM-V1_2_0, http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[BCAST10-Architecture]
	"Mobile Broadcast Services Architecture", Open Mobile Alliance™, OMA-AD- BCAST-V1_0, http://www.openmobilealliance.org/

	[BCAST10-EICS-Client]
	"Client Enabler Implementation Conformance Statement”, Open Mobile Alliance™, OMA-EICS-BCAST_Client-V1_0, http://www.openmobilealliance.org/

	[BCAST10-EICS-Server]
	"Server Enabler Implementation Conformance Statement”, Open Mobile Alliance™, OMA-EICS-BCAST_Server-V1_0, http://www.openmobilealliance.org/

	[BCAST10-ETS-Client]
	"Client Conformance Enabler Test Specification for BCAST 1.0", Open Mobile Alliance™, OMA-ETS-BCAST_CON_Client-V1.0, http://www.openmobilealliance.org/

	[BCAST10-ETS-IOP]
	"Interoperability Enabler Test Specification for BCAST 1.0", Open Mobile Alliance™, OMA-ETS-BCAST_IOP-V1.0, http://www.openmobilealliance.org/

	[BCAST10-ETS-Server]
	"Server Conformance Enabler Test Specification for BCAST 1.0", Open Mobile Alliance™, OMA-ETS-BCAST_CON_Server-V1.0, http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,. OMA-Dictionary, URL:http://www.openmobilealliance.org/


3 Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application
	A value-added data service provided to a Client. The application may utilise BCAST and/or other ways of data transfer to deliver content

	Bearer Network
	A network used to carry the messages of a transport-layer protocol between physical devices.  Multiple bearer networks may be used over the life of a single push session.

	Client
	A client is a device or service that expects to receive BCAST content from a server. 

	Content
	Subject matter (data) stored or generated at an origin server. Content is typically displayed or interpreted by a user agent on a client. 

	Device
	Is a network entity that is capable of sending and/or receiving packets of information and has a unique device address. A device can act as either a client or a server within a given context or across multiple contexts. For example, a device can service a number of clients (as a server) while being a client to another server.

	End-user
	See "user"

	Server
	A device (or service) which accepts or rejects a connection request from a client. A server may initiate a connection to a client or many clients as part of a service.

	User


	A user is a person who interacts with a user agent to view, hear, or otherwise use a rendered content. Also referred to as end-user.

	User agent 
	A user agent (or content interpreter) is any software or device that interprets resources. This may include multimedia players, news tickers, etc.


3.3 Abbreviations

	BDS
	Broadcast Distribution System

	ETR
	Enabler Test Requirements

	ETS
	Enabler Test Specification

	GPRS
	General Packet Radio Service

	HTTP
	Hypertext Transfer Protocol

	IP
	Internet Protocol

	MS
	Mobile Station

	MSISDN
	Mobile Station International Subscriber Directory Number

	OMA
	Open Mobile Alliance

	QoS
	Quality of Service

	RFC
	Request For Comments

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator


4 Enabler Validation Description

A full description of BCAST 1.0 can be found in the BCAST10-ERELD, ETR, TS and other documents mentioned in the references. For details see chapter 5.

5 TestFest Activities

5.1 Enabler Test Guidelines

5.1.1 Minimal Test Configuration

The tests will be done with servers and matching clients i.e. testing a MBMS server against IPDC clients will not be planned.
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In order to minimize the number of test cases the tests will be defined in four sets (BDS agnostic, IPDC, MBMS and BCMCS) so that the BDS agnostic parts don't need to be tested four times.
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BDS specific tests can start at (2) if the BDS agnostic tests (between 1 and 2) have been passed.

5.1.2 Minimal Participation Guidelines

Minimum 

· three client implementations

and 

· three BCAST servers

are needed.

The clients and the servers have to match. Having e.g. one IPDC client, one MBMS client and one MBMS server is not sufficient.

In case a test fest is desirable to happen with less servers or clients such requests will be handled as exceptions. Privacy regarding test results could be handled in that way that test results are not published. Details will be negotiated with the test event organizer and the participants. Such exceptions have happened at test fests before.

5.1.3 Optimal TestFest Achievement Guidelines

The TestFest participants are expected to do as much testing as possible during the dedicated test slot. Full list of interoperability test cases can be found from the BCAST Interoperability Enabler Test Specification [BCAST10-ETS_IOP]. The list of test cases executed during a TestFest may vary depending on the special characteristics of the test environment (e.g. the used BDS or the available content protection methods). 

In case there is a need to prioritize testing during the TestFest, due time constraints or otherwise, the following prioritization should be used as described in Table 1. 

	Description
	Test Case Id
	Priority

	5.1.1 Service bootstrap and single content
	BCAST-1.0-DIST-int-101
	Low (pre-test)

	5.2.1 Service Guide update (same fragment id, higher version number)
	BCAST-1.0-DIST-int-103
	High 

	5.2.5 GZIP compression of Service Guide Delivery Unit
	BCAST-1.0-DIST-int-107
	Low (pre-test)

	5.2.6 Content hierarchy
	BCAST-1.0-DIST-int-108
	Low

	5.2.7 PreviewData and Service
	BCAST-1.0-DIST-int-109
	Low

	5.2.9 Select language specific access parameters
	BCAST-1.0-DIST-int-111
	Medium

	5.2.10 Subscription of Service
	BCAST-1.0-DIST-int-112
	High

	5.5.2.1.1 GBA-U Bootstrapping USIM / BSM with success
	BCAST-1.0-DIST-int-404
	High (pre-test)

	5.5.2.1.5 Deregistration
	BCAST-1.0-DIST-int-408
	Low

	5.5.2.2.1.1  LTKM without SPE, without consumption reporting, MBMS only card
	BCAST-1.0-DIST-int-411
	Medium

	5.5.2.2.1.4 LTKM with SPE, BCAST card
	BCAST-1.0-DIST-int-602
	Low

	5.5.2.2.1.5  LTKM request from the terminal, LTKM reception at the terminal / smartcard
	BCAST-1.0-DIST-int-412
	Low

	5.5.2.2.1.6 BSM solicited pull procedure
	BCAST-1.0-DIST-int-413
	Medium

	5.5.2.3.1 Correct STKM parsing by a BCAST Smartcard
	BCAST-1.0-DIST-int-430
	Low (pre-test)

	5.5.2.3.2 Correct STKM parsing by MBMS Smartcard
	BCAST-1.0-DIST-int-431
	Medium

	5.5.2.3.3 Incorrect STKM generation – inexistent SEK/PEK (wrong key domain ID)
	BCAST-1.0-DIST-int-432
	Medium

	5.5.2.3.4 STKM processing – inexistent SEK/PEK (wrong SEK ID)
	BCAST-1.0-DIST-int-433
	Medium

	5.5.2.3.5 STKM processing, Key Validity data check
	BCAST-1.0-DIST-int-626
	High

	5.5.2.3.6 Key deletion from server
	BCAST-1.0-DIST-int-439
	High

	5.5.2.3.13 Multiple streams protected with same STKM stream
	BCAST-1.0-DIST-int-458
	Medium

	5.5.2.3.14 Multiple streams protected with Different STKM stream
	BCAST-1.0-DIST-int-459
	High

	5.5.2.4.3 Delivery of ISMACrypt protected stream
	BCAST-1.0-DIST-int-462
	Medium

	5.3.1.2 Support of in-band delivery of meta-data and FLUTE
	BCAST-1.0-DIST-int-202
	Medium

	5.4.1 XHTML MP Interactivity
	BCAST-1.0-DIST-int-301
	High

	5.4.3 SMS interactivity
	BCAST-1.0-DIST-int-303
	Medium

	5.4.5 MMS Interactivity
	BCAST-1.0-DIST-int-305
	High

	5.5.2.1.6 Deregistration with bootstrapping
	BCAST-1.0-DIST-int-409
	High

	5.5.2.2.1.7 BSM solicited pull procedure initiation over SMS bearer
	BCAST-1.0-DIST-int-414
	High

	5.5.2.2.1.8 BSM solicited pull procedure to initiate the Registration Procedure
	BCAST-1.0-DIST-int-603
	Medium

	5.5.2.2.1.9 LTKM Replay Detection in secure function, failure case
	BCAST-1.0-DIST-int-604
	Medium

	5.5.2.2.2.1 Set of Live_ppt_purse associated with a key group; SPE=0x00
	BCAST-1.0-DIST-int-605
	High

	5.5.2.2.2.2 Test of set mode for the live_ppt_purse associated with a key group, SPE=0x00
	BCAST-1.0-DIST-int-606
	High

	5.5.2.2.2.3 Test of add mode for the live_ppt_purse associated with a key group, SPE=0x00
	BCAST-1.0-DIST-int-607
	High

	5.5.2.2.2.4 Test of overflow for the live_ppt_purse associated with a key group, SPE=0x00
	BCAST-1.0-DIST-int-608
	High

	5.5.2.2.2.9 Set of user_purse associated with a NAF/SMK ID
	BCAST-1.0-DIST-int-613
	High

	5.5.2.2.2.10 Test of set mode for the user_purse associated with a NAF/SMK ID
	BCAST-1.0-DIST-int-614
	High

	5.5.2.2.2.11 Test of add mode for the user_purse associated with a NAF/SMK ID
	BCAST-1.0-DIST-int-615
	High

	5.5.2.2.2.12 Test of overflow for the user_purse associated with a NAF/SMK ID
	BCAST-1.0-DIST-int-616
	High

	5.5.2.2.2.17 Set of TEK counter associated with a SEK/PEK ID
	BCAST-1.0-DIST-int-621
	High

	5.5.2.2.2.18 Test of set mode for TEK counter associated with a SEK/PEK ID
	BCAST-1.0-DIST-int-622
	High

	5.5.2.2.2.19 Test of add mode for TEK counter associated with a SEK/PEK ID
	BCAST-1.0-DIST-int-623
	High

	5.5.2.2.2.20 Test of overflow of TEK counter associated with a SEK/PEK ID
	BCAST-1.0-DIST-int-624
	High

	5.5.2.3.7 SPE deletion from server
	BCAST-1.0-DIST-int-627
	High

	5.5.2.3.8.1 STKM Processing when LTKM SPE=00; Testing Live_ppt_purse
	BCAST-1.0-DIST-int-628
	High

	5.5.2.3.8.3 STKM Processing when LTKM SPE=02; Testing user_purse
	BCAST-1.0-DIST-int-630
	High

	5.5.2.3.8.5 STKM Processing when LTKM SPE=0C; Testing TEK_counter
	BCAST-1.0-DIST-int-632
	High

	5.5.2.3.9.1 Testing SPE priorities: live content with subscription
	BCAST-1.0-DIST-int-633
	High

	5.5.2.3.9.2 Testing SPE priorities: live content without subscription
	BCAST-1.0-DIST-int-634
	High

	5.5.2.3.9.5 Testing KV priorities when several LTKM available with same SPE
	BCAST-1.0-DIST-int-637
	High

	5.5.2.3.10 STKM processing when sent to different SPE sharing the same user purse
	BCAST-1.0-DIST-int-638
	High

	5.5.2.3.12 STKM reception with parental control and  with PIN defined in the card
	BCAST-1.0-DIST-int-457
	High

	5.5.2.4.1 Delivery of IPSec protected stream
	BCAST-1.0-DIST-int-460
	High

	5.5.2.4.2 Delivery of SRTP protected stream
	BCAST-1.0-DIST-int-461
	Medium

	5.5.2.1.2 GBA-U Bootstrapping USIM / BSM with synchronization error
	BCAST-1.0-DIST-int-405
	Medium

	5.5.2.1.3 GBA_U: Expired Bootstrapping data
	BCAST-1.0-DIST-int-406
	Low

	5.5.2.1.4 GBA_U: Different Key K on Client and Server
	BCAST-1.0-DIST-int-407
	Low

	5.5.2.2.1.2 LTKM without SPE, Without consumption reporting, BCAST card
	BCAST-1.0-DIST-int-600
	High

	5.5.2.2.1.3 LTKM with SPE, MBMS only card
	BCAST-1.0-DIST-int-601
	High

	5.5.2.2.2.5 Set of Playback_ppt_purse associated with a key group; SPE=0x01
	BCAST-1.0-DIST-int-609
	High

	5.5.2.2.2.6 Test of set mode for the Playback_ppt_purse associated with a key group, SPE=0x01
	BCAST-1.0-DIST-int-610
	High

	5.5.2.2.2.7 Test of add mode for the Playback_ppt_purse associated with a key group, SPE=0x01
	BCAST-1.0-DIST-int-611
	High

	5.5.2.2.2.8 Test of overflow for the Playback_ppt_purse associated with a key group, SPE=0x01
	BCAST-1.0-DIST-int-612
	High

	5.5.2.2.2.13 Set of playback counter associated with a SEK/PEK ID, SPE=0x07
	BCAST-1.0-DIST-int-617
	High

	5.5.2.2.2.14 Test of set mode for playback counter associated with a SEK/PEK ID, SPE=0x07
	BCAST-1.0-DIST-int-618
	High

	5.5.2.2.2.15 Test of add mode for playback counter associated with a SEK/PEK ID, SPE=0x07
	BCAST-1.0-DIST-int-619
	High

	5.5.2.2.2.16 Test of overflow of playback counter associated with a SEK/PEK ID, SPE=0x07
	BCAST-1.0-DIST-int-620
	High

	5.5.2.2.3 SPE value not supported by the card
	BCAST-1.0-DIST-int-625
	High

	5.5.2.3.8.2 STKM Processing when LTKM SPE=0x01; Testing Playback_ppt_purse
	BCAST-1.0-DIST-int-629
	High

	5.5.2.3.8.4 STKM Processing when LTKM SPE=0x07; Testing playback_counter
	BCAST-1.0-DIST-int-631
	High

	5.5.2.3.9.3 Testing SPE priorities: playback modes including SPE=0x05
	BCAST-1.0-DIST-int-635
	High

	5.5.2.3.9.4 Testing SPE priorities: playback modes without SPE=0x05
	BCAST-1.0-DIST-int-636
	High

	5.5.2.3.11 STKM reception with parental control without PIN defined in the card
	 BCAST-1.0-DIST-int-456
	High

	5.6.1 Receiving terminal provisioning messages using TP-7
	BCAST-1.0-DIST-int-501
	High

	5.6.2 Update terminal provisioning messages using TP-7
	BCAST-1.0-DIST-int-502
	High

	5.6.3 Declaring Terminal Provisioning as a Service within Service Guide

	BCAST-1.0-DIST-int-503
	High

	5.6.4 Declaring Terminal Provisioning as an Access of a Service within Service Guide
	BCAST-1.0-DIST-int-504
	High


Table 1: Priority of Tests to be Performed at TestFest

The tests listed below are no more applicable::

BCAST-1.0-DIST-int-415;BCAST-1.0-DIST-int-416; BCAST-1.0-DIST-int-417; BCAST-1.0-DIST-int-418; BCAST-1.0-DIST-int-419; BCAST-1.0-DIST-int-420; BCAST-1.0-DIST-int-421; BCAST-1.0-DIST-int-422; BCAST-1.0-DIST-int-423; BCAST-1.0-DIST-int-424; BCAST-1.0-DIST-int-425; BCAST-1.0-DIST-int-426; BCAST-1.0-DIST-int-427; BCAST-1.0-DIST-int-428; BCAST-1.0-DIST-int-429; BCAST-1.0-DIST-int-434; BCAST-1.0-DIST-int-435; BCAST-1.0-DIST-int-436; BCAST-1.0-DIST-int-437; BCAST-1.0-DIST-int-438; BCAST-1.0-DIST-int-440; BCAST-1.0-DIST-int-441; BCAST-1.0-DIST-int-442; BCAST-1.0-DIST-int-443; BCAST-1.0-DIST-int-444; BCAST-1.0-DIST-int-445; BCAST-1.0-DIST-int-446; BCAST-1.0-DIST-int-447; BCAST-1.0-DIST-int-448; BCAST-1.0-DIST-int-449; BCAST-1.0-DIST-int-450; BCAST-1.0-DIST-int-451; BCAST-1.0-DIST-int-452; BCAST-1.0-DIST-int-453; BCAST-1.0-DIST-int-454; BCAST-1.0-DIST-int-455;
5.2 Enabler Test Requirements

5.2.1 Test Infrastructure Requirements

The testing shall be performed as end-to-end testing. Most likely the client participants will be in one place, while the participant servers will be located in member companies premises, accessible to the rest of the test fest environment. Such a “distributed” test fest environment puts effort on the test fest host and requires detailed documented configuration.  It is also possible that server providers bring their respective servers to the test site.

The Network Elements involved in BCAST testing are:

· 3G network

· MBMS network

· DVB-H network

· BCMCS

· Internet

A Network Analyzer (e.g. Wireshark) for Network Monitoring/Protocol Analyzing is also useful.

A requirement for a test fest host is that one BDS must be available. At least one of the following BDS:

· IPDC

· MBMS

· BCMCS

5.2.2 Test Restrictions

For the different services that comprise BCAST it can be found below the different execution flows.

5.2.3 Service Guide Related Flows

5.2.3.1 Service Guide Generation and Delivery over Broadcast channel
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5.2.3.2 Service Guide Generation and Delivery over Interaction channel
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5.2.3.3 Service Guide Delivery to BDS Service Distribution
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5.2.4 File Distribution Related Flows

5.2.4.1 File Distribution over Broadcast channel

[image: image7.emf]1. a file ( or files ) 

and its attribute

3. Request for an 

assignment of Bearers 

used for file delivery

2.a file ( or files ) or a 

content protected file 

( or files ) and 

attributes

4. Response to request for 

an assignment of Bearers 

used for file delivery

5. Notify on the start of file 

delivery

7. Response to notify on 

the start of file delivery

8. File Delivery

6a. Notify on the start of 

file delivery

6b. Notify on the start of file 

delivery

Content 

Creation

BSD/A

BDS Service 

Distribution

Terminal BSA

FA  FD

Content Protection

File Aggregation

FD-C

Service Protection


5.2.4.2 File transmission or repairing over Interaction Channel when BDS Service Distribution exists

[image: image8.emf]Terminal BSD/A

3. Request for an 

assignment of Bearers 

used for file delivery

Service Protection

File configuration

6. Response to request for 

an assignment of Bearers 

used for file delivery

1. Request for file or portion 

of file retransmission

4. Request for an 

assignment of Bearers 

used for file delivery

5. Response to request for 

an assignment of Bearers 

used for file delivery

2. Response to Request for 

file or portion of file 

retransmission

7. Notify on the start of file 

delivery

8. Response to notify on 

the start of file delivery

12. File Delivery

7a. Notify on the start of 

file delivery

7b. Notify on the start of file delivery

7c. Notify on the start of file delivery

9. Response to notify on 

the start of file delivery

10. file Delivery

Service Protection

11. file Delivery

Interaction

Network

BDS Service 

Distribution

FD FD-C


5.2.4.3 File Delivery to BDS Service Distribution
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5.2.5 Stream Distribution Related Flows

5.2.5.1 Stream Distribution over Broadcast channel
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5.2.5.2 Stream Delivery BDS Service Distribution
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5.2.6 Service & Content Protection Related Flows

5.2.6.1 Service Protection Related Flows

5.2.6.1.1 Service Protection Function Flows for Terminal with Interaction Channel
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5.2.6.1.2 Service Protection Function Flows for Broadcast-only Terminal
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5.2.6.2 Content Protection Function Flows
5.2.6.2.1 Content Protection Function Flows for Terminal with Interaction Channel


[image: image14.emf]Terminal BSM

BSD/A

BSA

4. Content 

delivery

5. Encrypted content delivery

Content Encryption

3. TKM delivery

Subscription:

1. REK/SMK/GMK delivery

2. SEK(Long-Term Key Message) 

delivery

6. TKM delivery

Content 

Creation FD

CP-C

CP-M

CP-D

CP-E


5.2.6.2.2 Content Protection Function Flows for Broadcast-only Terminal
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5.2.7 Interaction Channel Related Flows
5.2.7.1 Interactive Service example Flow – Case1
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5.2.8 Service Provisioning Related Flows

5.2.8.1 Service Provisioning Function Related Flows (DRM based solution)

5.2.8.1.1 Unsuccessful Service ordering 
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5.2.8.1.2 Successful Service ordering 
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5.2.8.2 Service Provisioning Function Related Flows (GBA based solution)

5.2.8.2.1 Option 1:  BSP-M Serves as NAF Function


[image: image19.emf]BSD/A

BSP-M(NAF)

2. Request (Request Type: Service Purchasing, Price 

Info, Service Cancellation, or Prepaid Token etc)

1. Service Guide

5. 401 Unauthorized WWW -Authenticate:

digest (RAND, AUTN)

?

12. Authorization and Request for Ks (B-TID)

13. Authorization and Ks Delivery

6. Runs AKA and verifies

AUTN, derives RES

9. 200 OK (successful), B-TID, Key 

lifetime

8. Check 

RES

Ks=CK||IK

7. Request (Authorization: Digest (RES)

10. Ks=CK||IK

16. 200 OK  [Service Purchasing Successful (SK_U encrypted with Ks),

Price Info, Prepaid Token etc ]

4. Request

GBA

3. 401 Unauthorized WWW -Authenticate: 

digest-challenge

11 Request (Authorization: Digest-Response; B-TID; Request Type: Service 

Purchasing, Price Info, Service Cancellation, or Prepaid Token etc )

14 Request for SK_U

15 SK_U

Terminal

BSP-C

BSM

BSF/HSS


5.2.8.2.2 Option 2:  BSD/A serves as NAF Function, BSP-M serves as BSF function
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5.2.9 Notification Function Related Flows

5.2.9.1 Notification Generation and Delivery over Broadcast Channel by OMA BCAST
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5.2.9.2 Notification Delivery over Broadcast channel by BDS
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5.2.9.3 Notification Delivery over Interaction Channel by OMA BCAST
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5.2.10 Terminal Provisioning Related Flows

5.2.10.1 Terminal Provisioning over Broadcast Channel
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5.2.10.2 Terminal Provisioning over Interaction Channel
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5.2.11 Test Content Requirements
For the interoperability tests there is no particular requirement for the test content. The test content has to be adapted to the interoperability test cases.

For the conformance testing the test content will be provided with the test tool in order to satisfy the conformance test cases.

5.2.12 Test Limitations

5.2.12.1 Physical

When running BDS specific tests then radio equipment is required and terminals with a radio unit must stay in range of the signal.

5.2.12.2 Resources

It might be required to have technicians for operating the BDS specific network or for configuring the DRM server, supplying encryption keys and other support services.

It might be necessary that a network operator or Telco supplier provides BDS specific hardware (e.g. a network in a lab or a demo network). Contributions are welcome and should be announced early so that tests fests can be planned properly.

5.2.13 Test Restrictions

5.2.13.1 Test Session Entrance Criteria
The test session entry criteria are defined by the Test-Fest Participation Guidelines of the IOP WG.

5.2.13.2 Technical Prerequisites

· Client settings shall be in accordance with the network parameters provided by the test fest host.

· Gateway and proxy configuration shall be in accordance with the information provided by the test fest host for serving all clients participating in the test fest.
5.2.14 Test Tools

A set of TTCN-3 test cases  can be used for conformance tests to assess client functionality. The main areas for server tests are the service guide, boot strapping and service protection.
5.2.14.1 Existing Tools to be used

It is optional but in case of problems recommended to use a network analyzer like Wireshark (formerly called Ethereal) to create traces for trouble shooting.

In the backend of the conformance test tool or server implementations a collection of existing tools might be required (DRM, codecs, content, keys).
5.2.14.2 Conformance Test Case Priorities

This table shows the relative priorities of the conformance test cases as described in the Client Conformance ETS [BCAST10-ETS_Client].

	 Test Case Id
	Priority

	5.1.1.1 Service bootstrap and single content (DVB-H), requires DVB-H BDS.
	High

	5.1.1.2 Service bootstrap and single content (MBMS), requires MBMS BDS
	High

	5.1.2.1 Service Guide update (same fragment id, higher version number)
	High

	5.1.2.2 Service Guide update (same fragment id, lower version number)
	High

	5.1.2.3 Service Guide Update (new fragment id)
	High

	5.1.2.4 GZIP compression of Service Guide Delivery Unit
	High

	5.1.2.5 Content hierarchy
	High

	5.1.2.6 PreviewData and Service
	High

	5.1.2.7 Select language specific access parameters
	High

	5.1.2.8 Subscription of Service
	High

	5.1.2.1.2 Support of in-band delivery of meta-data and FLUTE
	Medium

	Any additional file delivery test cases
	Medium

	5.1.4.1 XHTML MP Interactivity
	Medium

	5.1.4.2 SMS interactivity
	Medium

	5.1.4.3 MMS Interactivity
	Medium

	5.1.5.1 Delivery of IPSec protected stream
	Medium

	5.1.5.2 Delivery of SRTP protected stream
	Medium

	5.1.5.3 Delivery of ISMACrypt protected stream
	Medium

	5.1.6.1 Receiving terminal provisioning messages using TP-7
	Low

	5.1.6.2 Update terminal provisioning messages using TP-7
	Low

	5.1.6.3 Declaring Terminal Provisioning as a Service within Service Guide
	Low

	5.1.6.4 Declaring Terminal Provisioning as an Access of a Service within Service
	Low


Table 2: Conformance Test Case Priorities

5.2.14.3 Test Tool Requirements
General info: Test tool should deliver SG and SGDUs with proper fragments as specified by each specific test case.

The network should allow access to streaming/ content repository as defined in the SDP file.

Streaming server capable to deliver content as defined in SDP description. 

	ID
	BCAST_001 (Functionality)

	Requirement
	The test tool shall have the functionality to verify the BCAST features as specified in [BCAST10-ETS_Client] and [BCAST10-ETR]. 

	Rationale
	A test harness is required for all tests which are not interoperability tests.

	Must Level
	Ability to run all high priority test cases as described in Table 1. 

	Wish Level
	Ability to run all high and medium priority test cases. 

Note: Low priority test cases are left for future consideration.


	ID
	BCAST_002 (Connectivity)

	Requirement
	The test tool running the TTCN-3 code shall connect to the applications under test via TCP/IP over Ethernet.

	Rationale
	The test can be limited to IP level. Radio hardware or radio specific low level protocols are not part of the test tool. However – the test tool needs to be prepared to be connected to radio equipment in order to connect to clients and servers. The test must interwork with

· IPDC (DVB-H) clients and servers

· MBMS clients and servers

· BCMCS clients and servers

The test tool vendor is not expected to provide BDS specific hardware but is expected to cooperate with providers of BDS specific hardware (in case a network operator or Telco supplier provides BDS specific hardware). The TTCN-3 code must enable the above connection types.

	Must Level
	IPv4

	Wish Level
	IPv4 and IPv6


	ID
	BCAST_003 (Source code access)

	Requirement
	The TTCN-3 code should be available for changes.

	Rationale
	Having the source code available enables quick bug fixing and extension of functionality without time consuming communication with the software vendor.

	Must Level
	The TTCN-3 code is owned by OMA and can be made available for OMA members.

	Wish Level
	N/A 


In consideration of vendors concerns: The requirement above does not demand Open Source. It defines Open Source as optional.

	ID
	BCAST_004 (Configuration)

	Requirement
	The TTCN-3 code enables easy configurability on the tool that runs it. 

	Rationale
	Configuration time is the time from having a fresh installation up to the point when a test can be started. Configuration can include

· setting IP addresses

· loading test data

· setting the name of the server that will be tested

· specifying the test cases which should be executed

etc.

	Must Level
	N/A

	Wish Level
	N/A


	ID
	BCAST_005 (Test Results)

	Requirement
	The TTCN-3 code allows easy collection and storage of the test results. 

	Rationale
	

	Must Level
	Test results can be easily collected and stored.

	Wish Level
	


5.2.15 Resources Required

No estimate so far – depends highly on the maturity of individual enabler implementations. For a good estimate in this chapter input from implementation providers is required later on.
5.3 Tests to be Performed

The following sections describe the tests related to the formal TestFest validation activities.
5.3.1 Minimal Pre-Test Guidelines
This section details a set of test cases that the Trusted Zone requires participating companies to perform during the Pre-Test day. The order of the listed tests is only intended as advice to participating teams and not necessarily to indicate that the sequence of execution is mandatory.

The results will be considered across all Pre-Test sessions that a team will perform during the Pre-Test day and will NOT be included in any Product Test Report or Enabler Test Report generated as a result of participation in the event. 

If the team is unable to present passing results for all listed below Pre-Test test cases and if the failures are due to team’s implementation, the team shall not be allowed to proceed with regular test sessions. The host shall provide adequate space for the teams to sit separately and improve their implementations. The teams should validate the implementation with the passing teams at the passing teams’ discretion. Once passing results for all Pre-Test test cases are presented, the team should be allowed to proceed with regular testing.

5.3.1.1 Service Guide (SG)

The purpose is to check reception and handling of SG, not method of delivery. In case of broadcast terminals BCAST-1.0-DIST-int-103 is executed. Terminals implementing delivery over interaction channel are required to execute BCAST-1.0-DIST-int-104

	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-103
	Updating description of content. This test case also tests that the update of the SG is performed correctly.

	BCAST-1.0-DIST-int-104
	Updating description of content. This test case also tests that the update of the SG is performed correctly.


5.3.1.2 Stream Distribution (SD)
	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-208
	The purpose of this test is to test the supports of RTP as a transport protocol for streaming distribution over the broadcast channel.


5.3.1.3 File Distribution (FD)
	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-202
	To test the support of the in-band delivery of the metadata associated with file distributed using FLUTE.


5.3.1.4 Service Protection (ServProt)
DRM 

Only one of the recommended test cases need to be executed depending upon the type of encryption implemented by the participant.

	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-401
	Opening an Ipsec encrypted stream with key material associated to the subscription

	BCAST-1.0-DIST-int-402
	Opening an SRTP encrypted stream with key material associated to the subscription

	BCAST-1.0-DIST-int-403
	Opening an ISMACrypt encrypted stream with key material associated to the subscription.


SmartCard

Test cases BCAST-1.0-DIST-int-404 and BCAST-1.0-DIST-int-430 must be executed by all USIM implementations.

	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-404
	Test that GBA bootstrapping with the BSM is successfully achieved.

Test that the SRK is correctly generated in the terminal.

	BCAST-1.0-DIST-int-430
	Test that the Smartcard correctly parses STKMs.


Test cases BCAST-1.0-DIST-int-410 and BCAST-1.0-DIST-int-430 must be executed by all (R-)UIM/CSIM implementations.
	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-410
	Test that SMK and SRK derivation from pre-provisioned SCK in the terminal are successful.

	BCAST-1.0-DIST-int-430
	Test that the Smartcard correctly parses STKMs.


5.3.1.5 Content Protection (ContProt)

DRM

No explicit test cases.
SmartCard

No explicit test cases.
5.3.1.6 Service Provisioning (SP)
	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-101
	Bootstrapping a service with content. Associating content with service. This test case also tests that the reception of the SG is performed correctly.


5.3.1.7 Service Interaction (SI)
	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-301
	Associating content with interactivity. Reception of InteractivityMediaDocuments over broadcast file distribution. XHTML MP as an interaction method.


5.3.1.8 Notification (N)
No test cases available.
5.3.1.9 Terminal Provisioning (SP)
	Test Case Id
	Test Case Description

	BCAST-1.0-DIST-int-501
	The purpose of this test is to check that the terminal correctly receives provisioning messages using TP-7 over the interactive channel.


5.3.2 Configuration of Pre-Testing Phase

The section provides configuration information for pre-testing in order to optimize the progress of the test fest activities. These settings shall not be used in the regular test sessions during the test fest where implementations shall use the discovery and configuration procedures as described by the BCAST 1.0 specification, when applicable.

5.2.3.1 BCAST NAF Configuration Parameters

	NAF 
	

	BSF Server IP Address
	IPAddress of BSF

	Registration
	http://<IPAddressNAF>/keymanagement?requesttype=register

	 
	http://<IPAddressNAF>/keymanagement?requesttype=deregister

	 
	http://<IPAddressNAF>/keymanagement?requesttype=msk-request

	UDP Port
	4359

	NAFID
	<IPAddressNAF>

	ServiceID
	cannot be fix at the moment

	IDI of the LTKM
	Must be the IP Address of the NAF, i.e. <IPAddressNAF>


	SG
	

	Service Guide Rights Issuer URL
	Must be the  IP Adress of the NAF, i.e. <IPAddressNAF>


Note: Although the specs mentions using FQDN of the NAF, for simplicity we use the IP Address
5.2.3.2 Smartcard Configuration Parameters

The following parameters shall be used by the GBA-BSF when simulating the HLR function during pre-test.

	HLR/HSS Simulation  - MILENAGE (standard)

	Input Values (standards)

	Ki
	00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

	OP
	00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

	Ri
	40 00 20 40 60

	Ci1
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

	Ci2
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01

	Ci3
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02

	Ci4
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04

	Ci5
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08

	
	

	SQN   
	00 00 00 00 00 00

	
	

	Expected Value

	OPC
	62 E7 5B 8D 6F A5 BF 46 EC 87 A9 27 6F 9D F5 4D  


	Input Values (standards)

	RAND
	00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

	SQN
	00 00 00 00 00 00

	AMF
	00 00 

	
	 

	Expected  Authentication Vectors

	XRES
	700EB2300B2C4798

	CK
	B379874B3D183D2A21291D439E7761E1

	IK
	F4706F66629CF7DDF881D80025BF1255

	AUTN
	DE656C8B0BCE0000803CE765D94CAF16


5.3.3 Pre testing to be performed at the TestFest

During Pre-Testing at an OMA Test Fests participant teams must demonstrate correct execution of the following test cases:

· 5.1.1 Service bootstrap and single content

· 5.2.3 GZIP compression of Service Guide Delivery Unit
5.3.4 Testing to be Performed at TestFest

The testing at the BCAST Test Fests is expected to be executed according to the  BCAST Interoperability Enabler Test Specification [BCAST10-ETS_IOP]. See also chapter 5.1.3.
5.4 Enabler Test Reporting

5.4.1 Problem Reporting Requirements

Normal Reporting, no special reporting required.
5.4.2 Enabler Test Requirements

Normal Reporting, no special reporting required 
6 Alternative Validation Activities

So far no alternative validation activities are specified.
7 Approval Criteria

The BCAST 1.0 Enabler can be put in the Approved state when:

· The Enabler has been tested successfully at 3 Test Fests or

· 3 Companies have successfully run BI-lateral tests sessions towards a BCAST server and have reported results and any issues to OMA. This means three for each BDS and not one IPDC, one for MBMS and one for BCMCS.

· No open PRs exists.
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