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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The initial DRM specs completed by OMA provide the first step towards a more comprehensive solution.  The DRM solution will be an evolutionary extension to the current specifications. 

Justification/use case – perception that existing solution may not meet the requirements for protecting high value content.
Deliverable(s):

New versions of the OMA DRM specifications (including requirements, architecture).

Document best practices when using DRM with various delivery mechanisms, e.g. Push, MMS, and via the Browser.

Document best practices for secure implementations.

Existing Specifications or Documents Affected:

See deliverables.

Linked Work Items:

None.

Linked Affected OMA Groups and External Fora

OMA Security Group (and WSG/SCEG) 

OMA WAG Wireless Application Environment 

OMA Billing Expert Group

OMA Data Sync and Device Management

3GPP (provided DRM stage 1 requirements specification)

3GPP2

GSM Association 

ODRL Initiative (OMA DRM Rights Expression Language is based on ODRL)

ISO-MPEG (21)

International Federation of Phonographic Industries (IFPI)

Recording Industry Association of America (RIAA)

Motion Picture Association of America (MPAA)
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Service Impacts:

DRM is an end-to-end service that requires implementation in Terminals to support DRM protocols, file formats, and semantics.  It also requires implementation in Servers to support content packaging and the issuance of rights objects.

Delivery services, such as Push, MMS, HTTP will, in general, be unaware of DRM.
Architecture Impacts:

OMA DRM employs the current client/server model upon which the OMA architecture is based.  We do not anticipate changes to the OMA architecture as a result of the DRM work.
Charging/Billing Impacts:

DRM introduces a new payment paradigm, one in which the consumer does not pay for content, rather for the right to use the content.   The DRM solution is intended to support many business models.

Security Impacts:

DRM relies upon security to protect the content and the rights objects.  

Another aspect of security involves establish trust between two parties.  The comprehensive DRM solution must add mechanisms to establish client/server trust relationships.

Privacy Impacts:

TBD

IOT Impacts:

The IOT group must develop new test assertions/cases for the DRM specifications. 

3 Document History

3.1 Approved Versions

	Version
	Date
	Notes

	V1.0
	02 Nov 2002
	Initial version approved by TP
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	V1.0.1
	22 Oct 2004
	Conversion of template to permit public release
   ref TP Doc OMA-TP-2004-0334-INP_WIDrevisionsForPublishing
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