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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Several specifications defined by WAP require the use of digital certificates.  While digital certificates provide a secure mechanism to identify and authenticate an entity via the verification of a digital signature, there must also be mechanisms in place to validate that the certificate, and the associated private key, in use is in fact still considered trusted and valid.   This issue is commonly known as certificate validation and is based on the concept of certificate revocation.  Certificates may be revoked for various reasons, including, but not limited to, change of name, change of association between subject and CA and compromise or suspicion of compromise of the corresponding private key.  Once revoked, there must be mechanisms in place to determine if a certificate has been revoked.  The online certificate status protocol is method of retrieving status information for a given certificate.

The main objective of this work item is to profile the work already carried out in RFC 2560 and to refine it so wireless devices can efficiently use OCSP over wireless networks and inter-operate with existing OCSP responders for status checking.
Deliverable(s):

Draft a new specification profiling RFC 2560 and addressing new wireless specific issues.

Existing Specifications or Documents Affected:

none
Linked Work Items:

none
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Service Impacts:

This feature is a service enabler for digital certificate usage in mobile environments.

Architecture Impacts:

none
Charging/Billing Impacts:

none
Security Impacts:

As listed above
Privacy Impacts:

none
IOT Impacts:

none
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