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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

OMA has and is defining a number of service enablers that allow service providers to deploy services and take advantage of mobile features.  

This work item is created to develop the specifications to standardize the enforcement of policies within OMA. Enforcement also includes policy evaluation. Policies are defined as the expression of a set of conditions that must be enforced (executed and validated) at execution on any request or exchange.  An OMA policy encompasses static policies that can be enforced by PDPs (Policy Decision Point)
, dynamic policies and policy workflows that can be executed by policy workflow engines. 

Such an execution policy enforcement and management work item is expected to allow service providers to expose service enablers in a controlled and manageable manner that can be automated. Policy Enforcement can be used to automatically satisfy the policies required to access a particular service enabler. The needs for such capabilities have been identified in several contributions focused on service providers and enterprises.

The work item will specify policy enforcement as a function that is not specific of any deployments or configurations (e.g. a physical box). Client aspects will be considered; but impact and actual scope will be determined by the use cases and requirements. We expect that the focus may not initially be on enforcement on the client.

It is envisioned that policies can be expressed globally, per service enabler or per requestor, or any other combination (it could be per customer, per customer segment, type of service, etc.). The enforcement mechanisms would be expected to allow:  

· Controlled and managed exposure of service enablers by service providers

· The policy enforcement mechanism is expected to support numerous deployment models and delegation use cases, where delegation is defined as the capability to design or configure an enabler/system so that it can rely on other systems to performs certain tasks or functions: the delegated functions.  

The above issues and requirements have already been identified as part of the OMA Architecture requirement and Architecture Framework activities.

We propose to TP that this work item should be performed by a new OMA work group and should address the following topics:

· Definition of the market requirements and expectations for policy enforcement and management, and demonstration of these requirements with high-level use cases. 
· Review of existing functions and specifications that exist within standards fora, along with analysis of the associated deployment models
· Analysis of options against the market requirements and gap analysis. 
· Selection of a solution

· Analysis and illustration of associated architecture, deployment models, features, technical requirements and usage with detailed use cases. 

· Definition of an interoperable specification. 

· Generation of appropriate test suites.
Deliverable(s):

The resulting deliverables are described below and expected to follow the work schedule described in section ‎3
· Deliverable 1: An Execution Policy enforcement and management requirement specification [Normative]
: 

· Market requirements

· Technical requirement

· Prioritization considerations 

The execution policy enforcement  and management requirement document will also address requirements for execution policy management.

· Deliverable 2: A Execution policy enforcement and management technical report [Informative]
:

· OMA related use cases
Existing Specifications or Documents Affected:

· All OMA specifications of callable service enablers may be affected if these callable service enablers are expected to take advantage of the policy enforcement capability to rely on policy enforcement

· OSE: 

· To the extent that recommendations introduced in the technical report on Policy Enforcement and OSE are adopted by OMA.

· In addition, the deployment and usage of OMA service enablers may also be affected by requiring particular configuration, packaging and settings for enablers that have not been specified or implemented to rely on an policy enforcer, if the reliance on an policy enforcer is desired for a particular deployment. 

· This will be described in the two white papers that are among the deliverables of this work item.

Linked Work Items:

· Architecture

· All callable service enablers that are expected to take advantage of the policy enforcement capability.
Linked Affected OMA Groups and External For a

· All OMA WGs:

· At least if they want to take advantage of the policy enforcer. If the use of an policy enforcer is considered, the working group will have to consider:

· Delegation

· Service-enabler specific policy assertions

· Implications on previous releases, if applicable.

· Architecture:

· To review architecture documents produced by this WI

· To review recommendations for integration within the OSE and accordingly update OSE specifications

· Requirements:

· To review requirements produced by this WI

· To define requirements on other enabler to take advantage of the policy enforcement.

· Security:

· To review mechanisms to secure access to enablers

· IOP:

· To define and review policy enforcer IOP

· To include policy IOP for affected enablers

· Device Management:

· To link device management and execution policy enforcement and management on devices

· External activities involved including:

· WS activities (W3C, OASIS, WS-I, …)

· The notion of policy enforcer can positively impact  most WS activities

· Parlay/OSA

· W3C

· IETF
2 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	TBD
	Possible

	Possible

	TBD
	Yes (see below)
	Yes (see below)
	Yes (see below)
	Yes (see below)
	Yes (see below)


Service Impacts:

· Requirements on the use of policy enforcement by particular services or service enablers

· Controlled, manageable exposure or access / usage in ways that can be automated

· Possible delegation conformance

· Integration options for legacy requestor or responders

Architecture Impacts:

· Integration within OSE, based on OMA adoption of recommendations from the internal technical report on policy Enforcement and OSE
· Possible delegation conformance for the callable service enablers expected to take advantage of the policy enforcer. 
· Integration options for legacy requestor or responders

Charging/Billing Impacts:

· Function that may be  object of policy assertions

Security Impacts:

· Analysis of the security impacts 

· Expected to be enforced via policies and policy enforcement (i.e. to be the object of policy assertions)

Privacy Impacts:

· Analysis of the privacy impacts

· Expected to be enforced via policies and policy enforcement (i.e. to be object of policy assertions)

IOT Impacts:

· Interoperable delegation for callable service enablers that are expected to take advantage of policy enforcement or management

· Configurations of policy enforcement packaged with or within responder

· Interoperability of producers or consumers of policies and associated assertions
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� The term execution policy as defined in this document is compatible with the definitions of static policies and PDP used in other fora like IETF. However, it is broader and also encompasses policy workflow enforced by policy workflow engines. 


� This work is expected to start from the work (requirements and use cases) already initiated by the ARCH WG and the ARCH Framework SWG.


� This work is expected to start from the work already initiated by the ARCH WG and the ARCH Framework SWG.


� To the extent that a WG decides to rely on execution policy enforcement or management for its specification of an enabler that affects terminal components. This will be determined by the respective WGs or at the level of the associated requirements. If and how the client is affected will be determined based on the use cases and requirements that will be identified as part of the work item.


� To the extent that a WG decides to rely on the execution policy enforcement or management for its specification of an enabler that affects server components. This will be determined by the different working groups or at the level of the associated requirements.
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