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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

OMA enablers typically comprise of application-layer protocols
, such as MLP (Mobile Location Protocol), RLP (Roaming Location Protocol), PCP (Privacy Checking Protocol) in the Location enabler, SSI (Server-to-Server Interface) and CSI (Client-to-Server Interface) in the Presence enabler, SyncML in Device Management, or PAP (Push Access Protocol), which is used by multiple enablers. While the structure and the intended use of the protocols are diverse, there are a number of common features that occur repeatedly in most of them. Among these common features, mechanisms for the following application layer security features are particularly important
:

· Application layer identification and authentication of entities
· Application layer confidentiality

· Application layer integrity

·  Application layer accountability (proof of origin, proof of delivery, proof of receipt)
The OMA Architecture working group (OMA-ARC), as an activity under the GOAL work item (Gaps and Overlaps Analysis, OMA work item #88), compared  application-layer protocols in different OMA enablers (see OMA-ARC-2004-0018/OMA-SEC-2004-0010). The analysis showed that:

· There are multiple application-layer protocols where the endpoints need to identify and authenticate each other and where the endpoints need to protect the confidentiality and the integrity of protocol messages as they are exchanged between the endpoints,

· Different OMA enablers use different role models to categorize the actors that are involved when the enabler is being used. The different role models result in different approaches to solve identification, authentication, confidentiality and integrity issues,

· Organizations, other than OMA, are addressing the security aspects of application-layer protocols; they provide sophisticated solutions to security issues and have already achieved considerable awareness in the market

The current practice of addressing security features specifically in each OMA enabler creates the following problems:

· There is a significant amount of duplicated efforts being carried out by OMA working groups to address similar security concerns.

· Application developers using OMA enablers need to understand and use different ways to do the same thing.

· Vendors providing multiple enablers in their portfolios need to implement different solutions for the similar problems (one per application-layer protocol), rather than re-using security common functions across multiple protocols.

· There is a risk that the security features of OMA protocols are behind current state of the art, because the creators of the protocols are typically subject matter experts for a particular enabler, but not for security (e.g. they might lack knowledge about cryptography, or threat modelling).

· Since the security of a system is as strong as its weakest link, it is imperative that each enabler implements the best security standards, something that may be difficult to achieve if each working group is independently developing security enablers.

· Mobile Operators and Service Providers are finding it increasingly difficult to implement an array of different security solutions which are application specific that are solving similar security vulnerabilities, a more centralised approach is encouraged as suggested in this work item.

This work item proposes that Application-Layer Security Common Functions be specified by OMA-SEC. The resulting specifications will comprise a Common Function in the sense of WI #0062 (Interfaces to Common Functions). The specifications resulting from this work item would describe, in a generic way, how identification and authentication, confidentiality, integrity and accountability are to be provided in application-layer protocols developed by OMA working groups.  These specifications shall be developed such that they are applicable to all OMA application-layer protocols i.e. not specific to any one application.  Specifications for application-layer protocols would either reference Security Common Function (SEC_CF) specifications, or include building blocks provided by the SEC_CF, or are designed according to guidelines that are provided by the SEC_CF.

Security Common Function (SEC_CF) would be beneficial to OMA stakeholders in a number of ways:

· The quality of security features in application-layer protocols would increase, since the security related issues would be defined by experts specialized on security rather than experts specialized on a particular enabler,

· The time and effort to complete new application-layer protocols would be reduced, since all security related considerations could be inherited or re-used from the results created under this work item,

· The OMA enablers adhering to the security related specifications created under this work item would be aligned in the sense that their behaviour in terms of authentication, confidentiality and integrity would be similar. This would foster the re-use of software components and thus could even speed up the time-to-market for products that implement or use particular enablers.

· The total turn around time for security reviews and security work on technical specifications should see a significant decrease, due to the fact the security group will not have to concentrate on defining new security mechanisms to address security vulnerabilities in applications; instead they will re-use the security enablers.

For the creation of the application layer security common functions, we propose to proceed stepwise as follows:

· Collect requirements to be fulfilled by the work item. This will include an analysis of the common parts in OMA application layer protocols in order to define a minimum set of security common functions on which all rely (may reuse or extend current work done by the OMA Architecture group). This step would result in a requirements document (see section on deliverables).
· Identify and evaluate possible solutions or technologies that may already be available (defined internally as well as defined by other standards organizations). E.g. the security model defined in OMA MWS group, Liberty Alliance or the WS-Security specifications of OASIS could be considered. 

· From analysis, derive an OMA security model. The security model could consist of generic architectural model and generic message flows. This would result in a security architecture document.

· Develop security specifications and guidelines for authentication, confidentiality and integrity protection to be used by OMA application-layer protocols e.g. define a data model that identifies and describes the security-related data and could explain how to embed the security-related data in protocol messages).

· In cooperation with the MWS workgroup, develop guidelines and WSDL fragments that can be used when application-layer protocols are being designed and specified using WSDL, e.g., Web Services. This can include schema definitions reflecting the data model, or the definition of the WSDL message parts that carry security-related data.
Deliverable(s):

· Requirements Document

· Analysis document listing security technologies that are already available (OMA and non-OMA)

· Architecture document describing OMA security model

· Security specifications for use by protocol designers

· Guidelines for use by protocol designers

· Guidelines and WSDL fragments for Web Service designers.

Existing Specifications or Documents Affected:

· OMA-RD_Privacy-V1_0_0-20031104-A (Privacy Requirements for Mobile Services)
Linked Work Items:

· WI #0049 (Identity Management Framework)
· WI #0062 (Interfaces for Common functions)

· WI #0088 (Gaps and Inconsistency Analysis and Enabler Inventory)

Linked Affected OMA Groups and External Fora

· OMA Requirements group (OMA-REQ), particularly the REQ-NI sub group

· OMA Security group (OMA-SEC)
· OMA Mobile Web Services group (OMA-MWS)

· OASIS 

· Liberty Alliance

· OMA Workgroups defining application layer protocols (e.g. OMA-LOC, OMA-PAG)
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Service Impacts:

Common parts in OMA application layer protocols are to be studied in order to define a minimum set of common functions on which all rely. 
Architecture Impacts:

To be defined (security considerations may impact architectural decisions)

Charging/Billing Impacts:

The proposed activity is expected to support charging and billing functionality (e.g., by providing proof of origin).
Security Impacts:

This work item will enable strong application layer authentication, integrity and confidentiality for the application oriented OMA work groups.

Privacy Impacts:

Privacy may be supported (authentication, integrity, privacy requirements may impact privacy architecture)

IOT Impacts:

IOT tests are needed.
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� Note that the term “application layer” in this context denotes a protocol layer and separates it from e.g. the transport layer. It is not to be confused with the OMA term “application” which – according to the dictionary - denotes the implementation of a specific service and separates it from the concept of an enabler which is a something to be used by applications.


� The OMA dictionary (v1.0.1) contains the following definitions:


Authentication: It is a mechanism by which the correct identity of an actor or entity is established with a required assurance.


Confidentiality: The avoidance of disclosure of information without the permission of its owner.  It ensures that the content cannot be understood by an un-authorized viewer.


Integrity: (in the context of security) The avoidance of unauthorised modification of information.
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