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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The aim of this work item is to specify a content screening framework for mobile terminals that detect and screen malicious content.  There is an urgent market demand for an effective countermeasure to the growing amount of malicious content delivered to mobile terminals before more lethal variants, such as self-spreading viruses and worms, create havoc for networks and users as richer content become available.
Currently, OMA is developing a number of enablers which provide the means to deliver content to users.  However OMA provides no means to screen content delivered to mobile terminals that is malicious, unsolicited, and/or inappropriate.   OMA has recognized this problem and initiated a Content Screening BoF (herein referred as CSBOF) to investigate content screening related issues within OMA.  One of the results of the investigation was the need for a client-side content screening framework with a set of interfaces to access a common unified content scanning functionality for OMA/non-OMA enablers to use for screening content.  An OMA specified framework will facilitate adaptation of existing client-side content screening technologies established within the PC environment to the mobile environment, providing a timely solution for an effective countermeasure to malicious content.
This work item proposes initiation of the specification work on the OMA client-side content screening framework. The framework must specify interfaces and interaction to OMA/non-OMA enablers for utilizing a common unified content scanning functionality.  
The interfaces must adhere to the principle of execution environment neutrality.  It must also be extensible in order to address the unique requirements of each execution environment and to accommodate new content screening requirements in the future.  The interface specifications may provide informative annexes describing the use of the interfaces in particular environments, but must not restrict their use implicitly or explicitly to said execution environments.  
When the client side framework is specified, i.e. the interfaces and interactions to OMA/non-OMA enablers, it will accelerate the adoption of PC based content screening technologies that have proven track record to the mobile terminals.  Such interfaces are needed to deal with a variety of execution platforms that are currently utilized on mobile terminals, whereas in the PC world, a de-facto platform is in existence and no standardized interface needed.  Furthermore, a standard set of interfaces will resolve potential compatibility issues among various OMA/non-OMA enabler software vendors when confronted with various content scanning software vendors.  
It should also be noted that the framework will not assume nor exclude the use of server-side content screening solutions placed on the network or gateways.  
On the other hand, internal mechanisms (such as the scan engine, scanning rules, and updating of such engine and rules) of unified content scanning functionality should remain out of the scope of the specification work.  The reasons are as follows.  
· Scan engine: Proprietary scan engines have already been developed and commercialized by various third-party vendors for PC market.  Each vendor may require optimizing its PC based engines for mobile terminals.  No standards are established for such engines.  There are clear benefits from sharing the technologies with PC’s, such as the ability to leverage existing and forthcoming scanning rules in the PC environment, address similar problems found on PC’s, and prevent cross platform (mobile phones to PC’s) outbreak of malicious content.  As such, the scan engine mechanism should remain proprietary.
· Scanning rules: It will be impossible to use a common scanning rule format because formats used by various third-party vendors are different from one to the other, and in principle, these third party vendors do not disclose this information.  Not only that, if scanning rules are standardized, security can be compromised since malicious hackers may reverse engineer and circumvent them.  A different format from those used by specialized vendors will make it difficult to leverage their existing and forthcoming preventive measures.  Standardizing scanning rules would also make it difficult to leverage existing vaccine generation and management know-how.
· Updating mechanism: Existing vendors specialized in client-side content screening in the PC industry have utilized an updating delivery mechanism for their proprietary scanning rule and proprietary scan engine   There are security mechanisms already adopted per delivery methods used by each vendor.  Vendors do not normally disclose the internal details of the update mechanism because they have found, albeit in a hard way, that one of the best defenses against malicious attacks is security thru obscurity.  Hence, standardization of updating mechanism should not be included in the scope of this work because of various special technologies and countermeasures already established in the content screening industry. 
To summarize, an OMA client-side content screening framework is needed in order to leverage existing PC based content screening technologies.  It is also needed to meet the urgent demand for an effective countermeasure to the growing problem associated with malicious content.  The interfaces and interaction to OMA/non-OMA enablers for utilizing content scanning functionality must be extensible and neutral to execution environment.  The internal mechanisms for unified content scanning functionality should be out of scope, not only to leverage existing PC based technologies but also because of reasons mentioned above. 
Deliverable(s):

Requirements document that defines the client-side content screening framework and common set of interfaces to utilize unified content scanning functionality residing in the terminal.
Architecture document that defines the client-side content screening framework.
Client-Side Content Screening specifications that define the client-side content screening framework where interfaces and interactions to OMA enablers are specified.
Existing Specifications or Documents Affected:

OMA-BAC-MAE-V1_0_0
OMA-Browsing-V2_2
OMA-Instant-Messaging-V1_0
OMA-MMS-V1_2
Linked Work Items:

None.
Linked Affected OMA Groups and External For a

BAC-MAE SWG
MWG-IM SWG
MWG-MMSG
REQ WG
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Service Impacts:

Terminal will need to be modified to support new functionality defined by the OMA client-side content screening framework specification.
Architecture Impacts:

The Client-Side Content Screening Framework should leverage the existing OMA architecture.
Charging/Billing Impacts:

Investigate any impact on charging.
Security Impacts:

The internal details of the unified content scanning functionality, such as scanning and updating technologies, within the client-side content screening framework shall be trusted by definition.
Privacy Impacts:

None (for screening malicious content).
IOT Impacts:

Test specifications for the OMA client-side content screening framework will need to be developed.
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