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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The goal of this work item is to extend OMA DRM V2.0 to enable seamless sharing of purchased content between multiple devices, including all the devices owned by a subscriber (phone, PC, home electronics system, car audio system, etc) and the temporary sharing of content on any device that is in close proximity to the subscriber’s device (e.g., a television set at a friend’s house or in a hotel room while the user is travelling).  Some example use cases that will be supported by the enhancements described in this work item are as follows:
1. John purchases and plays a video clip with his mobile device.  John’s mobile connects to and discovers the devices on his home entertainment network and creates a permanent sharing domain.  John browses all his content with his mobile device.  He launches the new video clip on his HDTV.

2. Using his PC, John purchases a new song and plays it on his home stereo.  John connects to his home entertainment network via his mobile device and browses his available content.  He selects the new song he just purchased and plays it on the mobile device.

3. On his way to a party, John purchases a music video on his mobile phone.  John arrives at a party where Mary is also a guest.  Mary’s mobile discovers the devices of her friends and a temporary sharing domain is established.  Mary’s mobile browses the content available to be rendered on all the guest’s devices.  She chooses John’s new music video to be displayed on the host’s home entertainment system.  When John leaves the party, Mary and the other guests may no longer play John’s content.
4. John is visiting his friend Mary.  John’s mobile discovers the devices on Mary’s home entertainment network.  A temporary sharing domain is established, allowing John to play his content on Mary’s devices. Using his Mobile and Mary’s media center, John connects to his PC at home via the internet connection of Mary’s media center and browses his home content collection.  He selects one of his most recent music purchases and plays it out via Mary’s media center.  Later they switch to an on-line radio station, for which John has a subscription. 

The enhancements proposed in this work item will provide the following benefits to subscribers, content providers and operators:

· Subscribers will benefit from increased flexibility to render their content in ways that were previously not possible.  They will perceive a level of convenience in their digital media service which rivals the user experience offered by physical media such as CDs and DVDs, which can be played on any device available to their owner.
· Content providers will benefit from an increase in content purchases, while enjoying the protection against content piracy that DRM provides.
· The added appeal of flexible sharing to subscribers will make the operator’s mobile digital media service competitive with wireline-based services and physical media, resulting in an increase in the number of service subscribers and content purchases (and hence an increase in operator revenue).
In OMA DRM V1.0, content could only be purchased for use on a single device.  OMA DRM V2.0 relaxes this restriction by introducing domains to enable the purchase of content for use on multiple devices.  Each device to be included in a domain registers itself with a rights issuer, executes a domain join protocol, and receives a domain key in return.  When a subscriber purchases content for a particular domain, they receive a domain rights object that can be used together with the domain key by any device in the domain to render the content.  
OMA DRM V2.0 domains have a number of limitations that prevent the kinds of seamless sharing described above:
· Domains must be created at each rights issuer from which a subscriber purchases domain content.  In cases where a subscriber wants to buy content from multiple rights issuers, he must re-create the domain at each of the rights issuers, which requires a great deal of effort.
· Because domains are maintained at rights issuers in the network, each device joined to a domain must have wide-area network connectivity to execute the domain join protocol (or have access to a WAN-connected device that can be used as a proxy for communication with the rights issuer).  This makes it difficult to include unconnected devices in a domain.

· Temporary sharing scenarios are typically spontaneous, and the identities of the devices involved are not known in advance.  This makes it cumbersome to have each device execute the domain join protocol with a rights issuer before sharing can take place.  

To eliminate these restrictions and enable more flexible sharing of content, this work item proposes to investigate the following enhancements to OMA DRM V2.0:
· Devices should be able to create domains, add members to them, and issue rights objects to domain members without the involvement of a rights issuer in the network.

· Domain management policies must be specified to set forth the capabilities a device has to create and modify permanent and temporary sharing domains (number of members per domain, number of changes to a domain allowed in a given time period, etc.)  A device’s domain management permissions can depend on the device’s capabilities or on the tier of service that a subscriber has purchased, which requires a way of expressing these permissions on a per-device basis. The OMA DRM rights expression language could be extended to express these permissions for each content item, or domain management capabilities could be granted to a device when it creates or joins a domain.
· The operation of temporary sharing must be defined.  The OMA DRM rights expression language needs to be extended to express the constraint that content can only be rendered while the rendering device is in proximity to another device that grants the temporary sharing.  
Deliverable(s):

· Specification of device-based rights issuer protocols and functionality
· Definition of domain management policy expression and protocols

· Definition of temporary sharing rights expression
Existing Specifications or Documents Affected:

· OMA DRM Architecture Specification

· OMA DRM Specification
· OMA DRM Rights Expression Language Specification

Linked Work Items:

TBD
Linked Affected OMA Groups and External Fora
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Service Impacts:

Terminals and servers will require modifications to support new functionality defined
Architecture Impacts:

TBD
Charging/Billing Impacts:

None
Security Impacts:

TBD
Privacy Impacts:

TBD
IOT Impacts:

TBD
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