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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases)
Based on evolving industry needs in the context of device management, this work item addresses the combined and controlled usage of existing Management Objects. The enabler to be developed allows to download, configure and initiate “control workflows” on devices. These control workflows utilise existing Management Objects including operations related to these MOs. A control workflow can consist e.g. of a sequence of DiagMon, FUMO and SCOMO operations. The initiation of a workflow is triggered by a DM server or, by an instance on the device. The result of the operations can be reported back to the DM server using standard DM methods.

The control workflow and its additional information is bundled into a Management Object called:

Software and Application Control Management Object, or SACMO for short.

Justification

The current software and application landscape in the mobile market is fragmented on multiple levels. As a direct result a mobile device becomes highly unmanageable utilising single DM MO's and results in a silo-management scenario. This burdens the service and content provider with uncontrollable increasing costs. This MO will lower the operational costs and infrastructure requirements with the additional benefit of lowering the bandwidth needs which are currently overshadowing normal network operations.

In addition it enables the benefits of individual MO's to be combined to complex management tasks in a single shot environment. Service and content providers will also be enabled to create business added value in conjunction with this new Software and Application Control Management Object.

General Use Case 1
Customer Care Agent (CCA) receives a request from a user to fix a problem with an application on the user’s device. CCA identifies an available control workflow to be processed on the device. As this control workflow is initiated on the device, several existing MOs are triggered to analyse, identify, communicate, and start countermeasures using existing MOs, and report the combined result back to the DM server/CCA. 

Specialised Use Case 1
As a result of the analysis it was discovered that the application utilises a new FW version. This leads to the countermeasure of starting a FW update via FUMO.

Specialised Use Case 2
After the problem in the above use specialised case 1 has been fixed an additional analysis is run for safeguarding the affected application. If necessary, further actions will be triggered based on the result of the analysis.

Specialised Use Case 3
As a result of the analysis it was discovered that the application version is outdated. This leads to the countermeasure of starting a SW update via SCOMO.

Specialised Use Case 4
As a result of the analysis it was discovered that a restart is required. This leads to the countermeasure of restarting the device. The restart level (OS, execution environment, application) will be chosen depending on the outcome of the analysis.


General Use Case 2
The user has a device with an enhanced maintenance service. This service includes frequent checks for SW updates to keep the device, resources and applications current.  In order to provide the desired enhanced maintenance service a specialised control workflow has been installed and pre-configured. 
 

Specialised Use Case 1
After FW update, version consistency check for all SW components (included in SCOMO) is included in the control workflow. Inconsistencies are resolved utilising the control workflow mechanism, as described in the Use Case above.

Specialised Use Case 2
The control workflow also verifies and adjusts the security properties of the device to prevent fraudulent operations and installations of MOs which are not from an authorised source. 

Specialised Use Case 3
If the device is in a SW installation state an appropriate control workflow will be triggered to guarantee the consistency and security of the device.

Specialised Use Case 4

The control workflow will verify configuration settings of pending or deployed applications and correct them as necessary or reject them if corrective measures cannot be carried out or determined.


General Use Case 3
A user installs a new application which depends on several components and resources on the device. A control workflow will verify the availability of all components and resources. The dependencies and application will be registered in the DM tree as a virtual package. Future operations of DM MO's can address the virtual package, which can be configured late on the device, to ensure a holistic management of the application and its dependencies.


General Use Case 4
The user tries to install and run an application which has the need of a specialised runtime environment and condition. A control workflow associated with the type of application will be triggered to ensure the correctness of the required environment. In the case of a non-existing runtime support, the control workflow can decide to initiate a download of the required environment, reject the installation and execution of the application or initiate a communication with the DMS to obtain specialised instructions.  A violation will be reported back to the DMS.


Work Areas
The following has been identified as work areas for the SACMO:

	Work to be undertaken by OMA
	Priority

	1. define a workflow sub tree and a control workflow state model
	High

	2. define the on-device DM protocol interaction 

· work should include result reporting and alerts for bulk operations on multiple MOs
	High

	3. define the control workflow behaviour, incl. conditional, sequential and embedded processing
	High

	4. enable support of conditional execution of workflow operations by defining a conditions sub tree 
	Medium

	5. define application dependencies (meta-data for describing system components and the dependencies between SCOMOs)

· may be used to support an Application Catalogue 
	Medium

	6. support mechanisms to communicate and interact with the DMS and DM agents handling the MOs
	Medium

	7. define enhancements to existing MOs to support DMS to Workflow information interchange

· e.g. DMS server initiated downloads, Application catalog data
	Medium

	8. support application control by defining the process sub tree which has to reflect the current state of the device/MOs/Apps and supports query of current running applications 
	Low


Note: the definition of additional MOs is outside of scope for this WI.

Issues this Work Item is Aimed to Solve

With the current DM enablers, MOs are used in a rather independent manner. Also no conditional dependencies can processed with out the help of the DMS. The downside of this current model leads to an inefficient use of bandwidth and bearer resource utilisation.

This work item increases the efficiency of DM operations by a multitude and allows advanced Software and Application control utilising existing DM enabler and its Management Objects.

Market Benefits:

For the user:

· Better user experience as problems are fixed faster

For the operator:

· Efficient tool for SW and Application management and other operations

· Saving cost by enabling more efficient DM operations

· Open ups new business opportunities for the whole service layer experience

Expected Market Penetration
On top of already FUMO and later SCOMO enabled devices, which are currently implemented in a majority of mobile devices, this enabler enhances the manageability of already used and established DM infrastructure with minimum cost impact.

Complexity
The complexity is equal to the leverage utilising the already specified DM enabler functionality.

Time to Market
The current Software / Application market for mobile devices is growing with an exponential factor, e.g. 1500+ applications / month for some smart phones.

This enabler is needed within a very short period of time to embrace and contain the flood of  Applications and Software that gets distributed and deployed to customers in an unmanageable way. 

It is proposed to limit the RD / AD phase to an absolute minimum and progress as soon as possible with the TS, so that the enabler can be released in less then 18 month. The aim of 12 month for the final TS, followed by the IOT related material would be optimal.

Uniqueness
This MO fills a missing link of the current DM enabler functionality.

Existing Specifications or Documents Affected
None.

Linked Work Items
OMA DM

OMA DM SCOMO, OMA DM FUMO, OMA DM DiagMO, and other OMA DM Management Objects

Linked Affected OMA Groups and External Fora

OMA REQ,  OMA ARC,  OMA SEC

2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.

 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.

 FORMCHECKBOX 

Other – Describe:_______________________________________________________________

3 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	
	X
	
	
	X
	
	X
	
	X


Service Impacts:

Device side only

Architecture Impacts:

Addition SACMO components to be integrated in DM enabler.

Charging/Billing Impacts:

none

Security Impacts:

On-platform security inspection

Privacy Impacts:

none

IOT Impacts:

Work with IOP-MEC and IOP working groups to arrange for proper IOT will be required.
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