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1 Description

Description and Objectives of Work to be undertaken (including Justification and Use Cases):

The primary objective of Device Management Working Group is to specify protocols and mechanism for managing distributed, devices, to optimize a subscriber’s experience and reduce network-operating costs. One important building block for achieving this is the Software Component Management Object (SCOMO). 
OMA DM Software Component Management Object 1.0 supports, in conjunction with the OMA Device Management Enabler v1.2, to enable Management Authorities (e.g. Operators, Device Manufacturers and 3rd party service providers) to deliver, install, update and remove software components in a secure environment.

SCOMO is expected to become widely deployed and several Management Authorities are already introducing and using it. Findings from thorough testing and first deployments have shown that SCOMO is a very useful and powerful enabler which supports many compelling use cases.  However, new use cases and some functional gaps have been identified which lead to a natural evolution of this enabler.
Based on this, it is proposed that the work item addresses at least the following areas:
1. Improved inventory capabilities.

The SCOMO client will support the exposing of applications and software components which will NOT be fully managed by SCOMO server, meaning that no SCOMO operations will be supported on them. Clarification: this is in addition to “fully managed by SCOMO” applications and software components which are defined in SCOMO 1.0.
2. Support retrieval of size of a installed component, as well as its location (drive or partition)

3. The SCOMO server will provider richer information for new components as well as for updates of installed components (both being “fully managed by SCOMO”). This information will include (but not limited to): application size, release notes, icons.
4. Improved inventory data for better filtering.
a) Application/components reported by SCOMO inventory may be tagged with additional information, as follows:

1. SCOMO Management Scope: “Fully Managed” / “Inventory Only”
2. Component Owner: “Operator” / “Phone Vendor” / “Third-Party” / <more values TBD>

3. Component Author: A string

b) Each application/component reported by SCOMO inventory will be tagged by its execution environment. Sample values: “Java”, “Flash”. These values will be pre-defined and registered with OMNA and may be extended when new environments emerge.
5. Re-define the SCOMO flows to include user interaction, similar to FUMO (e.g. the client may inform the user and/or prompt for confirmation. Server may use display alerts to interact with the user if the client supports them)
6. Improved standardization of installation parameters for a software component which will be used by the installer (note: different than #3)., Among them (but not limited to):

a) Specify target memory area for component installation (drive, folder, partition)

b) Define additional installation options (examples: “kill application if it is running prior to installation”; Silent install)

c) Specify target menu area (shortcuts, soft/hard keys, start menus, target folder/screen, etc.)

7. Support firmware updates by marking a software component as “firmware”, e.g. by using the EnvType values “BP Firmware”, “AP Firmware”, etc.
8. Support package types combining component updates and firmware updates.
9. Improve inventory query efficiency, by any combination of the following:

a) Filter query by tags (as defined in items 4 earlier)

b) Mandate that the <x> node value must be identical to the SCOMO ID, to support retrieving specific sub-trees or nodes from the SCOMO tree. (This is relevant to the “Delivered” and “Deployed” sub-trees)
10. Optionally support dependencies between SCOMO components by adding a list of required components (identified by SCOMO ID) on each component.
11. The uninstall function should optionally verify that the software component that is being uninstalled is not required by other applications or components. This functionality depends on #10.
12. Support optional configuration data per each installed software component. [The following is not part of the WID, but is described here to convey the idea: a new sub-tree “Deployed/<x>/Configuration”.]
13. Add a Generic Alert in which the client can ask the server for:
a. Update for a specific component

b. Check for firmware updates

c. Check for all updates

d. Check for updates for any dependency of a specific components

Work Areas:

The following has been identified as work areas for SCOMO 1.1:
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Issues this Work Item is Aimed to Solve

SCOMO 1.1 will further enhance the Software Component management capabilities. With the current SCOMO some use cases cannot be addressed and some functionality required by Management Authorities is missing.  The user experience will be improved and management authorities will have a more comprehensive tool for managing software (please see section xxx for the additional functions). 

Expected Market Penetration:

As a high market penetration becomes already visible with SCOMO 1.0, the same is also expected for SCOMO 1.1. 
Complexity:

The complexity will not increase significantly compared to the already specified SCOMO enabler functionality.

Time to Market:

The current Software / Application market for mobile devices is growing with an exponential factor, e.g. 1500+ applications / month for some smart phones.

This enabler is needed within a very short period of time to embrace and contain the flood of Applications and Software that gets distributed and deployed to customers. 

It is proposed to limit the RD / AD phase to an absolute minimum and progress as soon as possible with the TS, so that the enabler can be released in less than 18 month. The aim of 12 month for the final TS, followed by the IOT related material would be optimal.

Uniqueness:

Existing Specifications or Documents Affected:

None.

Linked Work Items:

OMA DM 1.3, DM 2.0
OMA DM SCOMO, OMA SACMO
Linked Affected OMA Groups and External Fora

OMA DM, OMA REQ, OMA ARC, OMA IOP.
2 Planned Deliverables

Enabler Release Package:


Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:


RD Package – This is not intended to be part of an enabler.


AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.


White Paper Package – Informative technical document not associated with an enabler.


Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.


Other – Describe:_______________________________________________________________

3 Impacts
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Service Impacts:

Mostly on the device side
The work defined in this work item will provide enhanced Device Management functions and services to the Device Management 1.2 Enabler Release. Terminals implementing the Software Component Management Object will expose software components for use of authenticated and authorized management servers supporting the functionality. 
Architecture Impacts:

Additional SCOMO functions to be integrated in SCOMO enabler.

The work defined in this work item is not likely to impact the architecture diagram assumed by the Device Management 1.2 Enabler Release. Any enhancements will be included in the Software Component Management Object AD that is included as a deliverable.
Charging/Billing Impacts:

None.
It is recommended that OMA MCC is consulted for the charging analysis for SCOMO. The SCOMO specifications will as far as possible provide adequate information to enable charging, within the framework and limitations defined by OMA DM 1.2.

In addition, gaps and potential enhancements to be considered for future DM releases (e.g. DM1.3) shall be identified in a white paper to be submitted to OMA DM
Security Impacts:

No additional security requirements
It is recommended that OMA SEC is consulted for the security analysis for SCOMO, as remote software management can introduce significant security implications for the terminals and the network operators.

The SCOMO specifications must be made as secure as possible within the framework and associated limitations defined by OMA DM 1.2.

In addition, gaps and potential enhancements to be considered for future DM releases (e.g. DM1.3) shall be identified in a white paper to be submitted to OMA DM.
Privacy Impacts:

None expected
IOT Impacts:

IOT testing will be necessary as will drafting of the appropriate test documents to progress specifications to approved status.
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