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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

OMA RESTful Network APIs may be complemented with a common delegated authorization framework based on OAuth 2.0, for access of third party applications via those APIs.

The objective of this WI is to reference, profile and extend (if required so) OAuth 2.0.
The Delegated Authorization framework will enable a user owning network resources exposed by an OMA RESTful API, to authorize third-party applications (desktop, mobile and web applications) to access these resources via that API on the user’s behalf.

The justification for starting Delegated Authorization framework for OMA RESTful APIs comes from today’s market reality and as high priority for OMA RC-APIs (as described in RC-APIs WI).
Work Areas:

Specifically, this work item will provide delegated authorization functionality that can be used with the OMA RESTful network based APIs:

RC-APIs 1.0

ParlayREST 1.0

ParlayREST 2.0

SUPM 1.0  

CAB-APIs 1.0
Issues this Work Item is Aimed to Solve

The service providers desire to expose useful information and capabilities to applications in a standard, controlled manner. Access to the resources owned by user should be authorized by resource owner. Existing standards mechanisms are either too broad or narrow to exactly meet the requirements on the usage of the OMA Network APIs. 

This WI will define a commonly reusable, lightweight, Web-friendly delegated authorization framework for OMA RESTful APIs. This authorization framework is based on OAuth 2.0.

This authorization framework (initially planned as part of RC_APIs WI) will allow granting authorization to different types of applications (desktop, mobile and web applications), taking into account their specific characteristics. 

Out of Scope for this WID:

User and application authentication aspects are out of scope of this WID.

Authorization aspects that are specific to an individual API (e.g. OAuth Scope values).
Market Benefits:

Allows application authorization in a simple and standard method from desktop, mobile and web applications. The framework allows users to authorize access to their resources by third party applications. 

Subscribers

· Will be presented with a larger pool of 3rd party applications from which to choose from.

· Will be presented with more applications they can use in their mash-ups or widgets.

· Can benefit from network capabilities being accessed from a PC or other access device.

Application Software Developers

· Are more likely to build applications that leverage the APIs since they can rely on the APIs being widely and consistently available

· Evolution of the APIs will factor in developer feedback to ensure relevance and quality

Operators

· Can tap into larger and different developer communities to have applications developed for their networks

· Encourages innovative, 3rd parties to deliver services to operator’s customers; reaching out to The Long Tail of customers desiring such services.

· Presents a common industry standard to facilitate authorized exposure of the network capabilities via standards APIs
Expected Market Penetration:

Expected to be deployed by any service provider in conjunction with any OMA Network API.
Complexity:
No complexity is expected in light of the proposed scope of the work, which will basically employ existing and available technologies. The basic requirements are taken from GSMA RCS Requirements. Some extensions may be considered to cover OMA intended scenarios, subject to timeline constraints and taking into account coordination with other standards fora if required.

Time to Market:

Time to market will be reduced by the results of this Work Item.
Uniqueness:

There is no other known related standardisation work to adapt OAuth 2.0 to OMA Network APIs. Therefore, this work is not available in other fora at this time, and this OMA WI is unique in that sense.
Existing Specifications or Documents Affected:

No existing specifications documents will be affected. 
Linked Work Items:

RC-APIs 1.0 (that defines the need for security framework for RC API)

ParlayREST 1.0

ParlayREST 2.0

OMA SUPM 1.0  

CAB APIs 1.0


Linked Affected OMA Groups and External For a
Internal: ARC, COM

External:  IETF, GSMA RCS, GSMA OneAPI, WAC 
2 Planned Deliverables

Enabler Release Package:      FORMCHECKBOX 


(Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. )
Reference Release Package:  FORMCHECKBOX 

	Please Indicate how requirements will be documented
	Select one

	Baseline (pre-existing) Requirements
	

	None
	

	Requirements are documented in an existing OMA RD or combined Release document (ER or RR)
	

	Reference to external requirements (note a CA/CF must be in place allowing for this)
	X

	New Requirements
	

	None
	

	Create New OMA RD or combined Release (ER or RR)
	X

	Update an existing OMA RD or combined Release document (ER or RR)
	

	Other (please describe) _____________________________________________________________
	

	Please Indicate how new requirements will be reviewed

(Note: If there are new requirements then these need to be reviewed)
	Select one

	RD Review at the end of the requirements phase
	

	Closure review at the end of the Requirements phase
	

	Requirements reviewed as part of the ER/RR at the end of the development phase
	X

	No requirements review (please justify)
	

	

	Please Indicate how Architecture will be documented
	Select one

	New Architecture Document (AD) (or new version of existing AD)
	

	Architecture will be documented in combined Release document (ER or RR)
	X

	No Architecture documentation
	

	Other (please describe) _____________________________________________________________
	

	Indicate how Architecture will be reviewed

(Note: If there are Architecture components then these need to be reviewed)
	Select one

	AD  Review at the end of the Architecture phase
	

	Closure Review at the end of the Architecture phase
	

	Architecture reviewed as part of the ER/RR at the end of the development phase
	X

	No Architecture review (please justify)
	

	

	Development Phase  (please indicate which type of deliverable(s) will be produced)
	Tick all that may apply

	Technical Specifications


	X

	Combined Release document (ER or RR)
	X

	Data Description Specifications (e.g. Schema, MO, DDS, etc)
	

	White Paper
	

	Other (please describe) _____________________________________________________________
	

	None
	

	Please Indicate how the release will be reviewed
	Select one

	Consistency review at the end of the development phase
	TBD

	Closure review when the Release is complete
	TBD

	None (please justify) ________________________________________________________________
	


3 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	
	
	X
	
	
	
	
	
	


Service Impacts:

None expected
Architecture Impacts:

None expected
Charging/Billing Impacts:

None expected
Security Impacts:

None expected
Privacy Impacts:

None expected
IOT Impacts:

None expected
4 Document History

4.1 Approved Versions

	Version
	Date
	Notes
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4.2 Draft Version 1.0 Revisions
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