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1 Reason for Contribution

In the Architecture WG’s meeting in Hawaii, text was added to the Security section of the “IMS in OMA” AD, OMA-AD_IMSinOMA-V1_0-20040826-D. This contribution provides comments and suggests a few additions and corrections for Section 6.8.5 of the document.

2 Summary of Contribution

This document proposes adding specific notes and suggests a few corrections for Section 6.8.5 of f the “IMSinOMA” AD document as detailed below.

3 Detailed Proposal

6.8.5 IMS Security Functions

OMA enablers may rely on the security mechanisms provided by IMS, as described in this section.

IMS classifies the security functions into:

1.  Access Security, as specified in 3GPP TS 33.203 and 3GPP2 S.R0086; and 

2. Network Security, as specified in 3GPP TS 33.210
.

6.8.5.1 IMS Access Security

The IMS Access Security functions affect the IMS implementation in the UE and the network. IMS Access Security has the following characteristics:

· Mutual authentication between the user and the network. 

· A private user identity used for authentication.  The private user identity is stored, along with shared security parameters both on a tamperproof identity module (e.g., 3GPP’s UICC or 3GPP2’s RUIM) in the terminal, and also in a server in the network.. 

· IMS Authentication based 
the Authentication-Key-Agreement (RFC 3310).

· Users are authenticated as soon as they register to the IMS and also upon network request.

· Users may register one or more public user identities.  Upon authentication of the private user identity the network is able to verify that the public user identity or identities are valid.

· 
Integrity protection is provided by the IMS core.

· A security association agreement procedure (RFC 3329) allows negotiation of the security mechanism.

6.8.5.2 IMS Network Security

The IMS Network Security functions affect the implementation of network nodes. IMS Network Security has the following characteristics:

· Inter-domain interfaces provide confidentiality and integrity protection.

· Intra-domain interfaces may provide, at the discretion of the operator, confidentiality and/or integrity protection.

· 

· 

.
4 Intellectual Property Rights
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5 Recommendation

It is recommended that the revisions proposed in Section 3 of this contribution be agreed by the Architecture WG and accordingly be incorporated into “Section 6.8.5  IMS Security Functions“ of the “IMSinOMA” AD document. 
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