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1 Reason for Contribution

The reason for this contribution is to propose some amendment to PEEM AD related to terminology.

2 Summary of Contribution

It is recognized that the PEEM definitions do not map perfectly to the IETF definitions, partly because of the introduction of the PEEM proxy usage pattern, which does not have an equivalent in the IETF PEP-PDP model. This has caused some confusion regarding the terms evaluation, execution and enforcement, which are used frequently throughout the document. This contribution proposes a new definition, and amendments to an existing definition, and gives an explanation of the policy enforcement using the amended definitions.

Note that there is, and will remain a small issue with the name of the enabler (PEEM = Policy Evaluation, Enforcement and Management). This issue already exists (an oxymoron, because of the current definition of Policy Enforcement, which already includes the Policy Evaluation step in it). We decided to not suggest changes to the enabler name, because it would have create significant unnecessary work because of ripple effect through documents (e.g. WID, WISPR, PEEM RD, PEEM AD, PEEM TS) and because OMA delegates are already familiar with the term PEEM.

The detailed section will include the changes suggested. Here we explain the rationalization of the changes. The main confusion is created by the use of the term “enforcement” in several places for the document. It also happens to most likely term that can be interpreted differently in IETF PEP-PDP model and in PEEM, because of its interpretation introduced by the PEEM proxy usage pattern, where the policy enforcement process completes. In the case of the callable usage pattern (which maps quite easily to the IETF PEP-PDP model, as described in the PEEM AD), enforcement of the policy decision completes outside PEEM, in the requester (the E requester).

A simplified explanation is provided below, to help understand the reasoning for the amendments in terminology.

Policy Enforcement detailed steps

The following simplifying assumptions are being made for readability:

· there is only 1 rule in the policy

· PEEM has already identified it based on input context in the request for policy enforcement (the term policy enforcement is used here to mean “the complete policy enforcement process” for either the callable usage pattern or the proxy usage pattern).

The following internal steps can be identified in the policy enforcement process (we will note some differences in the number of steps, and some differences in the exact details of the steps, between the callable usage pattern and proxy usage pattern):

1) Evaluation of the condition(s) portion of the rule. If the conditions(s) evaluate to TRUE, it is considered that the rule evaluated to TRUE. If the condition(s) evaluate to FALSE, it is considered that the rule evaluated to FALSE. This step takes place in PEEM. This step is the same for callable and proxy usage patterns.

2) Execution of the action(s) portion of the rule. This step takes place if the rule evaluated to TRUE (see previous step). This step takes place in PEEM. This step is the same for callable and proxy usage patterns, although in the different patterns, the action(s) may be different, and in the callable usage pattern, the actions may include the assignment of values to output variables that may be returned to the requester.

3) Additional handling related to the value that the rule evaluated to (TRUE or FALSE). This step takes place in  PEEM. This is where there are more significant differences between the callable usage pattern and the proxy usage pattern. In the callable usage pattern, the value to which the rule evaluated (TRUE or FALSE) and output variables (if existing) are returned to the requester. In the proxy case, if the rule evaluated to TRUE, PEEM will forward the request to the original target resource, while in the case where the rule evaluated to FALSE, it will return an error to the originator. In the proxy usage pattern, this step also coincides with the completion of the policy enforcement process (the policy decision result is enforced by forwarding the request or returning an error, thus denying the request). In both patterns, this is the last in the policy enforcement process step where PEEM is involved. In the proxy case only, this also coincides with the completion of the "policy enforcement" process. In the callable pattern case, this step is also referred to as “returning a policy decision result”. 
4) Result enforcement. The requester is receiving a policy decision (the result of the previous step in the callable usage pattern). This consists of the rule evaluation return value (TRUE or FALSE), with additional information being optionally passed via the output variables mentioned before. The requester uses the policy decision result and the additional information in the output variables to complete the policy enforcement process (e.g. “allow” or “disallow” the access to resource, and perform any additional preparatory steps). This step takes place in the requester (outside PEEM). In the callable usage pattern, this step also coincides with the completion of the policy enforcement process. There is no equivalent step in the proxy usage pattern (in that case, the policy enforcement process already completed in step 3 before).
Conclusions

With the above explanation, the simplest way to reconcile the definitions is the following:

a) Introduce a new definition for “result enforcement” (in the callable usage pattern; it is outside PEEM, while in the proxy case, it is inside PEEM).  That is in order to try to keep the definitions the same, rather than exporting the notion of the usage patterns to the terminology.

b) Amend the existing “policy enforcement definition” to add the “result enforcement” step.

c) The definitions for “policy evaluation” and “policy execution” remain intact.

See detailed section for the definitions changes proposed. We have conducted a summary search of the PEEM AD and we believe that PEEM AD text is still consistent with those amendments. There is always of course the possibility to improve the text, but we did not find any blatant inconsistencies that would be caused by these changes, and therefore refrained ourselves from suggesting additional changes. Any possibly minor inconsistencies that may be identified during the informal review, should be easily addressable during that process.

3 Detailed Proposal

Begin Change

[…]

3.1 Definitions

For the purposes of the present document, the terms and definitions given in [OMA-DICT] and the following apply:

	Result Enforcement
	The process of enforcing (i.e. carrying out) the results of the policy evaluation and execution (e.g. allowing or disallowing access to a resource, following any additional preparatory steps indicated by the results).

	Delegate
	A delegate is a designated resource that performs specified tasks or functions on behalf of (one or more) other resources. To delegate is to designate a resource to perform specified tasks or functions on behalf of (one or more) other resources.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460]].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement
	The processes of policy evaluation, policy execution and result enforcement.

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true

	Request 
	An articulation of the need to access a resource (e.g. asynchronous events).

	Requestor
	Any entity that issues a request to a resource.

	Resource
	Any component, enabler, function or application that can receive and process requests.


[…]

End Change 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The main recommendation is to agree to the changes described in the Detailed proposal section and include them in the PEEM AD. A 2nd recommendation is to add the "Policy Enforcement detailed steps" explanation given in the summary section to the PEEM AD, section 5.4 Flows (possibly as 5.4.3, after the callable and proxy flows and before the policy management flow). That explanation now crisply reflects the consistent use of the definitions, and shows how the policy works in granular steps – as such it would add to the overall understanding of the policy enforcement functionality.
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