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1 Reason for Contribution

This contribution attempts to progress the work on the GPM AD. R01 is addressing comments received (including some in contribution 261) and adding a supporting company.
2 Summary of Contribution

This contribution provides a summary analysis of GPM requirements, as a justification for a subsequent proposal for an architecture diagram and description of functional components and interfaces. The ”Detailed Proposal” represents proposed text/figures for the GPM AD. The rest of the “Summary of Contribution” describes the GPM requirements analysis.

GPM requirements can be, by and large be grouped into:

1. Functional requirements that clearly point to the need of an OMA specified interface

a. for resources to send requests to GPM, and receive in return decisions resulting from the evaluation of the permissions rules

b. for managing permissions rules

2. Functional requirements that point to the behaviour of GPM

a. indicate what GPM permissions rules may look like

b. indicate what GPM should do when receiving permissions checking requests or permissions rules management requests

c. indicate other sources of information upon which GPM can draw upon when dealing with permissions rules, permissions checking requests, permissions rules management requests

3. Actor/user experience requirements that point to the need of some interfaces in order to support GPM behaviour – where arguments can be either make pro or against defining anGPM I0 specified interface

a. describe how assignment of roles and responsibilities can be handled for the actors that are involved in the permissions rules management  (e.g. an administrator assigning roles to permissions managers); such requirements are neither specific to GPM, nor do they seem to point to a situation where interoperability would require that their implementation be standardized, or do it in the GPM context.  Although an I0 type of interface could be specified to implement those requirements, there is not much advantage to provide an OMA specified interface to assign/manage roles and responsibilities of actors for the reasons described.

b. describe the need to notify and/or query authorized principals of changes in the permissions rules, or changes in the roles/responsibilities. As in 3.a. above, an I0 could be defined but may not be necessary. Notification could also be achieved via “Interface to other resources”. 
Based on the above summary analysis – we have concluded that, interfaces for management of roles/responsibilities (e.g. assigning/removing roles/responsibilities) may not be a high priority for GPM, and as a result have not proposed an I0 interface to support them. At the same time, interfaces for providing notifications and/or queries could be defined in the AD as an GPM I0 interface, in particular because the GPM functionality is so dependent on notifications and “ask management”.. The critical interfaces for GPM are those to support the requests from resources (e.g. OMA enablers) for permissions checking on required attributes, and the interface needed to manage the Permission Rules.

This view is therefore reflected in the Detailed Proposal.

3 Detailed Proposal

Change 1:  Introduce the architecture diagram and functional components and interfaces

5.2 Architectural Diagram

Editor’s note: For terms used throughout this contribution, the definitions in the GPM RD apply. Since the GPM RD is not yet approved, the final definitions should be added at that time.

Editor’s note: References to other documents are the subject of a separate contribution – in which [GPM RD] is a reference to the GPM Requirements Document, [PEEM RD] is a reference to the PEEM Requirements Document, and [PEEM AD] a reference to the PEEM Architecture Document]

Editor’s note: arguments could be made that this logical architecture could be split in multiple components. We suggest to start with this logical view, and perform any splits once we better understand that such splits would be beneficial in the use of the enabler. Since GPM is a possible derivation of PEEM, and PEEM AD has been agreed as 1 single logical component, the current thinking is we should inherit this view, until we find architectural reasons to take a different approach – which may have a ripple effect of re-visiting PEEM architecture (if indeed GPM is a derivation of PEEM). Should we decide to stick with the non-split logical architecture, the recommendation is to at least consider describing possible particular implementations based on split architecture in an Appendix. Such alternatives would be forthcoming as separate contributions.

This section contains the GPM architectural diagram using some PEEM nomenclature [PEEM AD].  The GPM enabler architecture has similarity with PEEM architecture. For the permission checking, an architecture is required that supports a callable usage pattern similar to the one supported by PEEM (see Section 5.3, and description of this pattern in [PEEM AD]). For the permission rules management, an architecture that supports management of individual permissions rules is required, but it may be built on PEEM architecture if all GPM requirements are supported by it (see Section 5.3, [PEEM RD] and [GPM RD]).
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Figure 1. GPM Enabler architecture

Editor’s note: the GPM-1 (PEM-1) and GPM2-(PEM-2) interface names may change pending other ARC decisions

Interfaces have been established based on the requirements that imply interactions with other resources, and are critical for interoperability between those resources.  Other requirements point to the behaviour of the architectural component, and may require the use of I2 interfaces in order to be fulfilled (e.g. requirements regarding management of actor roles/rights) but do not necessarily require the specification of I0 interfaces because interoperability between resources is not a GPM issue in this case, and how those roles/responsibility are being assigned does not affect the GPM functionality described in the GPM RD. 

5.3
Functional Components and Interfaces

5.3.1
Permissions Checking and Management Component

The Permissions Checking and Management Component has the following features:

· identifies the Permissions Rules associated with the Permissions Checking request 

· processes the Permissions Rules, i.e. goes through the following steps:

· evaluates Permissions Rules using input arguments received from a Permissions Checking Requester and other GPM context information (e.g. GPM protected permission targets, GPM protected attributes, GPM “ask management” additional information, etc ). The Permissions Checking Requester 
· determines, and returns to the Permissions Checking Requester (a resource that issues a Permissions Checking Request to GPM enabler) a decision indicating what action the Permissions Checking Requester should execute (see below)  as well as actions that the GPM enabler may need to execute before the access to a Target Attribute is to be granted (see below). The following are possible actions:

· ASK: Ask for consent from Ask Target,
· GRANT: Grant permission to release Target Attribute(s), 
· DENY: Deny permission to release Target Attribute(s),)
· provides the Permissions Rules management functions to a Management Requester - a resource that issues a request for performing functions such as:

· creating, reading, deleting, modifying, listing, suspending, resuming and prioritizing of Permissions Rules, overwriting priorities of Permissions Rules

· associating/disassociating permission rules with attributes, application feature sets, permissions targets

· notifies authorized principals when changes occur in permission rules, or protected attributes, or management roles/responsibilities 
· notifies authorized principals and/or queries them for consent on permissions checking decisions (e.g. send Ask Request to Ask Target)
· 
NOTE 1: The Permissions Checking and Management component is realized using PEEM, with appropriate enhancements to address specific GPM requirements for GPM Permissions Rules expression, GPM permissions checking requests and GPM permissions rules management requests.
NOTE 2: There are other functions captured by GPM requirements [GPM RD] which are considered important to GPM in defining internal GPM enabler implementation functionality, but may not be considered critical to GPM, and therefore may not be reflected in GPM specifications. Such functions support:
· assigning/retrieving/modifying/revoking/delegating management roles/responsibilities (e.g. per permissions target)

· 
5.3.2 GPM-1 (PEM-1)

This interface is derived from PEM-1 [PEEM AD].  All input arguments required in the evaluation of the permissions rules (e.g. Permissions Target identity,Target Attributes, Target Attribute Requester identity and other information) and all output arguments (e.g. decision rendered by the evaluation of Permissions Rules) are passed over this interface.

Editor’s note: the name of this interface can change; it could become PEM-1 (GPM-1) or stay GPM-1 (PEM-1)

5.3.3 GPM-2 (PEM-2)

This interface is derived from PEM-2 [PEEM AD]. It allows Authorized Principals to manage Permissions Rules. Specific GPM requirements may require new arguments to be specified and passed using this interface, in addition to arguments found necessary for the more generic PEEM PEM-2 interface (e.g. the functions of creating/updating, deleting and viewing apply to individual permission rules, permission rules may have associated type – neither of those are currently required by PEEM RD).

Editor’s note: the name of this interface can change; it could become PEM-2, or PEM-2 (GPM-2) or stay GPM-2 (PEM-2)

5.3.4 GPM-3
Editor’s note: We are suggesting here that we may want to specify this interface, since it is important to the behavior of GPM. However, we acknowledge that notifications/queries may also be realized with other  (e.g. interfaces from other enablers – hence dependencies – or even I2 interfaces). It is therefore FFS whether we should indeed specify a GPM I0 interface for queries/notifications, or to use “Interfaces to other resources” or any other interfaces instead.
This interface is used to notify and/or query authorized principals, as a result of a management request or as a result of a permissions checking request. In all cases, this interface will be used to notify an authorized principal (e.g. permissions target, permissions manager, administrator) about the occurrence of an event of interest to them (e.g. change in permissions rules, change in management roles/responsibilities, added attributes to be protected, attempt by a resource to access a protected attribute). In some cases, this interface will also be used to pass back a response from the notified authorized principal (e.g. in the case of an “Ask Request” on a decision resulting from a permissions checking processing on a received request for permission to access a protected attribute).
5.4 Other components and interfaces

In addition to the GPM specified components and interfaces, there are other elements represented in Figure 1 for a better understanding of the architectural diagram. The following is a list of other elements identified in Figure 1 that interact with GPM:

· Interface to other resources

· Like in the [PEEM AD, Section 5.3.5], the Interface to other external resources is not specified by GPM. This interface may be used, for example, in the Permissions Rules evaluation process when the evaluation of conditions may require delegation of functions to other resources, or when a decision requires a notification to an authorized principal, or an “ask for consent” to be performed before returning the decision to the requester.

Editor’s note: see GPM-3 note – we may decide to remove GPM-3 and instead use “Interface to other resources” for notifications and/or “Ask Request”
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend ARC to discuss and agree the material for inclusion in the GPM AD.
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