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1 Reason for Contribution

In the process of landscape analysis and gap analysis a common understanding on the requirements for m-commerce is needed in OMA-MCOM.

2 Summary of Contribution

The contribution describes end-to-end requirements to generate positive customers experience for m-commerce. Therefore the contribution includes requirements for an m-commerce landscape both from the terminal and the networks perspective. An analysis of how far these requirements are already covered by current specifications is out of the scope of this contribution.

Related requirements include OMA_DRM_REQ.
3 Detailed Proposal

3.1 Scope of m-Commerce

In the current context we consider any transactions with monetary value where mobile network operators are involved. We consider both terminal based and server based payments. We explicitly include scenarios where only terminals are involved, e.g. proximity payment, or where no terminals are involved, e.g. e-payments on MNO payment servers. Charging for classical operator services like voice calls follows different mechanisms and is not in the scope. Details are given below.

3.2 Sample Scenarios to be Covered (Informative)

We briefly describe sample scenarios, which have to be supported. Completeness of the listing is not claimed. The list has to be extended and restructured in the process and the individual scenarios have to be detailed.

3.2.1 Mobile Download (Digital Goods - Event)

The PC or mobile user buys electronic goods, e.g.  MP3 files or video clips, from a Web site.  Instead of paying by the amount of data downloaded, the user pays a predefined price per item.  She downloads them onto their mobile device or their storage facility and pays via mobile payment.  She will be prompted to confirm the payment, e.g. in a voice call placed to his/her mobile phone and asking to enter a PIN.  She will find an appropriate charge entry on his/her mobile phone bill at the end of the month.    

The transaction takes place only after a successful download, as the goods are worth the quoted price only when completely downloaded (all or nothing).

Features are:

٠ Support of payment transactions for Web and WAP-based applications

٠ Features listed for the “Digital Goods – Metered” scenario apply as well
3.2.2 Mobile Streaming (Digital Goods - Metered)

A content provider offers a streaming service, such as a video or radio channel service that is set up specifically for easy mobile access and purchase.  The customer selects the service and agrees to pay via a mobile payment.  The Payment Services Provider initiates the dialogue with the customer’s mobile device, asking to confirm the payment with a PIN.  The whole transaction is carried out across one channel via SMS, USSD, or voice.

The cost of the transaction is dependent on a metered quantity of the provided service, such as the elapsed time or data volume. In some cases mixtures of different metering schemes are used, e.g. combinations of download quantity and time.  The fee for accessing the content is added to the user’s mobile phone bill.

Features of this scenario are:

٠ It requires support for streaming video or continuous games such as virtual villages etc

٠ End-user device may be a mobile device or a wireline PC

٠ It equally applicable for Post-paid and Prepaid subscribers

٠ The consumer is identified by his mobile phone number (MSISDN)

٠ Authorisation is provided by the end-user via PIN confirmation
3.2.3 WLAN Access Charging via Mobile Account

A mobile subscriber would like to access the WLAN service provided by a 3rd party WLAN access provider. The WLAN usage is to be charged on his service bill or prepaid account. The MNO provides the subscriber with a user name and password to access the WLAN. Access to Internet services and resources from the WLAN is provided by the 3rd party thus there is no access to the MNO services. The MNO only is responsible for authentication, authorization and accounting.

Different authentication schemes (e.g. temporary password via SMS) and payment models (e.g. charging by airtime or volume or fixed price for free usage in a certain period) may be used in this scenario.

3.2.4 Proximity Payment at Vending Machine (P2M)

In this scenario, a commuter chooses to buy a public transport ticket at a vending machine.  She selects the appropriate ticket by using the vending machine’s keyboard and is presented a choice of possible payment methods.  She opts for “M-Wallet” payment and keys in her mobile phone number.  Next, she receives an SMS confirmation request and responds with her PIN.       

The vending machine prints and delivers the ticket.  

The process of identifying the mobile phone user or of keying in the mobile phone number could be replaced by a radio interface, e.g. Bluetooth, RFID etc.

3.2.5 Terminal Payment (“Pay-per-Use”)

An application is deployed in a mobile terminal. Charging is to be done on a per-use basis rather than on a one-time basis for the purchase or download of the application. Typically an initial basic functionality or usage for a certain time is free, additional features or additional usage is to be charged.

To support scenarios like this, a payment module is deployed in the terminal, which is taking care for the charging on behalf of the application in a secure way. The selection of the payment channel, e.g. via premium SMS or operator payment system, is done at deploy time or configured later.

3.3 High-Level Market Requirements

In a functional model the operator may act in different roles.  We do not consider the cases where the operator is acting as bearer or service provider only. The following roles and any of their combinations have to be supported:

Req-1 Operator acting as PSP/issuer
The operator holds the subscriber contracts; his payment system is able to charge their pre- or postpaid accounts. This allows payments for 3rd party merchants, who belong to a different operator. This role does not require that payments or authentication involve mobile terminals.

Req-2 Operator acting as PSP/acquirer
The operator holds the merchant contracts. Payments are possible even for subscribers who belong to a different operator. This role does not involve mobile terminals at all. Different relationships with the merchants may exist. Branded services (retail) are produced by 3rd party, operated by 3rd party or operator and priced by operator. Partner services are produced by 3rd party, operated by 3rd party or operator and priced by 3rd party.

Req-3 Operator acting as payment broker
In this role the operator only supplies infrastructure for the routing of payment requests to a separate payment system, e.g. a bank account, a credit card system or a kiosk.
Note: Operator benefit is only through increased bearer revenues, which is particularly questionable in the PS domain.

Req-4 Terminal used for authentication
In this role subscriber authentication via the mobile terminal is used for payments, e.g. at vending machines. The operator is acting as an identity provider.

Req-5 Terminal acting as payment application
This role is used in “pay-per-use” scenarios, where features in a terminal application are charged directly. The payments may be done via any payment system or other pay channels, like premium SMS.


3.4 Technical Functional Requirements

Req-6 Pay channels that have to be supported include
٠ Prepaid card
٠ Stored value account
٠ Postpaid card
٠ Direct debit bank account
٠ Credit or debit card
٠ Other services like premium SMS
٠ kiosk

Req-7 Goods sold comprise
٠ Digital goods
٠ Physical goods
٠ Services
Note: It has to be checked how far services like WLAN access should be considered.

Req-8 All price ranges have to be supported, thus mechanisms have to be described for
٠ Micropayment
٠ Macropayment

Req-9 Pricing methods are needed for
٠ Event charging (discrete)
٠ Session charging (continuous)
Note: It has to be checked whether session charging for non-operator services has to be supported directly.

Req-10 Point of Sale, support has to be given for
٠ local payments, e.g. proximity payment at vending machine or face to face
٠ remote payments by applications or terminals

Req-11 Limit supervision is required for certain subscribers and services, thus support for both
٠ Online charging, e.g. pre-paid
٠ Offline charging

Req-12 Support for the following operations is needed
٠ Immediate charging
٠ Charging with reservation and capture
٠ Advice of charge
٠ Refund
٠ Balance check
٠ Transfer of monetary amount both P2P and B2B
٠ Recharge/TopUp via voucher management system, bank account or credit card.
Note: It has to be checked whether balance check, transfer and recharge are in scope.

Req-13 Configurable end user confirmation mechanisms have to be supported

Req-14 Rating, i.e. price or tariff determination, has to be supported
٠ in a centralized way, i.e. in the payment system
٠ in a decentralized way, i.e. in the charging client.

Req-15 Roaming has to be supported in the following sense
٠ Issuer and acquirer have direct contractual relation
٠ Issuer and acquirer have relations with a broker/clearing house
٠ Terminal API roaming
Note: This has to be checked. Bearer roaming is non critical as long as only 3rd party services from the own issuer (“home network”) are used. Else contractual, business and technical challenges arise in context with rating and loyalty programs.

3.5 Technical Non-Functional Requirements

Req-16 Performance

Req-17 Platform independence

Req-18 Open technologies

Req-19 Ease of use for 3rd party client application development

Req-20 Security
٠ Clients in the untrusted domain
٠ Authentication of involved parties
٠ Encryption
٠ Mobile identity management

Req-21 Deployment and provisioning

Req-22 Interoperability and compatibility

Req-23 Ticketing

Req-24 Regulatory aspects
٠ Legal interception
٠ GoB
٠ Privacy
٠ Tax handling

4 Intellectual Property Rights Considerations

n/a

5 Recommendation

In a first step OMA MCOM should agree on the basic scope and the structure of the requirements. In a second step the requirements have to be extended and refined to serve as the basis for a gap analysis.
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