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1 Reason for Contribution

Micropayment is an important value-added services in mobile network. More and more vendors, service providers, operators, content aggregators and customers are interested in mobile micropayment. In this contribution, an innovative and practical anonymous mobile micropayment model – AMA (Anonymous Micropayment and Authentication), is designed.

2 Summary of Contribution

In this contribution, an innovative and practical anonymous mobile micropayment model – AMA (Anonymous Micropayment and Authentication), is designed. Through AMA customer and merchant can authenticate each other indirectly, at the same time merchant doesn’t know customer’s real identity. A customer can get fast micropayemt not only from his local domain but also from a remote domain. Furthermore, without increasing communication overheads in the air, computational overheads on the mobile phone (with STK/SAT, or dual chip, or dual slot model), which usually has limited computational capability and storage, is minimized.

AMA is a general model for mobile micropayment. Based on AMA, a concrete mobile micropayment system can be implemented while considering some specific factors, such as mobile phone capabilities, transaction environments, payment methods, user’s wallet deployment, etc.

3 Detailed Proposal

3.1 Introduction

Micropayment refers to low value financial transaction ranging from several pennies to a few dollars. At present, a large portion of electronic commerce occurring in the mobile data network belong to the category of micropayment, such as ringing tone download, news subscription, etc. Although the amount of each single transaction in micropayment is small, the number of users and transactions is large. A small percentage loss due to insecure transaction on fraud will be enlarged to a big sum. Thus, an important issue of micropayment is security.

At present, most micropayment systems used in China are implemented as follows. First of all, customer subscribes specific services in a service provider (SP) and gets his transaction password in this SP. At the same time, customer’s bank account (such as credit card number, debit card number, etc.) and his identity information (such as mobile phone number, identity card number, etc.) are bound in this SP. During any micropayment transactions, customer should send his transaction password to this SP. This micropayment transaction will succeed only if his transaction password is true.

In the above mentioned micropayment systems, SP knows customer’s real identity information. However, the customer is generally unwilling to reveal his personal information to SP, such as mobile phone number, identity card number, etc. Thus it is important for any micropayment to provide anonymity to customers. Moreover, in the above mentioned systems, customer’s transaction password is valid only for this specific SP. Customer must remember different transaction passwords for different SPs he subscribed. This is neither convenient nor practical for customers, and will significantly limit the acceptance of the payment system. Thus, it is important to enable a customer to use the payment system to buy service from any SPs using a single transaction password.

This paper proposed a new micropayment system, AMA, to meet the requirements mentioned above without modifying underlying mobile network infrastructure. In AMA, customer and merchant can authenticate each other while merchant doesn’t know customer real identity information during mobile micropayment transactions. AMA also supports confidentiality of transaction data and secure mobile micropayment on roaming. Moreover, different encryption algorithms are used in AMA in order to trade off the cost of encryption computation and the limitations of wireless environment. Without increasing communication overheads in the air (for limited wireless bandwidth), computational overheads on the mobile phone, which usually has limited computational capability and storage, is minimized.

The rest of the paper is organized as follows. In section 2, design principles of AMA are described. In section 3, AMA is discussed in detail, including related principals, protocol model and process. Evaluation of AMA is discussed in section 4. Section 5 concludes the paper.

3.2 Design Principles

Security in mobile micropayment is important both for customers and merchants. The security mechanism is stronger, the cost of computation is higher. However, wireless network bandwidth, computation capabilities and storage resource of mobile phone are limited. So, the trade-off between security and performance is an important issue for micropayment system designers. The principles in the design of AMA are as following:

•shifting as much computational effort as possible from the user side to the network side because the customer represented by a mobile phone (with STK/SAT, or dual chip, or dual slot model) has limited computational capabilities and storage.

•allowing new users and new merchants to join at any time.

•not modifying present network infrastructure

•limited fairness in micropayments because the cost of complete fairness is very expensive.
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The cost of public key management is very expensive compared with that of symmetric key management. And computation requirements of public key cryptography (PKC) are higher than that of symmetric key cryptography (SKC). Therefore, PKC is used only for cross domain authentication, and SKC is used to authenticate the customer and the merchant in home domain.

Figure1: three trust models for authentication

The authentication model for AMA is based on a trusted third party, Credential Center (CC). Based on different communication paths among related parties as shown in Fig. 1, there are three trust models for authentication. The numbers of each model in Fig.1 show the authentication sequences before customer pays for goods provided by merchant.

Model three is similar to Kerberos protocol. Due to limited bandwidth in the air, limited computational capability and storage of mobile phone, model one is the best choice for AMA.

There are several commonly used charging models available to design micropayment systems. They are billing (or subscription) model, credit card model, electronic check model, electronic currency model, and debit model. Debit model is chosen for AMA. Of course, other charging models could also be supported by AMA. The money debit model is an online system. At the present time, it is not realistic to assume that every bank will provide online transfer service to its customers. Instead, another trusted third party for micropayment systems, Clearing and Settlement Center (CS), is established to handle all fund transfers between customers and merchants.

Although CC and CS are security bottlenecks and performance bottlenecks of the whole system, the simplicity of trust model and debit model structure can reduce the transaction cost significantly.

3.3 Anonymous Micropayment and Authenticaion (AMA)

3.3.1 Principals and Notations

All the parties involved in the micropayment systems are called principals. All principals communicate through wireless and wired network. Basic principals in micropayment systems are merchant, customer, credential center, clearing and settlement center.

The symbols C, M, CC and CS are used to denote the names of the principals Customer, Merchant, Credential Center, Clearing and Settlement Center respectively. RA denotes a random number generated by principal A. The following symbols are used to represent other messages and protocols.

• KA:   principal A’s public key

• KA-1: principal A’s private key

• KAA-B: the authentication key shared between principal A and principal B, to be discussed in detail later

• KSA-B: the session key shared between A and B

• H(x): a one-way hash function of message x

• EK(x): message x encrypted with the key K

• 
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(x): digital signature of message x with principal A’s private key KA-1
• x, y: message x concatenated with message y

• IDA: A’s identity

• TIDA: A’s nickname, temporary identity

• Iz: Item z

• Pz: price of item z offered by the merchant

• V: micropayment value

• TSA: Timestamp generated by A

• ETIz: Expiration Time of the offered price for Item z

• A→B : x   A sending message x to B

KAA-B and KSA-B are generated as follows.

A secret key between principal A and principal B is created when they know each other at the first time. An authentication key KAA-B is created for A and B to communicate over an insecure network. The goals of KAA-B are: a) mutual authentication between A and B; b) confidentiality of data. KAA-B is gotten from hash of the secret key and a random number. Only A and B know the secret key and can use it together with a random number to generate KAA-B by a one-way hash function. KAA-B is dynamic for the random number in every communication. It is very difficult for any attacker to get information related to the secret key through analyzing intercepted data because the authentication key is dynamic. Thus, the key guessing attacks can be prevented.

The session key KSA-B is a random number or something else generated with a random number.
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3.3.2 AMA model

Figure 2: AMA model

CC and CS are the two trusted third parties in AMA. They are honest and are trusted by both the customer and the merchant. The merchant and the customer may be dishonest. In AMA, it is assumed that only one CC and one CS in a domain in order to simplify micropayment and authentication protocols description. The four basic principals in AMA are shown in Fig. 2.

Before getting micropayment services, the customer and the merchant must register in CC. Generally, this registration is operated offline. They also must share a secret key with CC respectively, the secret key is used to generate authentication key, i.e., KAC-CC and KAM-CC. CC has a public key KCC with corresponding private key KCC-1. As a trusted third party, CC provides indirect mutual authentication for the customer and the merchant. It generates session key KSC-M and distributes it to the customer and the merchant. It can certify public key for another CC in remote domain. It can also administrate services of merchants and handle complaints from customers.

The customer and the merchant open accounts and deposit funds in CS. CS registers in CC. CS administrates accounts for the customer and the merchant, debits the customer’s account and credits the merchant’s account. It also provides account closures, balance inquires, account statements, dispute resolutions, etc. A customer maintains a positive balance and authorizes charged against this account. 

There may be more functions needed for the two trusted third parties. They are not covered in this paper. We will only design protocols that transfer funds between the customer and the merchant securely and cheaply.

3.3.3 Local Scenario

In AMA, we just consider digital goods transaction, not physical goods transaction.

3.3.3.1 Price Negotiation Protocol

Before the transaction begins, the customer queries the merchant about the price of specific goods. It’s not necessary for both of them to establish a secure channel for the price information. Sometimes it is important to prevent a merchant from knowing the identity of his customers. TIDC, a nickname instead of customer’s real identity is used when the customer communicates with the merchant for price information. A customer can have many nicknames. When a customer registers in credential center, several nicknames are assigned to the customer and those nicknames are known only to the customer and the credential center. Since the merchant does not know the mapping between the nickname and the true identity of a customer, the customer’s privacy is protected.

[image: image11.wmf]CC

C

KA

E

-


Figure 3: Price Negotiation Protocol

As in Fig. 3, the protocol is explained step by step:

① Customer C queries merchant M about the price Pz of the item Iz.

② M responds to C with the price Pz of the item Iz, M’s identity IDM, M’s time stamp TSM, and Pz’s expiration time ETz.

3.3.3.2 Authentication and Micropayment Protocols

During transaction, customer C sends an order including payment authorization to merchant M. M forwards C’s order to credential center CC. At the same time, M sends related information of item Iz and its identity information to CC. CC checks the validity of C’s payment authorization, authenticates C and M, sends billing information to CS. After receiving acknowledge from CC, M provides the goods or services to C. CS debits C’s account by the value V in billing information and credits M’s account.

As in Fig. 2, Authentication and Micropayment Protocols can be described as following:
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Figure 4: Authentication and Micropayment Protocols

As in Fig. 4, the protocols are explained step by step:

① C creates a order including C’s and M’s identities, item Iz and associated price Pz, timestamp TSC read from the C’s clock, Pz’s expiration time ETz. Some important fields, such as Iz, Pz, TSC, ETz, are hashed in order to check if they are modified or replaced with others while in transit. The order together with the hash value encrypted by the authentication key known only to C and CC, KAC-CC, is called OrderForm. Orderform can be used to authenticate C’s identity to CC, because only C and CC know how to generate the authentication key, KAC-CC. Timestamp is used to guarantee the freshness of the price and avoid replaying attacks. C sends Orderform to M, together with C’s nickname, CC’s identity and random RC generated by C.

② M forwards OrderForm to CC.

M creates a price form including C’s nickname, M’s and CC’s identity, item Iz and associated price Pz, timestamp TSM, Pz’s expiration time ETz. The price form together with hash value of some important fields encrypted by the authentication key known only to M and CC, KAM-CC, is called PriceForm. Priceform can be used to authenticate M’s identity to CC, because only M and CC know how to generate the authentication key, KAM-CC. M sends Priceform to CC, together with C’s nickname, M’s identity, CC’s identity, RC and RM.

CC decrypts OrderForm and Priceform, authenticates C’s and M’s identities. In this way, C and M can authenticate each other indirectly. CC also checks if the content of corresponding fields in OrderForm and Priceform is consistent, including checking whether the prices are the same and whether the price offer is still in effect. Moreover, CC verifies the timeliness of OrderForm and Priceform. If all the above checks are successful, the following steps go on.

③ CC creates a billing record including serial number of this transaction SerialNo generated by CC, C’s and M’s identities, timestamp TSCC, micropayment value V of this transaction. The billing record together with hash value of some important fields encrypted by the authentication key known only to CC and CS, KACC-CS, is called BillingForm. CC sends BillingForm and RCC to CS.

④ CS decrypts the BillingForm and checks if the customer C has enough funds in his account. This transaction will be given up if C has no enough funds in his account. Otherwise, CS adds a billing record according to BillingForm and sends acknowledge back to CC.

⑤ CC generates the session key, KSC-M for the subsequent communication between C and M. CC acknowledges C and M with ConfirmToC and ConfirmToM respectively. ConfirmToC is gotten from encryption of C’s and M’s identities, item z and its value V, CC’s timestamp, session key KSC-M, hash value of  important fields with the authentication key  KAC-CC. ConfirmToM is gotten from encryption of serial number, C’s nickname, M’s identity, item z and its value V, CC’s timestamp, session key KSC-M, hash value of some important fields with the authentication key KAM-CC. CC sends ConfirmToC and ConfirmToM to M.

⑥M forwards ConfirmToC to C.

M sends C the item z’s content encrypted with the session key, KSC-M, generated by CC.

M adds this transaction record into its database. 

C decrypts ConfirmToC and gets the session key, KSC-M. Then C can decrypt the item z’s content with the session key, KSC-M.

3.3.3.3 Clearing and Settlement Protocol

The merchant regularly (daily or every weekly) sends Clearing and Settlement Center (CS) the amount of money spent by customers after the merchant authenticates to Credential Center (CC). CS checks if the amounts are consistent before settles accounts.
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Figure 5: Clearing and Settlement Protocol

As in Fig. 5, the protocol is explained step by step:

① M sends clearing request to CC. This request is encrypted with the authentication key 

KAM-CC.

② CC checks M’s identity. CC refuses this request if authentication is failed. Otherwise, CC generates a session key KSM-CS for the subsequent communication between M and CS. CC encrypts this session key KSM-CS and CC’s timestamp with the authentication key KAM-CC and sends the encryption to M. CC also encrypts this session key KSM-CS and CC’s timestamp with the authentication key KACC-CS and sends the encryption to M, then M forwards it to CS later.

③ M gets the session key KSM-CS decrypting the message sent by CC. M encrypts the amount of money spent by customers during the period with this session key KSM-CS and sends it to CS.

④ CS checks if the amounts are consistent. Dispute resolutions will be taken if the amounts are inconsistent. In this paper, these are not discussed in detail. CS sends acknowledge to M.

Sometimes the customer requests a receipt from the merchant. The receipt serves as a function that the customer can prove to the merchant or credential center that the transaction between the merchant and him did happen. Since the merchant does not have a public key, it is impossible for him to sign a verifiable receipt to the customer. In AMA, the merchant can provide the customer a weak form of receipt. Because all transactions go through credential center, the receipt can be provided by credential center to the customer if necessary. The receipt has the form 
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( IDC, IDM, Iz, Pz, , ETz TSCC).

The above proposed protocols provide support only for online micropayments, not for offline micropayments. The customer and the merchant must authenticate to credential center in each transaction. It is not optimized for the customer’s repeating payments with the same merchant. This can be improved in Price Negotiation Protocol. The customer can choose several items from the merchant before committing this transaction. Of course, the sum of the chosen items does not exceed the limited maximal amount in a transaction.

3.3.4 Roaming Scenario

PKC is used to cross domain authentication. Each CC registers in CA (Certificate Authority) with its public key KCC. Each CC has corresponding private key KCC-1 known only to itself. It assumed that only one CC and one CS in a domain. New customers and merchants can join into any domain at any time.
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Figure 6: Secure Micropayment on Roaming

The price negotiation protocol in local scenario can be used in roaming scenario.
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In roaming scenario, there are three cases for a customer to get goods or services from a merchant: a) C in home domain wants to get services from visit domain; b) C roaming into visit domain wants to get services from visit domain; c) C roaming into visit domain wants to get services from home domain. Authentication and micropayment process of the last one is the same as that of local scenario. As in Fig. 6, authentication and micropayment protocols of the first two cases are the same and discussed in detail as follows

Figure 7 Authentication and Micropayment Protocols on Roaming

As in Fig. 7, authentication and micropayment protocols on roaming are explained step by step:

Customer in home domain CH creates OrderForm in the same way as in local scenario and sends it to merchant in visit domain MV, together with 
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, CH’s nickname and CCH’s identity.

① MV forwards this OrderForm to credential center in visit domain CCV.

MV creates PriceForm in the same way as in local scenario and sends it to CCV, together with CH’s nickname, MV’s identity, CCH’s identity, item z’s related information, 
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② CCV decrypts PriceForm with the authenticaiton key known only to MV and CCV. 

CCV checks MV’s identity and also checks if contents of PriceForm are correct or valid. This transaction will be stopped if any failure happens in above operations.

CCV sends cross domain authentication request CrossAuthReq to credential center in home domain CCH. CrossAuthReq is used to authenticate CH and debits CH’s account in clearing and settlement center in home domain CSH. CrossAuthReq is gotten as following steps: a) signing CH’s OrderForm, CH’s nickname, related information of item Iz, CCV’s timestamp and hash value with CCV’s private key, b) encrypting the signature in a) with CCH’s public key.

CCH decrypts CrossAuthReq with its private key and authenticates CCV with CCV’s public key. CCH decrypts OrderForm with the authentication key known only to CH and CCH. CCH authenticates CH. CCH also checks if the content of corresponding fields in OrderForm and CrossAuthReq is consistent, including checking whether the prices are the same and whether the price offer is still in effect. Moreover, CCH verifies the timeliness of OrderForm and CrossAuthReq. If all the above checks are successful, then the following steps go on.

③ CCH creates BillingForm1 in the same way as in local scenario and sends it to CSH together with
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④ CSH decrypts the BillingForm1 and checks if the customer CH has enough funds in his account. This transaction will be given up if CH has no enough funds in his account. Otherwise, CSH adds a billing record according to BillingForm1 and sends acknowledge back to CCH.

⑤ CCH generates the session key for the subsequent communication between CH and MV. CCH creates ConfirmToCH for CH in the same way as in local scenario. 

CCH also creates CrossAuthRes and sends it back to CCV. CrossAuthReq is gotten as following steps: a) signing CH’s ConfirmToCH, CH’s nickname, related information of item Iz, CCH’s timestamp and hash value with CCH’s private key, b) encrypting the signature in a) with CCV’s public key.

⑥ CCV decrypts CrossAuthRes with its private key and gets ConfirmToCH. CCV authenticates CCH with CCH’s public key. CCV also checks if contents CrossAuthRes is correct. 

CCH authenticates CH and CCV authenticates MV. CCV and CCH authenticate each other using PKC. In this way, CH and MV can authenticate each other indirectly on roaming.

CCV creates BillingForm2 and sends it to CSV. CSV adds a billing record for this roaming transaction.

⑦ CCV creates ConfirmToMV in the same way as in local scenario and sends it to MV. At the same time, CCV forwards ConfirmToCH to MV.

MV forwards ConfirmToCH to CH. MV decrypts ConfirmToMV and gets the session key generated by CCH. MV sends CH with the item z’s content encrypted with this session key. Then CH can get remote goods or services in the same way as in local scenario.

The customer will receive a single bill periodically from home domain, even if he roams into visit domains. The goods or services provided to C by visit domain will be paid through his home CS. 

MV sends clearing request to CSV periodically (daily or weekly) in the same way as in local scenario. CSV periodically (weekly or monthly) sends CSH clearing request for the amount of goods or services on roaming. All these will be done just after a successful cross domain authentication between CCV and CCH. It’s not difficult to get corresponding authentication and settlement operations referring to above protocols.
3.4 Evaluation of AMA

3.4.1 Security

The following goals are to be achieved for secure micropayments in mobile data network after running these proposed protocols successfully.

•Goal 1: mutual authentication between the customer and the merchant

The customer C and the merchant M register in a trusted third party, credential center CC. Both C and M trust CC. At step 2 in Fig. 4, CC authenticates C by decrypting OrderForm encrypted with the authentication key known only to C and CC. CC authenticates M by decrypting PriceForm encrypted with the authentication key known only to M and CC. In this way, C and M can authenticate each other indirectly. 

Timestamp in OrderForm and PriceForm has two purposes. One is used to protect this transaction from replaying attacks. The other one is to check whether the price offer is still in effect, because the price of a item is often changed.

•Goal 2: anonymity

It is important to prevent a merchant from knowing the identity of his customers. C’s nickname, TIDC, instead of C’s real identity is used when C communicates with M. C’s nickname is known only to C and CC. Since M doesn’t know the mapping between the nickname and C’s true identity, the customer’s privacy is protected and untraceable.

•Goal 3: confidentiality

Any important data of per transaction is encrypted while in transit. For example, the goods of merchant M ordered by customer C is encrypted with the session key generated by credential center and know only to C and M. Any other principal couldn’t get the correct content of this goods because he doesn’t know this session key.

•Goal 4: integrity 

In order to protect data from being modified or/and replaced with others while in transit, message digest algorithms are used. For example, hash value of some important information is padded into messages, such as OrderForm, PriceForm, CrossAuthReq, etc.

•Goal 5: immune from key guessing attacks 

The authentication key known only to credential center and the relevant principal is created dynamically using one-way hash function. Only credential center and this principal know how to generate this authentication key and decrypt the encrypted data in every transaction. It is very difficult for any attacker to get information related to the secret key by analyzing intercepted data for the dynamic authentication key. Thus, the key guessing attacks can be prevented. 

•Goal 6: secure micropayments on roaming

In Fig. 6 and Fig. 7, cross domain authentication is discussed in detail. PKC is used to authenticate CCs in different domains. Customers can get secure micropayment services on roaming.
3.4.2 Feasibility

Practical protocols for secure mobile mircopayments should suit mobile environment limitations, such as limited bandwidth of mobile network, limited computational capability and storage of mobile phone (with STK/SAT, or dual chip, or dual slot model), etc. In AMA, most computational efforts are moved to wired network side without increasing communication effort in the air. All these are shown in Fig. 1 and Fig. 2.

In mobile micropayments, a mobile phone (with STK/SAT, or dual chip, or dual slot model) needs to store the secret key (shared with CC) (20 bytes), CC’s identity (20 bytes), its own identity (20 bytes) and corresponding nicknames (20 bytes per nickname). It is possible for a smart card to store these. While in mircorpayments, a mobile phone (with STK/SAT, or dual chip, or dual slot model) also needs to perform one symmetric encryption, two symmetric decryptions, and two hash operations. All these operations can be implemented efficiently in a smart card. Of course, SKC is weak compared with the PKC. As a rough guide, hash functions are about 10 times faster than DES encryption, about 100 times faster than RSA signature verification, and 10,000 times faster than RSA signatures generation. Therefore, SKC is the appropriate choice for a smart card in micropayments according to the tradeoff between security and performance in mobile environment.

In the wired network, SKC is also used for authenticating merchants in order to lower the latency response time in transaction, because fast response is important for customers in mobile micropayments. As for cross domain authentication, PKC is used in order to strengthen authentication. Besides, new users and new merchant can join into any domain at any time in this way.

AMA can also be used for access control. If the price policy set by the merchant is that the price is zero for every customer in a specific group, AMA can function as authentication protocols to authenticate if a customer belongs to this group.

3.5 Conclusion

This paper proposes AMA for secure mobile micropayments. The customer can get goods or services from the merchant in any domain by mobile micropayments without disclosing his privacy. Furthermore, without increasing communication overheads in the air, most computational effort is moved to the wired network side to reduce computational overheads on the mobile phone (with STK/SAT, or dual chip, or dual slot model) with limited computational capability and storage.

Credential center, clearing and settlement center are performance bottlenecks of the whole system. The key management of credential center is also an important issue for secure mobile micropayments. These are common problems of authentication mechanism based on symmetric key cryptography and should be improved in future work.

4 Intellectual Property Rights Considerations
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5 Recommendation
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Proposed for a reference of designing specifications on mobile commerce in the future.

① C→M: TIDC, Iz, Pz?


② M→C: IDM, Iz, Pz, TSM, ETz





① C→M:  OrderForm, TIDC, IDCC, RC


OrderForm =�EMBED Equation.3���(IDC, IDM, Iz, Pz, TSC, ETz, H(Iz, Pz, TSC, ETz))


② M→CC: PriceForm, OrderForm, TIDC, IDM, IDCC, RC, RM


PriceForm =�EMBED Equation.3���(TIDC, IDM, IDCC, Iz, Pz, TSM, ETz, H(Iz, Pz, TSM, ETz))


③ CC→CS: BillingForm, RCC


BillingForm =�EMBED Equation.3���(SerialNo, IDC, IDM, Iz,, TSCC, V, H(Iz, TSCC, V))


④ CS→CC: Acknowledge


⑤ CC→M: ConfirmToM, ConfirmToC


ConfirmToM =�EMBED Equation.3���( SerialNo, TIDC, IDM, Iz, TSCC, KSC-M, V, H(Iz, TSCC,


 KSC-M, V))


ConfirmToC =�EMBED Equation.3���(IDC, IDM, Iz, TSCC, KSC-M, V, H(Iz, TSCC, KSC-M, V))


⑥ M→C: �EMBED Equation.3���(content(Iz)), ConfirmToC





① M→CC: �EMBED Equation.3��� (IDM, ClearingReq), IDM, RM


② CC→M: �EMBED Equation.3��� (IDM, TSCC, KSM-CS), �EMBED Equation.3��� (IDM, TSCC, KSM-CS)


③ M→CS: �EMBED Equation.3���(SerialNos, amount, period), �EMBED Equation.3��� (IDM, TSCC, KSM-CS)


④ CS→M:  Acknowledge





CH→MV: OrderForm, �EMBED Equation.3���, �EMBED Equation.3���, �EMBED Equation.3���


OrderForm =�EMBED Equation.3���(�EMBED Equation.3���, �EMBED Equation.3���, Iz, Pz, �EMBED Equation.3���, ETz, H(Iz, Pz, �EMBED Equation.3���, ETz))


① MV→CCV: PriceForm, OrderForm, �EMBED Equation.3���, �EMBED Equation.3���, �EMBED Equation.3���, Iz, Pz, �EMBED Equation.3���, ETz, �EMBED Equation.3���, �EMBED Equation.3���


PriceForm =�EMBED Equation.3��� (�EMBED Equation.3���, �EMBED Equation.3���, �EMBED Equation.3���, Iz, Pz, �EMBED Equation.3���, ETz, H(Iz, Pz, �EMBED Equation.3���, ETz)),


② CCV→CCH: CrossAuthReq


CrossAuthReq =�EMBED Equation.3����EMBED Equation.3���(�EMBED Equation.3���, �EMBED Equation.3���, �EMBED Equation.3���, Iz, Pz, �EMBED Equation.3���, ETz, OrderForm, H(Iz, Pz, �EMBED Equation.3���, ETz))


③ CCH→CSH: BillingForm1, �EMBED Equation.3���


BillingForm1 =�EMBED Equation.3��� (SerialNo,�EMBED Equation.3���, �EMBED Equation.3���, Iz, �EMBED Equation.3���, V, H(Iz, �EMBED Equation.3���, V))


④ CSH→CCH: Acknowledge


⑤ CCH→CCV: CrossAuthRes


CrossAuthRes =�EMBED Equation.3����EMBED Equation.3��� (SerialNo,�EMBED Equation.3���,�EMBED Equation.3���, �EMBED Equation.3���, Iz, �EMBED Equation.3���, �EMBED Equation.3���, 


V, ConfirmToCH, H(Iz, �EMBED Equation.3���, �EMBED Equation.3���, V)), 


ConfirmToCH =�EMBED Equation.3��� (�EMBED Equation.3���, �EMBED Equation.3���, Iz, �EMBED Equation.3���, �EMBED Equation.3���, V, H(Iz, �EMBED Equation.3���, �EMBED Equation.3���, V))


⑥ CCV→CSV: BillingForm2, �EMBED Equation.3���


BillingForm2 =�EMBED Equation.3��� (SerialNo,�EMBED Equation.3���, �EMBED Equation.3���, �EMBED Equation.3���, V, H(Iz, �EMBED Equation.3���, V))


⑦ CCV→MV: ConfirmToMV, ConfirmToCH


ConfirmToMV =�EMBED Equation.3���( SerialNo,�EMBED Equation.3���, �EMBED Equation.3���, Iz, �EMBED Equation.3���, �EMBED Equation.3���, V, H(Iz, �EMBED Equation.3���, �EMBED Equation.3���, V)) 


MV→CH: �EMBED Equation.3���(content(Iz)), ConfirmToCH
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