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1. Description and Goals

The Security Group serves the Open Mobile Alliance as the general source of security expertise.

The OMA Security Group specifies:

· Protocols for secure communication between mobile clients and servers at both the transport layer and the application layer.

· Security and trust services (e.g. authentication, confidentiality, and integrity) provided by and to mobile clients and servers.

· Interactions with entities, such as secure hardware tokens, that ensure an appropriate security level, to enable the above items.

The main goals of the Security Group are:

· To specify the operation of adequate security mechanisms, features and services by mobile clients, server and related entities.

· To provide security and smart card expertise to other groups of the OMA.

· To conduct security reviews and to support other OMA groups in identifying and solving possible security issues as defined in the OMA process.

2. Scope

The Security Group work covers:

1. The development and maintenance of the following specifications and enablers:

· Wireless Transport Layer Security (WTLS)

· Wireless Profile of Transport Layer Security (“TLS Prof”)

· Wireless Identity Module (WIM)

· WMLScript Crypto Library (“Crypto API”, and extensions)

· ECMAScript Crypto Object (ECMACR)

· Wireless Public Key Infrastructure (WPKI)

· Wireless Certificate Profile (“CertProf”)

· Online Certificate Status Protocol (“OCSP”)

· On-board Key Generation enabler (“OBKG”)

· SmartCard Web Server enabler

· Security Common Functions enabler (“SEC-CF”)

2. Other requirements for application layer and transport layer security (e.g. encryption and decryption).

3. Any future development of security features required for OMA and not suitably specified elsewhere.

4. Answering security queries and serving as a centre of security expertise for other OMA groups.

5. Pro-actively engaging with other OMA groups where their work has a security impact and supporting them in identifying and solving possible security issues within their developing specifications.

6. Integration of the secure hardware tokens in the OMA security model as appropriate, including the proper implementation of the WIM on secure hardware tokens.

7. Interaction with relevant external groups to achieve the items above.

3. Criteria for Success

1. The completion and maintenance of the above specifications. The specifications shall be unambiguous, ensure multi-vendor inter-operability (if correctly implemented) and provide adequate security.

2. The acceptance within the broader security community that OMA specifications and functionality are adequate for the intended purpose and do not possess serious defects in security. 

3. The use of existing and accepted standards and techniques, wherever possible and appropriate.

4. The Security Group’s interaction with other standards bodies causes those bodies to consider wireless constraints in their specifications where appropriate. 

5. Smooth integration of security mechanisms within OMA where appropriate.

6. Smooth integration of smart card technology within OMA where appropriate.

4. Duration

As the group’s activity covers the provision of expertise and support to other groups, as well as the development of specifications, there is not a fixed duration for the Security Group. It will exist as long as the OMA does.

5. Resource Requirements

The Security Group requires the following support from the OMA staff:

· Meeting organisation and facilitation during the OMA meetings

· Web site home page and mail reflector administration

· Telephone conference call arrangement

Active committee member company participants are expected to:

· Participate in face-to-face meetings, telephone conferences, special task groups and mailing lists as required.

· Allocate significant time for design proposals, discussion, specification and test suite reviews and editing.

· Perform miscellaneous organisational tasks.

6. LIAISON/COLLABORATION with External Organisation

Interaction might occur with the following external organizations:

· 3GPP TSG SA WG3 (Security), TSG CT / T WG2 (Mobile Terminal Services & Capabilities), TSG CT / T WG3 (Smart Card Application Aspects)

· 3GPP2 TSG-S WG4 (Security)

· The European Electronic Signature Standardization Initiative (EESSI)

· ETSI Project (EP) Smart Card Platform (SCP) Working Group 2 (WG2)

· GSMA Security Group, GSMA Smart Card Application Group (SCAG)

· IEEE P1363

· IETF TLS, SAAG, S/MIME, PKIX, XMLDigSig and IPSec groups

· ITU-T SG17 (X.509) 

· Liberty Alliance

· OASIS

· W3C, XKMS Working Group, XML Signature and Encryption groups

This interaction will be primarily through liaisons and joint meetings when required.

7. Coordination with Other OMA Activities

· Requirements WG

· Architecture WG

· Interoperability WG

· Other OMA groups that require security expertise.

8. Meetings and Communication

Communication is conducted mainly through electronic mail utilising the mailing list. Face to face meetings will take place at the same time as the OMA meetings. However, if a need arises, additional intermediate meetings will be called. Telephone conference calls will be arranged as needed. 

Status reports, meetings minutes and other relevant documents will be posted to the OMA site at:

http://www.

HYPERLINK "http://www.openmobilealliance.org/member/technicalPlenary/wsg"
openmobilealliance.org/
mailto: OMA-SECURITY@MAIL.OPENMOBILEALLIANCE.ORG 
9. Membership

The Security Group is open to all OMA Sponsor, Full and Associate member companies. All members are invited to participate via the mailing list with feedback, ideas and reviews.
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