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Two comments could not be closed during the review (see below). It was agreed between ARCH and MAG DL+DRM that the group moves on with those two comments open.
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Recommendations

	ID
	Open Date
	Section
	Description
	Status

	001
	2003.06.26
	4.1
	Pre-packaging is a potential security flaw because the CEK cannot be associated 1:1 to the consuming DRM agent. This opens the possibility to have the same CEK for several DRM agents so that the CEK can be compromised.
	It is up to the content providers whether they wish to pre-package content or not. Pre-packaging in itself does not introduce a security risk or imply that the same CEK is used for multiple DRM agents. It just means that content packaging is done off-line in advance of content delivery. Pre-packaging is a key feature in many business models where content owners package content, before releasing it to content issuers.

The binding of content to a DRM agent is done not through the CEK but through the REK. In other words, it is possible to have the same CEK for multiple DRM agents, but still maintain a unique binding of the content. 

[ARCH]: Think of the following case: A content issuer receives pre-packaged content from some source, all using the same CEK because the content owner cannot do the binding to a specific DRM agent. Let’s assume this fact is somehow known (by rumor) to the public or is just assumed by a hacker. If a hacker breaks the CEK, he can distribute the CEK, and all copies of the protected content are potentially useable without any RO. It is much safer to use a different CEK for each protected content. Therefore, it is still a security flaw. This must be understood. The WG may decide to accept this risk on purpose.

Status: Open, no further handling needed if WG decides to accept the risk.

[DLDRM]: Agreed to add wording that there is risk associated with using the same CEK for encrypting multiple content instances.  Recommend using multiple CEKs and state that content ID in DCF uniquely identifies the associated CEK (there is a one-to-one relationship btw content ID and CEK).

[ARCH]: ok.

Status: Closed.

	002
	2003.06.26
	4.2
	"A rights object is securely bound to a specific DRM agent during delivery..."

Why "during delivery"? This implies a secure channel during delivery like a SSL connection. This is not what you mean. I believe it is meant that the rights object is cryptographically bound to the agent. This is independent of the delivery.
	Yes, it means that the RO is cryptographically bound to the DRM agent. We will correct the wording. We will also remove “during delivery”.

[ARCH]: ok.

Status: Closed.

	003
	2003.06.26
	4.3.4
	I recommend to clarify that it must be part of the DRM agent's functionality to prohibit off-device storage of those rights objects.
	Enforcement of how an RO is handled by the DRM agent is specified in the normative DRM specification.

[ARCH]: ok.

Status: Closed

	004
	2003.06.26
	4.3.6
	"... e.g. export to external memory cards ..."

Isn't this just another type of backup rather than export to another DRM system? I assume you mean here sth. like export to copy protected storage media.
	Export is not backup. We will clarify along the lines of your proposal.

[ARCH]: ok.

Status: Closed

	005
	2003.06.26
	4.3.6
	It looks like a silo approach if you don't go a bit further here. What other DRM systems have been considered? It remains unclear and will potentially remain unspecified in the DRM specs how exporting is supposed to work in an interoperable manner. It is not enough to just let the RI allow exporting in the rights object. Both the rights object and the protected content can be copied anyway to another DRM system. The interesting question is actually whether or not this is useful. Something to consider.

Assuming that the content shall be at no point in the chain be unprotected when exporting to another DRM sytem, then the other system has to use the same cryptographical methods / algorithms as the original DRM system to be able to use the content. This should at least be clarified or alternative solutions be proposed.

This needs more explanation to meet the affected requirement 6.11.a from OMA-DRM-REQ-v2_0-20030515-C.
	The OMA DRM specifications enable content providers to explicitly specify in the RO which, if any, external DRM system that a particular piece of content may be exported to.

We do not intend to specify exactly how the conversion is done for each possible DRM system in the world. Rather, we expect other DRM systems to specify, as appropriate/as needed, how conversion of OMA DRM into their system is to be done. For example, there have already been proposals made for a mapping from OMA DRM to SD cards. Content providers may then allow such a conversion to take place through explicit permissions in the RO. 

This separation is flexible and future proof.

[ARCH]: It is impossible to specify exactly how the conversion is done for each possible DRM system in the world. This is not the intend. It is the decision of the WG to expect other systems to specify their interworking with OMA DRM. What happend if other DRM systems would expect the same? --> silo approach. It should at least be clarified along the lines of the original comment.

Status: Open
[DLDRM]: Add statement that when content is exported to another DRM or copy protection system, that the content is never available in the clear.  How this is accomplished exactly depends upon the target system (eg protection mechanisms, usage rule representation, etc).

[ARCH]: ok.

Status: Closed.

	006
	2003.06.26
	4.3.7
	How does the content issuer know what DRM agent to package for? Is this possible at all in the scenario described?

The RI must know by the time of issuing the RO what CEK the CI has used. Therefore, I assume the CI must know what DRM agent to package for. There must be a relation between DRM agent, CEK, CI and RI. Should be clarified.
	If a CI and an RI are separate entities, then they will probably need some backend interface to exchange information, such as what CEK to use and other transaction related information. There will most likely be other kinds of backend interaction too (billing, subscription management, etc.). This is true in general and not just for “store and forward”.

OMA Download&DRM does not specify interfaces between backend systems as part of the current WI. OMA Download&DRM does however specify a content identifier in the DCF that can be used to associate a DCF with a CEK, an RO, and so on. This is described in the normative DRM specifications.

[ARCH]: ok. I recommend this be clarified in the AD to improve understanding.

Status: Closed

	007
	2003.06.26
	5.1
	"All DRM agents have a unique private/public key pair and a certificate."

Where to get the certificate from? There must be a signing /certification authority and a PKI. The intention is not to explain how PKI works, a reference to some good material is recommended instead.

A trusted signing authority that handles the certificates is completely missing in the architecture but is required to ensure users privacy. Affected requirements are 7.7.1 and 7.7.3 from OMA-DRM-REQ-v2_0-20030515-C. These two requirements are not met if RI and CI are identical (as explicitely allowed in the document in 4.1) because the device ID will always be sent to the RI. A trusted signing authority could at least shield the correlation between the user ID and the device ID.
	Section 5.1 just outlines the steps involved in the solution as a whole. Each step is discussed in turn in the following sections.

Specifically, the PKI assumptions are discussed in section 5.2.

During rights object delivery device identity may be exchanged. Privacy concerns will be addressed as part of the normative DRM specification.

[ARCH]: Section 5.2 does not discuss the PKI assumptions completely. A trusted signing authority that handles the certificates is completely missing in the architecture.
The proposed architecture does not allow to meet requirements 7.7.1 and 7.7.3.

Status: Open
[DLDRM]: Add statement that when requesting a rights object, certain user and device information may be sent to the Rights Issuer.  The privacy issues associated with sending this information must be considered in the technical specs.

[ARCH]: Misinterpretation of the mentioned requirements and the used terminology now clarified and a non-issue.

Status: Closed.

	008
	2003.06.26
	5.3
	Is the symmetric content encryption and the public key encryption for the CEK intentionally not specified in the AD?

It is unclear / dependent on the cipher method whether a stream can be encrypted with a given CEK (stream cipher vs. block cipher). The crypto algorithm, and therefore also the (format of the) CEK depend on the content to be encrypted (stream vs. file, real time requirements or not, etc.). As a conclusion, the cipher method may have architectural impact. Affected requirements are 6.7 and 7.3.3 in OMA-DRM-REQ-v2_0-20030515-C.

I recommend to elaborate more on this issue in the AD.
	The architecture document is informative and intended to give a higher-level picture of the solution as a whole. Technical details such as specific ciphers are specified in the normative DRM specification.

In the case of non-packetised content, it is packaged in a DCF (specified by OMA) and encrypted with a CEK. The CEK is then put in an RO, which in turn is cryptographically bound to a specific DRM agent.

In the case of streaming, OMA Download&DRM will not specify the format for encrypted streams. This is done by other groups specialised in streaming technologies (3GPP SA4, ISMA, …). A liaison process is already in place to ensure this works smoothly.

Regardless of the format for encrypted streams, the encryption key(s) for the stream may then be put in an RO just like the CEK, and in turn bound to a DRM agent and governed by any permissions/constraints in the RO.

Streaming support in OMA DRM v2 is outlined in section 4.3.3. We will clarify that text.

[ARCH]: ok.

Status: Closed

	009
	2003.06.26
	5.4
	Although this is not an official requirement, from the user perspective it should be clarified that the DRM agent must ensure that once a certain right has been purchased it overrides more restrictive rights which have perhaps been purchased earlier. Example: If I first buy the right "see once" and then decide to by "see as often as I want", the DRM agent should not "automatically" select the "see once" right when I want to view the content later.
	This is discussed in the last paragraph of section 5.4, and is done in the same way as in OMA DRM v1. ROs never “override” or “replace” each other. If rights have been granted, then those rights are valid until they expire (get “used up”). 

If a DRM agent has more than one RO for a piece of content, then in many cases the DRM agent can automatically just pick the “least restrictive” as you describe in your example. How the DRM agent does this selection is implementation (UI design, etc.). 

[ARCH]: ok.

Status: Closed

	010
	2003.06.26
	5.5
	Is key handling defined somewhere? The DRM agent needs the public key of the RI to verify the signature of the RO. How does it get the key? I recommend more elaboration on this.
	Yes, it is defined in the normative DRM specification. 

[ARCH]: ok.

Status: Closed

	011
	2003.06.26
	5.6
	"Rights issuers are required to authenticate themselves ..."

It seems that the DRM agent needs the public key of the RI to authenticate the RI. How is the key exchange organized? From a user's perspective, is there a practical model at all for the use cases described earlier?
	What use cases are you referring to?

The public key of the RI comes from the RI certificate. Key exchange is defined in the normative DRM specification.

[ARCH]: ok. I meant the use cases described in section 4.3 in the AD.

Status: Closed

	012
	2003.06.26
	
	Explain how  requirement 6.11.b.ii is met in the AD. I could not find the answer.
	6.11.b.ii is met by constraints in the RO, and is independent of the architecture. It is a feature of the rights expression language.

Constraints based on user identity have been proposed for the rights expression language, e.g. a “username/password”. Exactly what types of user identity constraints that will be included are still under discussion.

[ARCH]: ok. I recommend this be clarified in the AD to improve understanding.

Status: Closed

	013
	2003.06.26
	
	Explain how req. 6.16 is met in the AD. I could not find the answer. AD talks only about superdistribution but not forward locking.
	Forward lock is supported through OMA DRM v1.0. OMA DRM v2 DRM agents will be required to support at least mandatory parts of OMA DRM v1.0 for backward compatibility. 

[ARCH]: ok. I recommend this be clarified in the AD to improve understanding.

Status: Closed

	014
	2003.06.26
	
	Explain how req. 6.21 is met in the AD. I could not find the answer. Is the format the the crypto algorithm the same for both release 1 and 2?
	If a content provider wishes to distribute the same DCF to both V1 and V2 DRM agents, then that is possible as long as new V2 features of the DCF are not used. Rights delivery will be different to V1 and V2 DRM agents though.

As for DCF crypto, the current proposal is to use the same algorithm.

[ARCH]: ok. I recommend this be clarified in the AD to improve understanding.

Status: Closed

	015
	2003.06.26
	
	Explain how req. 7.1.2 is met in the AD. I could not find the answer. Concerns that it contradicts the privacy requirements 7.7.X.
	User identity MAY be included in the RO request protocol. Exactly what types of user identity that may be included are still under discussion.

To meet the privacy requirements, any user identity information can only be included with user consent.

[ARCH]: ok. I recommend this be clarified in the AD to improve understanding.

Status: Closed

	016
	2003.06.26
	
	Explain how req. 7.2.3 is met in the AD. I could not find the answer. It seems not to be covered in the AD.
	The OMA DRM v2 architecture does not in any way prevent the type of backend interaction indicated by this requirement. But OMA Download&DRM does not specify interfaces between backend systems as part of the current WI, and so it is out of scope of the DRM v2 architecture.

OMA Download&DRM has forwarded this and related requirements to the Mobile Commerce Group.

[ARCH]: ok.

Status: Closed

	017
	2003.06.26
	
	Explain how req. 7.3.4 is met in the AD. I could not find the answer. It depends on the cipher algorithm. Needs to be specified in order to meet the req.
	OMA Download&DRM will not specify formats or methods for encrypting streams (see item 8 above). This will be done by streaming standardisation bodies (3GPP SA4, ISMA, etc.). 

OMA Download&DRM has passed on its requirements on encrypted streams to these external bodies.

[ARCH]: ok.

Status: Closed

	018
	2003.06.26
	
	Explain how req. 7.3.6 is met in the AD. I could not find the answer. It seems not to be covered in the AD.
	See item 17 above.

[ARCH]: ok.

Status: Closed

	019
	2003.06.26
	
	Explain how req. 7.6.7 is met in the AD. I could not find the answer. Is it left to the implementation of the DRM agent? If possible, options should be avoided. I recommend to make it explicit.
	See item 12 above.

[ARCH]: ok.

Status: Closed

	020
	2003.06.26
	
	I wonder if req. 7.7.2 can be satisfied / guaranteed by this AD / spec. If it cannot, I recommend to mention it explicitely in the AD.
	See items 7 and 15 above.

[ARCH]: ok.

Status: Closed

	021
	2003.07.08
	4.3
	State information - if lost or damaged, how to restore?


	To be addressed in the normative DRM specification.

[ARCH]: The DRM group states that they will be outlined in the normative specification, but I do not think that is sufficient, since they are of a nature which may be generic to OMA enablers, and thus should be outlined in the Arch document.I think you need to point out in the Architecture document how you intend to handle state information. This description should ideally be a reference to an existing standard, or a clarification of the type "we will define a MIME media type for this" (although I do not expect you to use that example).

Status: Open.

	022
	2003.07.08
	4.3 and 5
	How are device characteristics handled

   - Since only a particular instance is available to the key, this has to be taken into account.

   - How to apply different capabilities when legally transacted (e.g. content is sold to a user with a different phone? - provided resale is allowed, of course)
	Device characteristics are incorporated into the device certificate as described in section 5.2, item 1.   Device characteristics are also provided by advertising supported MIME types and via UAProf.  

[ARCH]: ok.

Status: Closed

	023
	2003.07.08
	5.6
	Secure time? How is this done (there is a mention of it in the document, but no reference)?


	The details for secure time will be provided in the normative DRM spec.

[ARCH]: The DRM group states that they will be outlined in the normative specification, but I do not think that is sufficient, since they are of a nature which may be generic to OMA enablers, and thus should be outlined in the Arch document.I think you need to point out in the Architecture document how you intend to handle secure time. This description should ideally be a reference to an existing standard, or a clarification of the type "we will define a MIME media type for this" (although I do not expect you to use that example).

Status: Open.

	024
	2003.07.08
	5
	Privacy/anonymity - has those considerations been taken into account? If so, how?


	See issue 15

[ARCH]: ok.

Status: Closed

	025
	2003.07.08
	5
	How are usability requirements (Requirements document, section 7.12) fulfilled?
	7.12.1 – covered in section 4.2, para 3.

7.12.2 – section 5.3, paragraph 1 

7.12.3 – section 5.4

[ARCH]: ok.

Status: Closed 

	026
	2003.07.08
	4.3
	How is resale of content (e.g. proxy-based) done (i.e. can you delegate the issuing of rights)? Or, if this is out of scope, where is that stated?
	The architecture supports backend delegation – RI and CI may be representing the same or different stakeholders, they may be run by the same or different organizations, and so on. This enables many different business models, including federated models (resale, etc.).

OMA Download&DRM does not specify interfaces between backend systems as part of the current WI.
[ARCH]: ok.

Status: Closed


Editorial Comments

	Document Rev
	Section
	Description
	Status

	20030611
	3.2
	Add definitions for  UI, RI, RO, DCF, PKI, REK
	Done.

[ARCH]: ok.

Status: Closed

	OMA-DRM-REQ-v2_0-20030515-C
	Change History
	The change history of the document contains a change in the year 2009. Are you sure?
	Deferred.  The entire change history for all specs will be removed when the candidate enabler release is created.

[ARCH]: ok.

Status: Closed
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