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1 Overview

This Liaison statement informs 3GPP SA3 about activities related to delegated authentication / Digital Identity frameworks in OMA ARC SEC, and asks for information about related activities at 3GPP.
2 Proposal

OMA ARC SEC is currently working on version 1.1 of the “Application-Layer Security Common Function”, in short SEC_CF. This enabler profiles existing specifications in the area of Security for re-use in other OMA specifications.
The Requirements [1] and Architecture [2] for this enabler are available. Work on the detailed technical specification is ongoing.

Based on a part of the requirements for SEC_CF 1.1, a solution for “delegated authentication for web services” is being specified.

The requirements are as follows:


	Label
	Description
	Release

	SEC_CF-DELAUTH-001
	To support OMA enablers using Web Services, the SEC_CF Enabler SHOULD support a delegated authentication model where the application delegates authentication to a trusted party (e.g., using OpenID, OAuth, or SAML). 
	SEC_CF 1.1

	SEC_CF-DELAUTH-002
	The SEC_CF Enabler MAY provide data integrity between the User Agent and the trusted party.
	SEC_CF 1.1

	SEC_CF-DELAUTH-003
	The SEC_CF Enabler SHOULD provide data confidentiality between the User Agent and the trusted party.
	SEC_CF 1.1

	SEC_CF-DELAUTH-004
	The SEC_CF Enabler MAY provide pre-shared secret keys for integrity protection between the User Agent and the trusted party.
	SEC_CF 1.1

	SEC_CF-DELAUTH-005
	The SEC_CF Enabler SHOULD provide pre-shared secret keys for confidentiality protection between the User Agent and the trusted party.
	SEC_CF 1.1


The use case to enable is to integrate OpenID or similar Digital Identity Frameworks (e.g. using SAML) with existing service provider infrastructures (e.g., UICC applications and HSS) and to support strong authentication to web services based on these service provider assets. It is further foreseen to integrate OpenID or similar Digital Identity Frameworks with the subscriber authentication mechanisms (e.g., IMS AKA, UMTS AKA, HTTP Digest, etc.) used in networks.
We would like to understand if there are activities ongoing in 3GPP in the field, which specifications are being created or planned to be created, and what is the estimated schedule for their availability. 

We request this information in order to be able to evaluate these mechanisms as potential candidates for re-use in our SEC_CF specification.
Our next meeting will take place from June 28 – July 2 in Las Vegas.

References:

[1] http://member.openmobilealliance.org/ftp/Public_documents/ARCH/ARC-SEC/Permanent_documents/OMA-RD-SEC_CF-V1_1-20091208-C.zip 
[2] http://member.openmobilealliance.org/ftp/Public_documents/ARCH/ARC-SEC/Permanent_documents/OMA-AD-SEC_CF-V1_1-20100302-D.zip
3 Requested Action(s)

OMA ARC SEC requests 3GPP SA3 to provide information about activities related to delegated authentication, in particular integration of openID or similar Digital Identity Frameworks (e.g. using SAML) with network-based and UICC-based authentication mechanisms, their deliverables and schedules.

4 Conclusion

OMA ARC SEC wishes to thank 3GPP in advance for their efforts to provide us the requested information, and is looking forward to continued exchange and good co-operation. 
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