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1. Scope

The Global Permissions Management (GPM) enabler provides generic permissions checking and permissions management, which can be used by other resources (e.g. OMA service enablers). This document provides the technical specification for the GPM enabler. The scope of this GPM technical specification is to define how the GPM enabler extends the PEM-1 interface for permissions rule checking and the PEM-2 interface for permissions rule management. One or both of the PEL options may be used for Permissions Rules, without extending the PEL options.
2. References

2.1 Normative References

	[GPM AD]
	“Global Permissions Management Architecture”, Open Mobile Alliance, OMA-AD-GPM-V1_0, URL:http://www.openmobilealliance.org/

	[GPM RD]
	“Global Permissions Management Requirements”, Open Mobile Alliance, OMA-RD-GPM-V1_0, URL:http://www.openmobilealliance.org/

	[PEEM FAULT WSDL]
	“PEEM WSDL definition file for the PEM-1 Faults”, Open Mobile Alliance,  OMA-SUP-WSDL-PEM_1_faults-V1_0

	[PEEM INPUT TEMPLATE XSD]
	“PEEM XSD definition file for Policy Input Template”, Open Mobile Alliance,
OMA-SUP-XSD_PEM_1_GenericInputTemplateData-V1_0

	[PEEM OUTPUT TEMPLATE XSD]
	“PEEM XSD definition file for Policy Output Template”, Open Mobile Alliance, OMA-SUP-XSD_PEM_1_GenericOutputTemplateData-V1_0

	[PEEM REQ WSDL]
	“PEEM WSDL definition file for the PEM-1 Request Interface”,  Open Mobile Alliance, OMA-SUP-WSDL-PEM_1_REQ-V1_0

	[PEEM RSP WSDL]
	“PEEM WSDL definition file for the PEM-1 Response Interface”, Open Mobile Alliance, OMA-SUP-WSDL-PEM_1_RSP-V1_0

	[PEL TS]
	“PEEM Policy Expression Language Technical Specification”, Open Mobile Alliance, OMA-TS-PEEM_PEL-V1_0, URL:http://www.openmobilealliance.org/

	[PEM-1 TS]
	“Policy Evaluation, Enforcement and Management Callable Interface (PEM-1) Technical Specification”, Open Mobile Alliance, OMA-TS-PEEM_PEM1-V1_0, URL:http://www.openmobilealliance.org/

	[PEM-2 TS]
	“Policy Evaluation, Enforcement and Management – Management Interface (PEM-2) Technical Specification”, Open Mobile Alliance, OMA-TS-PEEM_PEM2-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4825]
	“The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)”, J. Rosenberg, March 2007, http://www.ietf.org/rfc/rfc4825.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.6, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Ask Request
	An enquiry from GPM to the Ask Target for his/her consent for the release of a Target Attribute.

	Ask Target
	Any principal (e.g. Permissions Target or Permissions Manager) who receives an Ask Request.

	GPM Context
	Static or dynamic information pertaining to a principal (i.e. a Target Attribute Requester, Target Attribute Consumer or Permissions Target). 

	Delegate
	To designate specified tasks or management functions by an authorised principal to another principal. (This definition is only valid in the context of GPM).

	GPM Administrator
	An authorised principal that administers the role(s) and GPM management rights of the Permissions Manager(s), e.g. assigning Permissions Targets to Permissions Managers.

	GPM Management Right
	Entitlement or privileges given to a principal with respect to which Permissions Management functions he/she can perform

	GPM Target Request
	An enquiry from a principal requesting access to target attribute(s). E.g. a service invocation that includes target attributes as service parameters.

	Permissions Checking
	Processing of Permissions Rules

	Permissions Checking Request
	An enquiry from a principal, (e.g. service enabler) to the GPM enabler for permission to grant access to Target Attributes.

	Permissions Checking Response
	Message returned in response to the Permissions Checking Request and including the expression of  the results of the Permissions Checking

	Permissions Manager
	An authorised principal, (typically human) that manages (e.g., creates/retrieves/modifies/deletes/sets priority of/delegates GPM Management Rights with respect to) permissions rules associated with the Permissions Target's attributes. (This actor can be the Permissions Target, an authorised delegate or the GPM Administrator).

	Permissions Rule
	A combination of a condition and a returned decision if the condition is true. The condition is expressed in terms of Target Attributes and other information (e.g. requester identity, intended usage) and the decision indicates what action the requester should take. E.g. if requester = “is in my domain” and “target attribute” = “my location” then grant.  

	Permissions Target
	Any principal (or group of principals) whose Target Attributes are subject to Permissions Rules

	Principal
	See [OMA-DICT]

	Target Attributes
	Information pertaining to Permissions Target(s) for which access to is governed by Permissions Rules.  Target Attributes can be either static, i.e. that changes relatively infrequently such as information in an address book, or dynamic, i.e. that could change more frequently such as user presence or geographical location.

	Target Attribute Consumer
	A principal consuming/making use of a Target Attribute (e.g. for a map showing the location of the Permissions Target). This role will typically be played by an end-user or an application.

	Target Attribute Requester
	Any principal that originates a GPM Target Request.


3.3
Abbreviations

	AD
	Architecture Document

	GPM
	Global Permissions Management

	OMA
	Open Mobile Alliance

	OSE
	OMA Service Environment

	PEEM
	Policy Evaluation, Enforcement and Management

	PEL
	Policy Expression Language

	PEM-1
	PEEM specified callable interface

	PEM-2
	PEEM specified management interface

	RD
	Requirements Document

	TS
	Technical Specification


4. Introduction

The Global Permissions Management (GPM) enabler provides two main functions related to the permission rules for access to attributes of a principal, by other resources (e.g. OMA service enablers, applications):

1. Permissions Checking function

2. Permissions Management function

The GPM Permission Rule Checking interface exposes the Permissions Checking function [GPM AD]. This interface is derived from PEM-1 [PEM-1 TS], using the PEEM defined process of using templates. This technical specification will define the PEM-1 Standard Input Template, for the Permission Checking request, and the PEM-1 Standard Output Template, for the Permission Checking response, along with the required parameters.

The GPM Permission Rule Management interface exposes the Permissions Rules management function [GPM AD]. This interface is derived from PEM-2 [PEM-2 TS]. This technical specification will define how the Permissions Rules management functions available to a Management Requester are mapped to the PEM-2 Policy Management Operations.
The GPM Permissions Rules themselves conform to PEL [PEL TS].

· 
· 
· 
· 

4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

DELETE THIS COMMENT

Version 1.0 of this GPM technical specification addresses all requirements from [GPM RD].

5. GPM Interface Specification
To Be Completed

5.1 Permissions Rule Checking Interface
The GPM Permission Rule Checking interface is derived from PEM-1 [PEM-1 TS], using the PEEM defined process of using templates. This section specifies:

· The GPM extensions to the PEM-1 Standard Input Template, for the Permission Checking request.

· Header parameters

· Permission Rule Identification parameters

· Input parameters

· The GPM extensions to the PEM-1 Standard Output Template, for the Permission Checking response.
· Header parameters

· Status parameters.


5.1.1 GPM Input Template

To Be Completed
5.1.1.1 Header parameters
The following section defines the values for the GPM Input Template Header parameters.

· The templateID (type STRING) for this template SHALL be OMA_GPM_1.

· The templateVersion (type STRING) for this template SHALL be V1.0.0.


5.1.1.2 Permissions Rules Identification Parameters 
For internal Permissions Rules (i.e. those managed by the Permissions Rule Management interface / PEM-2):

· The GPM input template MUST support the Internal Policy Reference Standard PEM-1 Template in order to pass internal Permissions Rules by reference.
· In addition the GPM input template MAY optionally support the External Policy Reference Standard PEM-1 Template.

5.1.1.3 Input Parameters

The GPM input template for PEM-1 specifies the following normative input parameters:

· permissionsTargetID (type STRING): Permissions Target identity, the principal (or group of principals) whose Target Attributes are being requested.
· permissionsRequesterID (type STRING): Permission Requester identity, the principal requesting the permission to GPM for accessing the Target Attributes of the Permissions Target.
· TargetAttributeConsumer (type STRUCT): information pertaining to the Target Attribute Consumer, the principal consuming/making use of a Target Attribute (e.g. for a map showing the location of the Permissions Target). This role will typically be played by an end-user or an application.

· ConsumerID (type STRING): Target Attribute Consumer identity (i.e. end-user)

· ServiceID (type STRING): identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID).

· ServiceProviderID (type STRING): identity of the Service Provider that offers this service or application.
· requestedAttributes (type STRUCT): The requested Permission Target attributes,  information pertaining to Permissions Target(s) for which access is governed by Permissions Rules. Target Attributes can be either static, i.e. that changes relatively infrequently such as information in an address book, or dynamic, i.e. that could change more frequently such as user presence or geographical location. This is a sequence of:

· targetAttributeName (type STRING): The name of the Target Attribute.
· targetAttributeUse (type STRING) (optional): The intended use of the Target Attribute. If present, the parameter indicates for which purpose the application is requesting access to the attribute (e.g. to modify a Target Attribute, or sharing medical data with doctors but not students)
· contextInformation (type STRUCT) (optional): If present, the parameter indicates contextual information pertaining to the GPM Target Request. Examples of contextual information include e.g. User profile information, application specific data, and other relevant GPM Context information (e.g. time of day, number of requests per unit time or other information coming from OMA enablers). This is a sequence of:
· contextInfoType (type STRING): Indicating the data type of the GPM Context information (data type MUST be one of the PEM-1 parameters data types specified in [PEM-1 TS])
· contextInfo (type STRING): GPM Context information of type contextInfoType.

Editor’s note: The type of ID parameters here is STRING. If ARC learns more about the schema for these parameters, perhaps URI may prove to be a more suitable type.

Editor’s note: These may not be all the parameters needed. The current list (including whether the parameter is optional) is taken from the AD. The data type for each parameter is TBD. Further mandatory and optional input parameters may be defined as ARC develops a further understanding of the Permission Checking request. For example, ARC may decide that targetAttributeConsumerID is optional.

Editor’s note: Once all parameters have been identified and defined, this section will need to include the XML schema definitions for the GPM Input Template parameters


5.1.2 GPM Output Template

To Be Completed

5.1.2.1 Header parameters
The following section defines the values for the GPM Output Template Header parameters.

The templateID for this template SHALL be OMA_GPM_2.

The templateVersion for this template SHALL be V1.0.0.


5.1.2.2 Status Parameters

The GPM output template MUST support the Output Status Standard PEM-1 Template, with the following parameter values:
· Decision: The decision rendered by the evaluation of Permissions Rules for each Target Attribute passed in the Permission Checking Request. The possible values for the Decision attribute, according to [GPM AD], are “GRANT” and “DENY”. The PEM-1 specification (see [PEM-1 TS], appendix D) defines codes for “ALLOW”, “DENY” and “SUCCESS” status categories. The scope of “ALLOW” in PEM-1 covers the interpretation of “GRANT” in GPM, and therefore the “ALLOW” codes defined by PEM-1 can be re-used for a GPM “GRANT” decision, which are mapped to specific “ALLOW” codes. Hence, the GPM Decision attribute values map to the following PEM-1 Output Status template values (see [PEM-1 TS], appendix D) as follows:

· The GPM Decision attribute with value “GRANT” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2101, in case no additional parameters have to be passed

· The GPM Decision attribute with value “GRANT” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2102, in case additional parameters have to be passed.

· The GPM Decision attribute with value “DENY” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2401, in case no additional parameters have to be passed.

· The GPM Decision attribute with value “DENY” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2402 in case additional parameters have to be passed..

· Reason (optional): In the case of either GRANT or DENY, an optional reason for the decision may be passed in the Permission Checking Response, regardless of the use of specific Decision codes used.The following PEM-1 Output Status template value (see [PEM-1 TS], appendix D) mapping applies:

· The GPM Reason attribute maps to the PEM-1 Output Template parameter statusText (type STRING).

Editor’s note: Further mandatory and optional output parameters may be defined as ARC develops a further understanding of the Permission Checking response. For example, additional parameters in the case of using GRANT code 2102, or DENY code 2402 would have to be defined (FFS).

5.1.2.3 Editor’s note: Once all parameters have been identified and defined, this section will need to include the XML schema definitions for the GPM Output Template parameters

5.2 Permissions Rules

A GPM permission rule (i.e. a PEEM policy) SHALL be represented as an XML document. The schema for such a GPM permission rule (i.e. a PEEM policy) SHALL conform to [PEL TS]. One or both of the PEL options (i.e. Ruleset Framework and/or Business Processes) may be used for Permissions Rules.
Editor’s note: In order to re-use PEM-2 without change, while meeting the GPM requirements, each Permissions Rule would have to be manageable as a separate entity, hence would have to be represented by a separate XML document. This restriction is imposed by the re-use of PEM-2, rather than the re-use of XCAP (which PEM-2 is based on). XCAP supports management of XML document tags. A GPM dependency on XCAP directly may allow for the GPM management operations of the individual permissions rules, while not mandating that they are stored in separate XML documents.

FFS: to decide whether to re0use PEM-2 as is (i.e. GPM Permissions Rules are each in a separate XML document) or extend PEM-2 in GPM to allow for management of tags, or CR PEM-2 to support management of tags inside the policy (possibly restrict it to the management of complete rules; and maybe restrict it to the PEL ruleset option only – since this would be difficult in the case of using BPEL). 

Editor’s note: During the development of the GPM TS, ARC may identify the need to express or standardize specific conditions. In this case, PEL may require extensions. For example, when using the “PEL ruleset option” based on IETF’s common policy, the existing conditions/actions may not be sufficient to express GPM rules. This is FFS.


5.3 Permissions Rule Management Interface

The GPM Permission Rule Management interface is derived from PEM-2 [PEM-2 TS]. This implies the following:

· The PEM-2 interface SHALL be used to manipulate GPM permission rules [PEM-2 TS].

· The GPM permission rule identifier (i.e. Policy identifier) SHALL be an XCAP URI [RFC 4825].

· The GPM Permission Rule Management interface SHALL use the PEM-2 Application Usage as specified in [PEM-2 TS]. 

Editor’s note: Further study is required on how to associate Permissions Rules with a Permissions Target. PEM-2 does not pass the Permissions Target as an explicit parameter. A possibility is to group the Permissions Rules per Permissions Target, in a directory structure. Such a directory structure would then have to be specified as part of this GPM TS.

5.3.1 Permissions Rules management functions
The Permissions Rules management functions available to a Management Requester include the ability to create, read, delete, modify, list, suspend, resume and set priorities of Permissions Rules [GPM-AD]. PEM-2 defines four Policy Management Operations [PEM-2]. This section defines how the Permissions Rules management functions map to the PEM-2 Policy Management Operations:

· The PEM-2 Create Policy operation defined in [PEM-2 TS] SHALL be used to “create” a permission rule.

· The PEM-2 Modify Policy operation defined in [PEM-2 TS] SHALL be used to “modify” a permission rule.

· The PEM-2 Delete Policy operation defined in [PEM-2 TS] SHALL be used to “delete” a permission rule.

· The PEM-2 View Policy operation defined in [PEM-2 TS] SHALL be used to “read” a permission rule.

Editor’s note: Further study is required on how to deal with the Permissions Rules management function “list”. In part, it depends on the interpretation of the semantics for “list”. If “list” is to be interpreted as a list of “read” operations, one could use a sequence of PEM-2 View Policy operations, with one invocation per GPM permission rule identifier (i.e. Policy Identifier/XCAP URI). However, that implies that you know the XCAP URI for all the rules, for a particular target. How would you know? A different interpretation of “list” could be that it is a listing of the XCAP URIs themselves (i.e. you don’t know what they are, and want to obtain a list – so you can go read them).

Editor’s note: Further study is required on how to deal with the Permissions Rules management functions “suspend” and “resume”. “Suspend” cannot be mapped to the Delete operation, because this operation releases the XCAP URI, and hence the permissions rule cannot be “resumed” again. Perhaps the Modify operation can be used to change an attribute or element in the XML document representing the permissions rule, but that may require a change to the XML Schema of PEL. Perhaps a “suspended” permission rule can be placed in a separate repository.

Editor’s note: Further study is required on how to deal with the Permissions Rules management function “set priorities”. Perhaps the Modify operation can be used if “priority” is part of the PEL Schema for BPEL and Commonpol.

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
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   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version <current version> History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
	Date
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	Draft Versions
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	Agreed contibutions from Beijing:
· OMA-ARC-GPM-2008-0002R02-INP_Permissions_Rule_Checking
· OMA-ARC-GPM-2008-0003R01-INP_Permissions_Rules
· OMA-ARC-GPM-2008-0005-INP_Intro_section


	OMA-TS-GPM_V1_0-20080417-D
	17/04/2008
	5.1.12, 5.1.1.3
	Agreed contibutions from Paris:

· OMA-ARC-GPM-2008-0007-INP_resolving_some_issues


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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