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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

Editor’s note: To be done

2. References

Editor’s note: To be done

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[J2SEBLOB]
	“Interface Blob”, java.sql, J2SE v.1.4.2, URL: http://java.sun.com/j2se/1.4.2/docs/api/java/sql/Blob.html

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

Editor’s note: To be done

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Binary Large OBject
	An object that can hold any digitized information. A Binary Large Object (BLOB) does not define a specific data structure but instead can convey / contain any data structure.

	PEM-1 Parameter
	A technology neutral specification of an identifier and type to be included in a PEM-1 Template.

	PEM-1 Template
	A sequence of PEM-1 Parameters that defines an input/output data structure to be used as PEEM PEM-1 interface or part of it. A PEM-1 Template may include mandatory and/or optional PEM-1 Parameters. It is defined in a technology neutral way.

	PEM-1 Template Binding
	A PEM-1 Template representation associated with a specific technology.

	Standard PEM-1 Template 
	A PEM-1 Template specified by OMA. A Standard PEM-1 Template is composed from one or more PEM-1 Templates. 

	Custom PEM-1 Template
	A PEM-1 Template specified outside OMA (e.g. by Service Providers). A Custom PEM-1 Template is composed from one or more PEM-1 Templates.

	Standard PEM-1 Template Binding 
	A PEM-1 Template Binding specified by OMA. 

	Custom PEM-1 Template Binding
	A PEM-1 Template Binding specified outside OMA (e.g. by Service Providers).

	Internal Policy
	A policy made available to a PEEM implementation using the PEEM Policy Management interface (PEM-2), prior to a PEM-1 request to make use of the policy. 

	External Policy
	A policy made available to a PEEM implementation as a PEM-1 Parameter that is part of a PEM-1 request. 


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	BLOB
	Binary Large OBject

	
	


4. Introduction

<< From a market perspective...  

What can you do with this specification?

What problem does this solve?

How can this specification be applied?

Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

Editor’s note: To be done

5. PEM-1 Interface

5.1 Specification of the PEM-1 interface

5.1.1 BLOB behavior

The PEM-1 interface MUST support a BLOB interface [J2SEBLOB] for input and output:

· Any input can be passed via PEM-1 by a requester

· Any output may be returned via PEM-1 to the requester

Inputs are parsed and examined and outputs are generated based on the Policy processed by PEEM.Interpretation of the BLOB input data structure and generation of output data is always driven by the policy that is processed. If a PEM-1 Template is used within a BLOB, as described in section 5.1.2, the data structure is expected to follow the PEM-1 Template and the policy is expected to be designed to interpret the data structure accordingly.
When a policy is written, it should take into account any existing constraints that a requestor may have in providing and processing the BLOB internal data structure.  

Editor’s note: need explanation for “existing constraints”

There needs to be a way for the requester to know the BLOB’s data structure to send as input and expect as output. This may be for example according to PEM-1 Templates as discussed in sections 5.1.2 and after.

In order to use the PEM-1 interface of PEEM, the requester is aware of the input it needs to provide, and the output behaviour.  How the requester is made aware of these details, (e.g. the PEM-1 Template to follow and expect) is out of scope of PEEM specifications and it is assumed to be communicated in a separate communication channel. Some informative considerations are provided in Appendix C.

BLOBs allow for any bindings to the interface. 

5.1.2 PEM-1 Templates

The policies determine how to interpret the incoming data PEM-1 Parameters and how to construct outgoing PEM-1 Parameters. PEM-1 Templates define what input PEM-1 Parameters are expected to be provided as input by the requestor for the consumption by the policy and what output PEM-1 Parameters may be generated by the policy for the requestor’s consumption.

PEM-1 Templates are defined to permit binding of the PEM-1 interface to as many of the known bindings as possible.

A PEM-1 Template is Standard, as defined in section 5.1.3, (i.e. defined by OMA and included with the PEEM specifications) or Custom (e.g. defined by the Service Provider which deploys PEEM). A PEM-1 Template defines the input and output data structure.  The actual input is interpreted by the policy, and the generated output is determined by the policy. Policy and PEM-1 Templates should be designed considering the constraints of the requester and service provider who defines the policies.

PEM-1 parameters and Standard PEM-1 Templates are specified as part of some OMA enablers. PEEM PEM-1 TS should capture those PEM-1 Parameters/ PEM-1 Templates (e.g. identified by other OMA enablers) which can be reused by other OMA enablers.

5.1.3 Standard PEM-1 Templates

The PEM-1 interface MUST support the set of Standard PEM-1 Templates (i.e. understand the data structure of associated input and output and support policies that interpret such data structures). 

To support a PEM-1 Standard Template means that a policy can interpret the incoming data and/or generate outgoing outputs as defined by the PEM-1 Template. Standard PEM-1 Templates are not mutually exclusive. A PEEM implementation MUST support all the Standard PEM-1 Templates. PEM-1 Templates are expressed independently of the binding to a particular technology. Specific bindings are discussed in section 5.6. 

5.1.4 Custom PEM-1 Templates

Custom PEM-1 Templates are outside the scope of the PEEM specification, but provide a similar way for service providers to define SP-specific PEM-1 Templates that would be processed by a set of policies used by the service provider. 

Custom PEM-1 Templates are PEM-1 Templates defined by the Service Provider in order to support their specific policy needs. Custom PEM-1 Templates are similar to the Standard PEM-1 Templates and similarly used. They may re-use some or all of the input/output PEM-1 Parameters specified in the Standard PEM-1 Templates, and/or may add new input/output PEM-1 parameters.

 Custom PEM-1 Templates are not mutually exclusive, neither are they mutually exclusive when considered in combination with Standard PEM-1 Templates.  A PEEM implementation MUST support any number of Standard PEM-1 Templates, and MAY support any number of Custom PEM-1 Templates.

5.2 Input / Output Standard PEM-1 Templates

The following Standard PEM-1 Templates MUST be supported PEM-1 as explained in section 5.1.3.

Editor’s note: This section will contain templates selected by the WG. Template details may be put in appendices - TBD. The following sections describe templates that have been pre-identified as necessary, but others such sections may be added as this concept develops.

5.3 Error / status code Standard PEM-1 Template

Editor’s note: consider to make level 3 headings

This section specifies how error or status codes can be returned as part of the PEM-1 output. 

A PEEM implementation MUST support such a Standard PEM-1 Template.

These error codes MAY be used as a preamble (i.e. separate PEM-1 parameter from rest of returned data value(s)) to an output BLOB or as part of an input/output Standard PEM-1 Template as specified in section 5.2.

Editor’s note: This section will contain templates to return error code / status code reports. 

5.4 Internal Policy reference Standard PEM-1 Template

This section specifies how a reference to an internal policy can be passed with a request through PEM-1. It can be combined with any other Standard PEM-1 Template. A PEEM implementation then uses the reference to identify a specific policy as managed by PEM-2. 

A PEEM implementation MUST support such a Standard PEM-1 Template.

These PEM-1 parameters MAY be used as a preamble to an input BLOB or as part of an input/output Standard PEM-1 Template as specified in section 5.2.

In general, a PEEM implementation may use a combination of template parameters, in addition to other sources of information, to determine the policies to be evaluated. An explicit indication identifying the internal policy to be applied may be useful (see following parameter):
· InternalPolicyID - reference to the internal policy

Editor’s note: This section will contain templates for passing a reference to an internal policy as part of the request to PEM-1.

5.5 External Policy reference Standard PEM-1 Template

This section specifies how a reference to an external policy can be passed with a request through PEM-1. It can be combined with any other Standard PEM-1 Template. A PEEM implementation then uses the external policy for the policy evaluation or evaluation and enforcement. 

A PEEM implementation MUST support such a Standard PEM-1 Template.

These PEM-1 parameters MAY be used as a preamble to an input BLOB or as part of an input/output Standard PEM-1 Template as specified in section 5.2.

A PEEM implementation may be configured to refuse input that include such a Standard PEM-1 Template, if the service provider or vendor wants to prevent passing policies as part of PEM-1 requests.

The use of an external policy is indicated by passing either a reference to the external policy, or passing the external policy itself by value, via a PEM-1 Parameter:

· ExternalPolicyID - reference to the external policy

· ExternalPolicy – external policy

Editor’s note: This section will contain templates for passing a  reference to an external policy as part of the request to PEM-1.

5.6 I/O parameters
Input/output parameters listed will be replicated over one or more templates.  For convenience, they have been grouped here by the nature of the information they convey (e.g. parameters relative to template identification, originator identity, etc).  PEEM PEM-1 templates contain different combinations of parameters specified in this document.
Editor’s note: The parameters included in a specific grouping are preliminary and therefore subject to changes.  The type of the parameters (int, string, Boolean, etc …) and the nature of the parameters (mandatory, optional) has not been established yet – this will happen at a later stage (e.g.  after all potential parameters are collected, and the final templates are agreed, or by the time we have a good justification for each parameter).
5.6.1 Template-Identification

This section specifies how to define and identify the data structure of a template (for requests to PEEM, as well as responses from PEEM). The following parameters are used in the templates when conveying this type of information:

· TemplateID – a parameter that uniquely identifies the use of a specific template

· TemplateVersion – a parameter that identifies the version of the template used

Editor’s note: Parameters details may be put in appendices - TBD. Another parameter in this set could be VendorID (or Namespace) – to be considered via a separate contribution.  We need to discuss whether we will ask OMNA to administer a potential VendorID or Namespace parameter.
5.6.2 Message-Handling

In general, when faced with multiple simultaneous requests, a PEEM implementation may use a combination of template parameters, in addition to other sources of information, to determine the priority in which requests should be handled. In such cases, an explicit indication by the requester with respect to the priority of the request may be useful (see following parameter):
· MsgPriority – a parameter that indicates the priority of the message

Editor’s note: we could possibly include here parameters that would indicate a PEEM instance “specialization”, although this could also be done via other means
Editor’s note: Parameters details may be put in appendices - TBD.

5.6.3 Origin-Identification

This section identifies how to pass information about the origin and identity related to the original request for access to a resource (the resource being the one that invokes the help of PEEM). This includes information about a possible principal (e.g. end-user), the device the principal is using, and the application used by the principal to make the request. The following parameters are used in the templates when conveying this type of information:

· OriginatorID – a parameter that identifies a principal that issued a request, or on behalf of whom a request was issued (name, pseudonym, other)

· OriginatorDomain – a parameter that identifies the originating principal’s domain (realm)

· OriginatorDeviceID – a parameter that identifies the originating principal’s device

· OriginatingApplicationID – a parameter that identifies the application via which the request for accessing a resource was made (ApplicationIDs would be assigned by the Service Provider and must be unique within the scope of that Service Provider)

· OriginatingApplicationDomain – a parameter that identifies the domain from which the application made the request

Editor’s note: Parameter details may be put in appendices - TBD.

5.6.4 Target-Identification

This section identifies how to pass information about the destination and identity related to the original request for access to a resource (the resource being the one that invokes the help of PEEM). This includes information about a possible principal (e.g. end-user), the device the principal is using, and the application used by the principal to make the request. The following parameters are used in the templates when conveying this type of information:

· TargetID – a parameter that identifies a principal that is the target of a request (name, pseudonym, other)

· TargetDomain – a parameter that identifies the target principal’s domain (realm)

· TargetDeviceID – a parameter that identifies the target principal’s device

· TargetApplicationID – a parameter that identifies the application via which the target principal may be reached (ApplicationIDs would be assigned by the Service Provider and must be unique within the scope of that Service Provider)

· TargetApplicationDomain – a parameter that identifies the domain in which the target application operates

Editor’s note: Parameter details may be put in appendices - TBD.
5.6.5 Resource-Identification

This section identifies how to pass information about the resource that needs policy enforcement. This includes information useful in identifying the resource that issues a request to PEEM, the operation that was requested from this resource by some other application, the type of service that is involved in that original request. The following parameters are used in the templates when conveying this type of information:

· ResourceID – a parameter that identifies the resource that is accessed by the originating principal (or an application representing that principal). This is the resource that issues the request towards PEEM (ResourceIDs would be assigned by the Service Provider and must be unique within the scope of that Service Provider)

· ResourceDomain – a parameter that identifies the domain in which that resource resides

· RequestedOperation – a parameter that identifies the request that was made against this resource

· RequestType – a parameter that categorizes the type of request that was made against this resource (e.g. end-user to end user, end-user to group, etc)

Editor’s note: Parameters details may be put in appendices - TBD.

5.6.6 Charging-Identification
This section identifies how to pass information about the entity that would be potentially charged in conjunction with handling a policy evaluation request. The following parameters are used in the templates when conveying this type of information:

•
ChargedPrincipalID – a parameter that identifies the principal that should be charged in conjunction with this request

•
ChargedPrincipalDomain – a parameter that indicates the domain to which the charged principal belongs
Editor’s note: Parameters details may be put in appendices - TBD.
5.6.7 Environment-Identification
This section identifies how to pass state information about the environment in which the request to the resource has been made. The following parameters are used in the templates when conveying this type of information:

· TimeofDay – a parameter that defines the time-of-day the original request was made

· OriginatorSphere – a parameter that defines the originating principal’s environment (home, work, other)

Editor’s note: Parameters details may be put in appendices - TBD.

5.7 PEM-1 Template Bindings

PEEM enabler implementations shall offer, at least, one of the following bindings for the PEM-1 Interface:

· Diameter

· SOAP

Other bindings are not precluded, but are not to be described in this specification.
Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1.0 History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-PEEM-V1_0-20051127-D
	 27 Nov 2005
	All
	Initial Baseline 

	OMA-TS-PEEM_PEM1-V1_0-20060430-D 
	30 apr 2006
	All
	Initial PEM-1 baseline based on OMA-ARC-2006-0093R03-Formalizing_BLOB_and_Templates_for_PEEM_TS 

	
	13 Oct 2006
	See descripton
	Agreed input from: 
· OMA-ARC-2006-0121R03-Normative-PEM-1-template-parameters
· OMA-ARC-2006-0147R05-PEM-1-TS-clarifying-definitions
· OMA-ARC-2006-0142R03-PEM-1-TS-baseline-update
· OMA-ARC-2006-0143R02-PEM-1-TS-definition-of-template
· OMA-ARC-2006-0200R01-PEM-1-Bindings Agreed

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. Communicating PEM-1 details to the requester                    [Informative]

C.1 Use cases

Editor’s note: Details to be added.

Interpretation of the BLOB input data structure and generation of output data is always driven by the policy that is processed. If a PEM-1 Template is used within a BLOB, as described in section 5.1.2, the data structure is expected to follow the PEM-1 Template and the policy is expected to be designed to interpret the data structure accordingly.
To facilitate management and interaction by a requestor, PEM-1 Templates may be used to determine the BLOB internal format. In such case all or a subset of policies are expected to follow a specific PEM-1 Template. PEM-1 Templates can be Standard (included with the PEEM specification) or Custom (e.g. vendor specific, defined by the Service Provider which deploys PEEM). Inputs and outputs to be provided as part of the PEM-1 Template are determined by an established convention put in place to meet the needs of the policy, while considering the constraints of the requester. 

In order to use PEEM in callable mode, the PEEM requestor is expected to be aware of the input it needs to provide, and the output behaviour. How this is achieved is out of scope of PEEM specifications, but it is assumed to be communicated in a separate communication channel. 

When PEM-1 Templates are not used, until the policies’ expected input and output are defined and made available to a requestor, he may not know the data structure of the input to generate and output to expect. 

When using PEM-1 Templates the PEEM requestor may know the data structure of the input to be generated and of the output that is expected as a response, before the policies are actually produced.

With certain PEM-1 Templates, until the policies’ logic and variables are defined and made available the PEEM requestor may not always know the complete data structure of the input to generate, or the complete data structure of the output to expect as a response. This may be the case if a PEM-1 Template does not fully specify each and every input/output PEM-1 Parameter to be exchanged (e.g. the precise number of input/output PEM-1parameters for each category of PEM-1 Parameters expected). In this latter case, the use cases will show different ways of handling such a case:

· The SP and the implementations can have their own proprietary understandings/conventions of what data to put into the PEM-1 Templates and how to interpret that data

· The policy provides definition to input/output PEM-1 Parameters needed, but left undefined by the PEM-1 Template

The I?O data structure has to be communicated to the PEEM requestor. See examples in C.1.1 C1.2 on how to achieve that.

The following describe use cases or approaches that can be used to address these challenges.

C.1.1 Template selection

Editor’s note: Details to be added.

A service provider can limit its policies to follow a (or a few) Standard or Custom PEM-1 Template(s). The details (the complete PEM-1 Templates) are communicated to the requester:

· At the time the policy’s design is complete and therefore all input and output PEM-1 Parameters are determined

· At authoring of the applications or at subscription to the an exposed service (via a separate manual or automate mechanism (e.g. discovery))

· At execution of the application  (via a separate manual or automate mechanism (e.g. discovery))

C.1.2 BLOB

Editor’s note: Details to be added.

A service provider can decide not to follow any PEM-1 Template (each policy may expect different input and generate different output). The details for each case are still to be communicated to the requestor:

· At the time the policy’s design is complete and therefore all input and output PEM-1 Parameters are defined

· At authoring of the applications or at subscription to the an exposed service (via a separate manual or automate mechanism (e.g. discovery))

· At execution of the application  (via a separate manual or automate mechanism (e.g. discovery))

C.2 Best Practices / Guidelines

The input is interpreted by the policy and output details are determined by the policy.

From the requestor point of view, the input and output details are defined by pre-determined PEM-1 Parameters (in the case a PEM-1 Template is being used).

In some cases the input and output details are defined by a combination of pre-determined PEM-1 Template including defined PEM-1 Parameters in combination with additional parameters needed as determined by the logic of the policy. This combination also needs to take into account the constraints of the requester (some parameters desired by the policy may not be always be provided by the requester). 

Appendix D. Editor’s note: Details to be added.

Appendix E. Normative PEM-1 Template Bindings                                          [Normative]

This appendix has the detailed schema, whereas the sections in the main body have high-level intro. This requires further clarification.

Appendix F. Informative PEM-1 Template Bindings                                      [Informative]

Same as note in appendix D
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