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1 Reason for Change

This document contains detailed proposals for the broadcast extensions to OMA DRM 2.0, and builds on the work that has been done in the joint BAC-DLDRM & BAC-BCAST meeting in Seoul.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

Especially, it shall be possible to implement DRM agents in the terminal that can be used for broadcast and non-broadcast content and services at the same time.

3 Impact on Other Specifications

There is an impact on the BCAST service guide specification, e.g. related to discovery of the “key stream”, and related to identification of services. Other BCAST specifications may also be impacted.

The broadcast extensions build on the OMA DRM 2.0 enabler specifications. There is no impact on the OMA DRM 2.0 specifications as such. The idea is that the broadcast extensions can be integrated into OMA DRM as part of one of the upcoming releases.

However, it is desirable that CMLA will already embrace the broadcast extensions before their integration into OMA DRM, and define compliance and robustness rules for broadcast.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the change proposals in the latest version of OMA-TS-BCAST_SvcCntProtection
(structuring of the individual extensions into the document structure would be left to the editor).

6 Detailed Change Proposal

1. Broadcast Traffic Encryption

This chapter deals with the “Service Encryption Layer” in the 4-layer model for Service and Content Protection. This layer is currently covered only for Content Protection, so there is need for extensions to cover also Service Protection.

1.1 IPsec

IPsec fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. It SHALL be possible to use IPsec to protect Broadcast Services.

Note: The IKE mechanism for key negotiation that is used to secure point-to-point connections, and the MSEC mechanism that is used for multicast groups but requires very frequent bi-directional messaging between all members of the multicast group cannot be used in the context of broadcasting. In order to generate revenue from protected services, it must be possible to couple key distribution with service provisioning.

1.1.1 Protocol and Mode

It SHALL be possible to use IPsec ESP in Transport Mode for encryption of broadcast services, according to RFC 2406. Other IPsec protocols or modes SHALL NOT be used.

1.1.2 Encryption Algorithm

The algorithm for encryption of IP packets SHALL be AES-128-CBC with explicit IV in each IP packet, according to RFC 3602. Other encryption algorithms or chaining modes SHALL NOT be used.

If no encryption is used, the NULL encryption algorithm MAY be specified.

1.1.3 Authentication Algorithm

The algorithm for authentication of IP packets SHALL be HMAC-SHA-1. Other authentication algorithms SHALL NOT be used.

If no authentication is used, the NULL authentication algorithm MAY be specified.

1.1.4 Granularity wrt. IP Flows

It SHALL be possible to encrypt different components of the same broadcast service with different encryption keys, provided they are distributed on separate IP flows (with different IP source and/or destination addresses). It SHALL be also possible to use the same key for all components, in case no such granularity is needed.

1.1.5 Granularity wrt. Time

It SHALL be possible to change the encryption key with a frequency of up to2 x per second. The encryption key SHALL be broadcast over the air, in encrypted form (c.f. §X.X Key Message).

2. Key Stream

This chapter deals with the “Service Encryption Layer” in the 4-layer model for service and content protection.

2.1 Traffic Key Message

<The table below is really a first draft – to be detailed> 

	Traffic Key Message {
	

	
Selector and Flags
	TBD

	
LRKI
	TBD

	
TK1
	TBD

	
TK2
	TBD

	
Access Criteria
	TBD

	
Service-MAC
	TBD

	}
	


	Field
	More Detailed Description
	Comments

	Selectors and Flags
	selectors for protocols:
IPsec, SRTP

selectors for authentication algorithms:
NULL, HMAC-SHA1-80, HMAC-SHA1-96

selectors for encryption algorithms:
AES-128-CBC/CNT

flags for presence/absence of optional parts of the key stream message:
TK2, PK, MACs
	

	LRKI (SPI, MKI, …)
	link to encrypted packet
	in case of IPsec, this is the SPI

in case of SRTP, this can be the MKI. In my eyes, because we use the key stream for SRTP, no further key derivation in the terminal is needed (nor desirable)

==> further discussion required regarding SRTP binding

	{TK1}SEK and optionally {TK2}SEK
	TK, composed of TEK (for encryption) and TAK (for authentication)

encrypted with SEK

close to the key change, there can be both the current and the next TK inside the same key stream message
	in order to ensure continuous decryption during the transition from one TEK to the next, the 2nd TK is needed.

One valid question is if authentication for the traffic (encrypted IP flows) is really needed.

==> further discussion about need for authentication required

==> authentication should be made optional in a way that saves bandwidth if authentication is not used: i.e. in this case, TK == TEK

Another option to deliver the TAK could be to deliver it during the registration ==> to be discussed

	Access Criteria
	service-specific access rules

can change whenever the service key changes

should be kept simple

tentative budget: 4-8 bytes
	assumptions and initial proposal c.f. below

	Service-MAC
	protects all of the above

calculated using SHA-1 with SAK (service authentication key)
	MAC is optional, c.f. comment above about necessity of authentication

	Service-URKI
	link to service rights object

same for RO and BRO

Service-CID must have URKI as the last 4 bytes

the Service-CID is constructed as follows:
ro-base-cid+”S”+URKI
	about structuring the CID, c.f. comment above


2.1.1 Link to Traffic Layer for IPsec

2.1.2 Link to Traffic Layer for SRTP

2.1.3 Link to Rights Object

2.1.4 Access Criteria

In order to distribute access and usage restrictions that apply to all potential users in a scalable way, the traffic key message SHALL optionally contain an access criteria structure.

2.2 Encapsulation

The traffic key message SHALL be directly encapsulated in a UDP datagram. The next-header field of the

2.3 Discovery

2.3.1 SDP Fragment Format

The SDP fragment [cf. RFC 2327] that makes up (or is part of) the access description to a particular service (and is distributed as part of the Service Guide) is assumed to contain already a media description for each IP flow of the service itself. Based on the basic assumption that the service can’t be consumed (because the used IP addresses, codecs, and other “connection” parameters are not known) unless the SDP fragment is present in the terminal; this SDP fragment will also carry the “static” security-related parameters of the service or of a session of the service.

It SHALL be possible to buffer the SDP fragment in the terminal, in order to ensure quick service access without need to receive/synchronize the Service Guide.

Therefore, the SDP fragment can only contain parameters that never change for a particular service.

In case a service is protected using Service Protection, an additional media description for the key stream is added into each SDP file of a service, as defined by the “m=”, “c=” and “a=” tags which are described in this section.

m=application <port> TKS <format>

where <port> is the port number of the UDP stream carrying the TEK flow and <format> defines the format of the key messages, and two formats are hereby defined: 

format 0 for IPsec

format 1 for SRTP

c=<IP address of key stream>

A protected service can have multiple key streams, for the following reasons:

if the service consists of multiple IP flows (e.g. 1 video stream and 2 audio streams), it is possible to encrypt the video stream and each audio stream separately (e.g. in order to sell the audio streams separately)

if “service preview” is implemented in a cryptographically secure way (there is also the possibility to implement preview based on DRM rights expression, relying on tamper-resistant implementations), a separate key stream for preview can be inserted, which is protected by a different sequence of SEKs (of shorter validity)

if a stream is encrypted on multiple protocol layers, then each protocol layer will have its own key stream (with the same or with different service keys)

Hence, it is necessary to identify the key streams, and to associate each IP flow with a key stream; multiple IP flows can refer to the same key stream, and the same IP flow can refer to multiple key streams (cf. above reason 2).

i=<name of the key stream> (ignored if there is only 1 key stream in the service)

where the name of the key stream can be used to reference the key stream from the media descriptor of an IP flow of the service using “a=key-stream-name:<name of key stream>”; no name and no such reference is needed in case there is only 1 key stream in the service; if there are multiple key streams containing the same TEKs (cf. above reason 2), they must have the identical name.

a=ipsec-proto:<proto> (where proto can be “esp” or “ah”) (only for format 0)

a=ah-algo:<algo> (mandatory if proto is “ah”; ignored otherwise; options defined by IPsec) (only for format 0)

(the corresponding key is part of the key material established during device registration)

a=esp-algo:<algo> (mandatory if proto is “esp”; ignored otherwise) (only for format 0)

a=esp-iv-mode:<IV mode> (mandatory if proto is “esp”; ignored otherwise; “explicit” or “implicit” or “static”) (only for format 0)

a=esp-iv:<IV> (mandatory if IV mode is “static”; ignored otherwise) (only for format 0)

a=esp-auth-algo:<algo> (optional, can be explicitly set to “null”) (only for format 0)

(the corresponding key is part of the key material established during device registration)

a=esp-mode:<mode> (“transport” or “tunnel”) (only for format 0)

a=tek-lifetime:<lifetime> (lifetime in seconds, relative to the first occurrence of an LRKI)

a=ro-base-cid:<base CID> (first part of the CID; the complete CID is constructed by concatenation of the base CID and the base-64 encoded URKI contained in the key stream)

a=ro-base-bci:<base BCI> (first 16 bytes of the BCI, represented as base-64 encoded ASCII; the complete BCI is constructed by concatenation of the base BCI and the binary 3-byte URKI contained in the key stream)

a=ro-issuer-url:<url> (URL from which the RO can be requested)

a=mac-algo:<algo> (e.g. “SHA1-MAC”; algorithm used for TEK message authentication; optional)

(the corresponding key is part of the key material established during device registration)

2.3.2 Link to Service Guide

3. Rights Management

3.1 Rights Expression

3.1.1 Expression for Impulse Pay-per-View

3.1.2 Expression for Controlled Partial Recording

The following element is added to the constraint model (and added as an option to the <constraint> element):

	Element
	<!ELEMENT o-dd:live>

	Semantics
	The <live> element has the nature of a flag: if it is present, it specifies that the permission to which the constraint applies is only valid for live usage; if it is not present, the broadcast can be recorded and used later (according to the usage restriction).


3.1.3 Permission String for Export to Non-DRM-controlled Domain

3.2 Upload of Usage Data

3.2.1 Message Format

3.2.2 Protocol

3.3 Linkage to Service Guide

3.3.1 Mandatory CID Structure for Services

The CID which is used to identify the service key used for a service and a certain re-keying period within that service SHALL be constructed in the following way: “cid:” <serviceURI> “S” <serviceURKI>, where

· the <serviceURI> SHALL be the same URI that identifies the service in the Service Guide;

· the <serviceURKI> SHALL be the same URKI that is used in the key stream messages which contain protected fields that are encrypted with the service key that corresponds to the CID.

It SHALL be possible for a service key to have a re-keying period in the range of 1 day to infinite.

3.4 Roaming

3.4.1 Network-internal Trigger of Rights Object Delivery

4. Broadcast Mode for Unconnected Devices

The idea of these extensions is to enable devices without Interaction Channel (“unconnected devices”) to use OMA DRM 2.0 (including all previously described broadcast extensions). These devices are assumed to have the Broadcast Channel (i.e. devices with neither Interaction Channel nor Broadcast Channel are not considered).

4.1 Registration

4.1.1 1-pass Registration over Broadcast Channel

4.1.2 Offline Registration

4.1.3 Pre-registration

4.2 Domains

4.2.1 1-pass Domain Join over Broadcast Channel

4.2.2 1-pass Domain Leave over Broadcast Channel

4.3 Triggers

4.3.1 ROAP Trigger over Broadcast Channel

4.4 Rights Objects

4.4.1 Broadacst Rights Objects

4.4.2 1-pass Rights Object Delivery over Broadcast Channel

5. Topics for Handling in a Future OMA DRM Release

5.1 User Identity
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