Error! No text of specified style in document.
Page 8  V(8)


Change Request

	Title:
	Token-based metering
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST-DRM

	Doc to Change:
	OMA-DLDRM-2005-0050-Draft-Broadcast-Extensions

	Submission Date:
	9 Mar 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Ciara Byrne, Email: cbyrne@dmdsecure.com

	Replaces:
	


1 Reason for Change

We propose adding metering functionality to the broadcast extension to the OMA DRM 2.0 specifications in order to satisfy OMA BCAST requirements.
2 Impact on Backward Compatibility

As this CR is related to editorial changes only, there are no compatibility issues.

3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the following elements to the specification to support this feature. 
6 Detailed Change Proposal

The metering feature allows content usage to be governed and eventually billed based on actual consumption of stateful permissions and constraints. This is required to support OMA BCAST requirement PROV-04. For example, if a user plays a particular content item 3 times in a month, he is billed on that consumption rather than having to specifically request 3 plays ahead of time. 

The proposed metering mechanism can be used by both broadcast-only devices and devices with a backchannel. It allows the privacy of users to be protected as consumption does not necessarily have to be tracked by the rights issuer. This feature would be entirely optional as with features like transaction tracking in OMA DRM 2.0.
Metering in this proposal is based on tokens. A token can be exchanged for a certain amount of content usage, e.g. one token = 1 play or 30 minutes of usage of a content item. The service provider or broadcaster defines the consumption “value” of a single token. A user’s store of tokens can be used to use any content which is metered until that store is exhausted. 
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Figure 1: Token-based Metering
A number of extensions to OMA DRM 2.0 are required to support token-based metering 

1. An extension to the REL to add a new stateful constraint for metering. 

2. An extension to ROAP to allow a rights issuer to deliver tokens to a device. 

3. An extension to ROAP to report consumption information to a rights issuer. 

Extension to the OMA DRM 2.0 REL

Token-based consumption requires a new form of stateful constraint. The associated permission cannot be used unless there are sufficient tokens available to the device from this rights issuer. The difference between this constraint type and others like count is that the number of units defined by the constraint is not defined in the REL but depends on the number of tokens currently available to the device. Metered ROs will include the metering constraint.
The metering element will have the following 3 required attributes: 

· token-constraint-type: The type of stateful constraint which is governed by token availability. Currently the only two suitable constraints in the REL are count and duration. 
· token-unit: The unit of the specified constraint which corresponds to tokens being decremented, e.g. a single count or 30 minutes of time. 

· tokens-consumed: Tokens consumed per token unit, e.g. 3 tokens consumed for every count. 

The extensions to the REL DTD are shown below: 
<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*, o-dd:metering?> 

<!ELEMENT oma-dd:metering> 

<!ATTLIST oma-dd:metering 


oma-dd:token-constraint-type (count | duration) #REQUIRED 


oma-dd:token-unit PCDATA #REQUIRED 


oma-dd:tokens-consumed  PCDATA  #REQUIRED>

>

An example of the usage of this constraint shown below instructs the DRM agent to consume two tokens every time that the corresponding content item is played. 

<o-dd:play/>

<o-ex:constraint>

     <oma-dd:metering>



<oma-dd:tokenconstraint>count</o-dd:version>

       
<oma-dd:tokenunit>1</o-dd:tokenunit>



<oma-dd:tokensconsumed>2</o-dd:tokensconsumed>

      </oma-ex:metering>

</o-ex:constraint>

</o-ex:permission>

Token Delivery 
ROAP would be extended to allow tokens to be delivered to a device. Either a 1-pass (for broadcast only devices) or 2-pass version of this element of ROAP could be used. The first element of this ROAP extension would be a trigger as shown in Figure 2. 
<complexType name="TokenAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

     <element name="tokenID" type="ID"/> 

    <attribute name="id" type="ID"/>

</complexType>

Figure 2: Token Acquisition Trigger
The next element is a token request from the device to a rights issuer. This would be an extension of the existing ROAP request type. 
	ROAP-TokenRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Token ID 
	M

	Certificate Chain
	M

	Signature
	O


Figure 3: Token Request Message Description
Device ID identifies the requesting Device.

RI ID identifies the authorizing RI.

Device Nonce is a nonce chosen by the Device.
Token ID identifies the tokens to be issued to this device.   

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.
Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-TokenRequest message.

Finally the RI needs to issue the tokens to the device. In the 1-pass version, this is the only message exchanged between RI and device. 

	Parameter
	ROAP-TokenResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	Status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Device Nonce
	M
	-
	-

	Protected Tokens
	M
	-
	M

	Certificate Chain
	O
	-
	O

	Signature
	M
	-
	M


Figure 4: Token Response
Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-TokenRequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the RI selects the Device ID of the recipient Device. If the Device ID is incorrect, the ROAP-TokenResponse processing will fail and the Device MUST discard the received TokenResponse PDU.

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding ROAP-RORequest message. 

Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter value in the preceding ROAP-TokenRequest. 

Protected Tokens contains the number of tokens being issued and optionally a latest report time if the device must report token consumption for metered content to the RI. If a report has not been made by this time, then all access to metered content on the content should be blocked. Sensitive information in this part of the message should be encrypted.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-TokenRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message.
Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized using the exclusive canonicalization method defined in [XC14N].

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the token acquisition as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received tokens.

Reporting 
A rights issuer may optionally request that a device report on token consumption. Reporting can be used to implement true post-paid billing. Reporting is only an option for devices with a back-channel. The first element required is an optional trigger. If a reporting date has been defined in the token response, then the trigger may not be required. 
<complexType name="ReportingTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

 </sequence> 

</complexType>

Figure 5: Reporting Trigger
The report from the device is based on the ROAPRequest type. 

	ROAP-ReportRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	Token Info
	M

	Certificate Chain
	O 

	Signature
	M


Figure 6: ROAP Report Request
Device ID identifies the requesting Device.

RI ID identifies the RI. 

Device Nonce: This parameter, if present, MUST have the same value as the corresponding parameter value in the preceding trigger. 
Request Time is the current DRM Time, as seen by the Device.

Token Info contains information on how many tokens were consumed since the last report.

Certificate Chain: This parameter MUST be present. The value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-ReportRequest message.
Finally, the device must receive and process a ROAP-ReportResponse. The device should clear all token consumption information for the latest report period once this response has been received.

	ROAP-ReportRequest

	Parameter
	Mandatory/Optional

	Status
	M

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Certificate Chain
	M

	OCSP Response
	O 

	Signature
	M


Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as specified in section 5.4.2.1.1. The value returned here MUST equal the Device ID sent by the Device in the ROAP-ReportRequest message that triggered this response in the 2-pass ROAP. 

RI ID identifies the RI. The value MUST equal the RI ID sent by the Device in the preceding ROAP-ReportRequest message. 
Device Nonce: This parameter  MUST have the same value as the corresponding parameter value in the preceding ROAP-RORequest. 

Certificate Chain: This parameter MUST be present and the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-RegistrationRequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.
Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized using the exclusive canonicalization method defined in [XC14N].

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the Report as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good.
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