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1 Reason for Change

This CR proposes the changes for SRTP section in Service and Content Protection TS because of the following reasons:
· Allow to use (U)SIM/(R)UIM based solution for service protection

· Allow the BCMCS SRTP mechanism in OMA BCAST

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept proposed changes and update the BCAST Service and Content Protection TS accordingly. Similar changes may also apply to IPsec section.
6 Detailed Change Proposal

5.1.2.2.3.2 SRTP

The Broadcast System MAY use SRTP to protect Broadcast Services. Broadcast Terminals MAY support SRTP.

An SRTP session is defined as a cryptographic context in the terminology of SRTP. A cryptographic context for SRTP when used to secure OMA BCAST consists of the following elements:

· roll-over counter (ROC)

· receiving sequence number

· cipher and mode definition

· MAC method definition

· list of received packets

· MKI indicator bit

· length of the MKI field

· value of currently active MKI

· array of secret master keys (MK)

· array of counter of processed packets for each master key

· length of encryption and authentication keys

· master salt

· context id

A cryptographic context is uniquely identified by its context id. The context id consists of the SSRC, destination network address and destination transport port number, as defined in [RFC3711]. 



[image: image2.emf]Right Object

OMA DRM2.0 Agent/(U)SIM/(R)UIM

Key Delivery Layer

Traffic Key

Message

(TKM)

Encrypted Fields

from TKM

Decrypted

Fields from

TKM

Service Key

Distribution

SRTP Cryptographic Contexts

SRTP

TEK,

TEK_ID

Encrypted Data

+MKI

Decrypted Data

TEK

 Fields from

MKI


Figure 2 – SRTP Cryptographic Context Management

Key Management

The OMA BCAST SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The MKI field SHALL not be longer than 72-bits. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt MAY be used.  The Master Salt SHALL NOT be longer than 112 bits. 

The traffic encryption key (TEK) contained in the key stream message may be used as the SRTP master key.

The key derivation rate SHALL be 0. 

The key deliver layer SHALL provide and update the cryptographic contexts to the SRTP implementation. Note that some fields are initialized and/or managed internally, such as the list of received packets used in replay protection, receiving sequence number, and the ROC. 

The ROC values between the sender and receiver SHALL be synchronized. If the SRTP module has lost synchronisation on the ROC (Roll-over counter) of the SRTP stream, it SHALL wait for the next ROC update. The 48-bit packet index value is included in the (implicit) IV for the AES-CM encryption, and therefore the ROC is needed to encrypt/decrypt a packet.
The SRTP implementation SHALL be able to handle rekeying intervals of at least once per second. 

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL be AES-128-CM, as defined in [RFC3711]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for SRTP SHALL be HMAC-SHA-1-80, as defined in [RFC2104] and [RFC3711]. Other authentication algorithms or truncations SHALL NOT be used.

Authentication is optional for the Broadcast System to use.
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