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1 Reason for Change

This CR is subsequent to previous discussions regarding the re-use of MBMS/BCMCS key management functionalities for enabling OMA BCAST services. Current MBMS/BCMCS key management solutions provide p-t-p delivery of service (or long-term)/program key to terminals. However, there is a need for an efficient key management solution when service/program key has to be delivered to a large number of subscribers. This CR introduces an OMA BCAST service enabler that allows efficient delivery of service key/program key to a large number of users by using group key management mechanisms, similar to that used by OMA DRM profile. This CR basically contributes to USIM/(R-) UIM profile (agreed in OMA interim meeting in Den Haag) that provides an alternative key management solution.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

6 Detailed Change Proposal
2.1 Normative References

	[3GPP S3-050565]
	“Key Separation in GBA”, 3rd Generation Partnership Project, Technical Specification 3GPP S3-050565, ] http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_40_Slovenia/Docs/S3-050565.zip

	[3GPP S3-050599]
	“Providing Ua-Security protocol based key separation”, 3rd Generation Partnership Project, Technical Specification 3GPP S3-050599, http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_40_Slovenia/Docs/S3-050599.zip

	[3GPP S3-050600]
	“Providing Ua-Security protocol based key separation”, 3rd Generation Partnership Project, Technical Specification 3GPP S3-050600,  http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_40_Slovenia/Docs/S3-050600.zip

	[3GPP TS 33.220]
	“Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220, http://www.3gpp.org/

	[RFC3830]
	“MIKEY:Multimedia Internet KEYing”, J. Arkko,E, Carrara, F. Lindholm, M. Naslund, K. Norrman, August 2004, URL:http://www.ietf.org/rfc/rfc3830.txt


3.3 Abbreviations

	BSMK
	Broadcast Subscriber Management Key

	BSAK
	Broadcast Subscriber Authentication Key


5.1.2.2.2 Key management for smartcard-holding terminals
Secure service protection is a must for service providers. For service providers with a GSM or UMTS compliant network, there is already a security framework for broadcast defined based on a smartcard, i.e. MBMS security based on the smart cards and the Generic Bootstrapping Architecture (GBA) [3GPP TS33.220], 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R-)UIM. 

Security mechanisms of MBMS and BCMCS can be largely reused for service protection for terminals which are equipped with a USIM or (R-)UIM. Detailed information can be found in [3GPP TS 33.246], [3GPP2 x.S0022] and [3GPP2 S.S0083].

Using the shared secret key that resides in the smartcard, a Broadcast Subscriber Management Key (BSMK) is established between the smartcard and the service provider or between the smart card holding device and the service provider. BSMK is a user-specific key that can be used to protect Layer 2 messages. 

In order to permit broadcasting of Layer 2 messages for efficient key distribution, an additional Group Management Key (GMK) MAY be defined. GMK can be common to a group of users and used to protect the delivery of Layer 2 messages through a broadcast channel. 

Both BSMK and GMK SHALL are stored within the smart card or the mobile terminal
.  

Service encryption key (SEK) /Program Encryption Key (PEK) is delivered protected by BSMK or GMK if a broadcast channel is used. SEK/PEK SHALL be stored within the smart card or the mobile terminal. 

Traffic Key messages are protected using SEK/PEK. On receiving the Traffic Key message, the terminal sends to the SEK/PEK key holding entity either the encrypted TEK or information needed to generate the key that encrypt TEK.  If the SEK/PEK resides in the smart card then sends either TEK in the clear or the key that encrypts TEK to the terminal. 


5.1.2.2.2.1 OMA BCAST extensions for USIM/(R-)UIM profile
USIM/UIM profile
 for BCAST needs further mechanisms to facilitate efficient delivery of long-term service key to a group of terminals. Currently MBMS allows point to point delivery of MSK (Master Service Key) encrypted using MUK shared between UICC or ME and BM-SC. BCMCS uses a temporary key (TK), which is derived from the registration key (RK) shared between H-AAA and (R-) UIM to achieve the same purpose. Similar to OMA DRM profile, we need a mechanism to deliver key set to support OMA BCAST extensions.  The essential key set that needs to be delivered to the terminal are given in Error! Reference source not found.
Table 1. Key set required for OMA BCAST extensions.

	Name of key
	Description
	remark

	UGK

	Unique Group Key
	

	BGK

	Broadcast Group Key(s)
	Used for zero message broadcast

	UDK
	Unique Device Key
	Device specific key 

	RIAK

	RI Authentication Key
	Authentication key to authenticate payload that carries MSK to a group of users.  

	UDF
	Unique Device Filter
	Eurocrypt address, not a key


3GPP MBMS uses GBA [TS33,220] to generate a shared  key MRK (for user authentication) and  a shared key MUK (for service key (MSK) delivery). MBMS uses two variations of GBA: GBA_U and GBA_ME. 
GBA_U generates both keys in the UICC using Ks_int_NAF (= MUK) and Ks_ext_NAF ( =MRK). UICC later forwards MRK to ME. Note that the KDF used to generate these keys are same, however, the key derivation parameters used for Ks_ext_NAF derivation  are different from those used for Ks_int_NAF derivation. This is done by including a static string "gba-me" in Ks_ext_NAF(=Ks_NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_Id ))and "gba-u" in Ks_int_NAF (=Ks_NAF = KDF (Ks, "gba-u", RAND, IMPI, NAF_Id)) as an input parameter to the key derivation function.
In another variation, MBMS uses GBA_ME  when a terminal is without GBA aware UICC.  In this case ME generates Ks_NAF(=Ks_NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_Id) ), which  is used as MUK and MRK is derived from Ks_NAF ( see Appendix A for further details regarding MBMS keys).
 A clean separation between standard 3GPP MBMS/BCMCS implementations and OMA BCAST smart card implementations can be provided by generating a shared key BSMK (Broadcast Subscriber Management Key) between UICC and OMA BCAST entity (RI)
.  This can be achieved in different ways:USIM can run GBA to generate shared secret BSMK between UICC and equivalent OMA BCAST entity (RI) by using  static string “bcast-u” as input parameter in the key derivation function (KDF) to generate BSMK as Ks_int_NAF_BSMK = KDF(Ks_int_NAF, "bcast-u”, NAF_Id) [for GBA_U] or Ks_NAF_BSMK=KDF(Ks_NAF, “bcast-me”,NAF_Id) [for GBA_ME] , where NAF_Id is full DNS name of the equivalent OMA BCAST entity (RI). Note that for GBA_ME, all keys will be stored in ME. In addition, BSAK (Broadcast Subscriber Authentication Key) will be derived as Ks_ext_NAF_BSAK=(Ks_ext_NAF,”bcast-u”,NAF_Id)[for GBA_U],  or Ks_NAF_BSAK=KDF (Ks_NAF_BSMK,``bsak”,NAF_Id)[for GBA_ME]. BSAK will be to use for user authentication by RI, when a user wants to subscribe to a BCAST service.
In another variation, application identifier in the NAF_Id can be used to derive OMA BCAST specific BSMK key in UICC or ME. This is a new development that was accepted in last 3GPP SA3 meeting, where the NAF_Id is concatenated with four octets identifying an application protocol. The application protocol identifier needs to be used to achieve key separation between different applications using the same NAF. More details can be found in [3GPP S3-050565] and corresponding CRs for Release-6[3GPP S3-050599] and Release-7 [3GPP S3-050600]. We can use 0x03,0x00,0x00,0x01 for OMA BCAST GBA as protocol identifier (3GPP MBMS uses 0x01,0x00,0x00,0x01). So, actually the NAF specific keys are now also applications protocol specific.
For, (R-)UIM a shared secret BSMK can be pre provisioned between OMA BCAST entity and UIM. 
Figure 1 depicts the shared keys used in USIM/(R-) UIM profile for key management. 
BSMK can then be used to encrypt rest of the parameters in key set block (UGK, BGK, UDK, RIAK and UDF). The encrypted key set block parameters are then delivered to a terminal in a point-to-point fashion using MIKEY [RFC3830] message. The key set block parameters are stored in UICC/ ME/(R-) UIM.

.
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Figure 1. Shared keys for key management in USIM/(R-) UIM profile.
With OMA BCAST USIM/(R-) UIM profile, now it is possible to broadcast service key (SEK/PEK) to a group of terminals in a single message.   SEK/PEK is encrypted using DEK that is derived from UGK, BGK(s) or UDK. The derivation is done in the same way as in OMA DRM profile. We are repeating text here to complete discussions with minor modification.

The notation HMAC_SHA1{k}(s) is used to denote the computation of HMAC [RFC2104]with SHA1[FIPS 180.2] as the hash function keyed by the key ‘k’ over the string ‘s’. HMAC_SHA1_128{k}(s) is used to denote the 128 most significant bits of HMAC_SHA1{k}(s) output.

A key DEK is “derived” from the UGK, BGK or UDK  such that

DEK=HMAC_SHA1_128{UGK}{MIKEY_RAND}

or

DEK=HMAC_SHA1_128{BGK_i ||..||BGK_j}{MIKEY_RAND}
Where the BGK’s are BGK keys ordered according to the index (such that i<j) that are required for creating the key for the desired group. 

or

DEK=HMAC_SHA1_128{UDK}(MIKEY_RAND)

The DEK is used to decrypt the part of the MIKEY message (layer 2 message for USIM profile) containing service key/program key (SEK/PEK). The MIKEY_RAND is a random value carried in the MIKEY message. Note that (R-) UIM May use different layer 2 message to achieve the same purpose.
5.1.2.2.2.1.1 MIKEY message structure for USIM profile
5.1.2.2.2.1.1.1 Key Set  Block data transport message structure

The structure of the MIKEY message carrying key set block data is depicted in Figure 2. This message is sent to terminal at registration time. The encrypted key set block (key set encrypted using BSMK) is carried in the KEMAC (key data transport payloads). The MIKEY_RAND is used to derive e.g. encryption and authentication keys from the received keys. The identity payloads of the initiator’s and responder’s IDs shall be included in the key set transport message structure. IDi is the ID of the RI and IDr is the ID of the UE’s username (i.e. B-TID). Time Stamp field is a 32-bit counter to guard against replay attack.  Key Group ID is carried in EXT header and its value is defined in [3GPP TS 33.246]. It may also carry addition key set block ID.


[image: image2.emf]Common Hdr

TS

EXT

MIKEY RAND

KEMAC

IDi (RI id)

IDr (B-Tid)

Key Set Block ID

Encrypted key set block

Key Domain ID


Figure 2 The logical structure of the MIKEY message to deliver key set required for broadcast extensions.

5.1.2.2.2.1.1.2 SEK/PEK message structure for USIM profile
The  message structure is MBMS equivalent of BCRO. The general structure of the  MIKEY message carrying a SEK/PEK is depicted in Figure 3. The data type field in EXT header is extended to support various addressing modes (unique group, broadcast group and unique device). The addressing modes supported are:

Table 2. EXT data types to support various addressing modes.

	Data Type
	Value
	Comment

	Unique Group
	xxx ( to be determined)
	MIKEY message carries SEK/PEK addressed to a unique group.

	Broadcast Group
	xxx ( to be determined)
	MIKEY message carries SEK/PEK addressed to a broadcast group.

	Unique Device
	xxx ( to be determined)
	MIKEY message carries SEK/PEK addressed to a unique device within a unique group.


The MIKEY_RAND is used to derive e.g. encryption and authentication keys from the received service key.  MIKEY_RAND is additionally used to derive DEK as described in the previous section. The IDr field carries the group address. The group address is part of the unique device filter (UDF) address that is sent in the MIKEY carrying key set for the terminal. The encrypted SEK/PEK (encrypted using DEK) is carried in the KEMAC. The EXT header carries Key Domain ID and SEK ID/ PEK ID fields that are common to all addressing modes. In addition, the EXT header may carry additional information that is specific to a particular addressing mode.
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Figure 3. The logical structure of the MIKEY message to deliver SEK/PEK using various addressing modes.
The Extension payload formats used for different addressing modes are depicted in  Figure 4.
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Figure 4. Extension payload used with MIKEY SEK/PEK message for various addressing modes.

The EXT header for the broadcast addressing mode carries Eurocrypt-style “Bit Access Map” prescribes which group members are “entitled” to use the SEK/PEK. It indicates which group members of the broadcast group can deduce the broadcast key for the zero message broadcast keys in the UICC or ME. The EXT header for unique addressing mode carries a “Position” field. The unique address is addressed by a unique address, which is a group address plus a “Position” in the group. This address matches the unique-device-filter address that was sent earlier to the terminal at the time of registration.
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Figure 5. Key management for USIM profile.
5.1.2.2.2.2 OMA BCAST extensions for (R-)UIM
The OMA BCAST extensions for (R-) UIM will be on similar line. (R-)UIM will use pre provisioned shared secrets (BSMK, BSAK) shared between (R-)UIM and OMA BCAST entity (RI).  Also, RI will use equivalent BCMCS layer 2 messages to transport key set block parameters and service keys to (R-) UIM. 
Appendix A
MBMS Keys
	MBMS

Multimedia Broadcast/Multicast Service (MBMS) is point-to-multipoint service where a service is able to securely transmit data to a given set of users.

	GBA

Generic Bootstrapping Architecture (GBA) extends cellular authentication to non-cellular services

	Remark

	Key Name
	Purpose
	Type
	Usage
	Normal GBA

All operations are done in ME
	GBA_U

Key operations are divided between ME and UICC
	

	MTK

MBMS Traffic Key 
	Data protection
	Service specific
	MTK is used to encrypt MBMS data in BM-SC, and decrypt data in UE
	Derived and used in the ME
	Derived in UICC, used in ME
	MTK is always used to decrypt MBMS data in ME

UE: MTK is derived from MSK either in UICC (GBA_U case) or in ME (normal GBA case) 

	MSK

MBMS Service Key
	Data protection
	Service specific
	MSK is used to derive the service specific MTKs. The MSK is longer lived than MTK.
	Stored and used in the ME
	Stored and used in UICC
	MSK is generated by BM-SC (does not originate from GAA)

UE: MSKs are stored in UICC (GBA_U) or in ME (normal GBA).

	MUK

MBMS User Key
	Key distribution
	User specific
	MUK is used to encrypt the MSKs in the BM-SC before they are sent to the UE using MIKEY. The UE decrypts the MSKs using the MUK.
	Derived from Ks_NAF in ME and in BM-SC

(derived and used in ME)
	Ks_int_NAF

(derived and used in UICC, not given to ME)
	GBA is used to derive MUK

UE: MUK is used to decrypt MSKs in UICC (GBA_U) or in ME (normal GBA).

	MRK

MBMS Request Key
	Authentication
	User specific
	Used to authenticate  the UE’s service request to  the BM-SC (using HTTP Digest)
	Derived from Ks_NAF in ME and BM-SC 

(derived and used in ME) 
	Ks_ext_NAF 

(derived in UICC, given and used in ME)
	GBA is used to derive MRK

UE: MRK is derived in UICC (GBA_U) or in ME (normal GBA) and always used in ME.














� Probably we should not call it USIM/(R-)UIM profile since MBMS allows a case where all the MBMS keys  are stored in the terminal (ME). Our suggestion is to use call this  profile either shared key or MBMS/BCMCS profile to avoid any confusion.


�  UGK is used to derive group management key (GMK). We are calling it DEK in subsequent paragraphs in order to be consistent with OMA DRM profile


� BGKs are also used to derive group management key (GMK). We are calling it DEK in subsequent paragraphs in order to be consistent with OMA DRM profile.


� RI is the OMA BCAST entity for key management. The RI name has come from OMA DRM profile. However, it will be replaced by an appropriate name once there is a broad consensus among OMA participants. Our suggestion is either Broadcast Subscriber Service Centre (BSSC) or OMA Broadcast Service Centre (OBSC).





�This depends on whether MBMS capable UE supports GBA_U (UICC-based) or GBA_ME based key management.


�RIAK can also be implicitly derived by the terminal using UGK and MIKEY_RAND value transported in MIKEY SEK message.
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