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1 Reason for Change

This document describes function flows for content protection which is about ADRR 213.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the BCAST AD accordingly.
6 Detailed Change Proposal

5.4.4.2 Content Protection Function Flows
Content Protection Function Flows for Terminal with Interaction Channel
The following figure shows a general content protection function flows for terminal with interaction channel.
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Figure X - Content Protection Function Flows for Terminal with Interaction Channel
1. The CP-C in the Terminal initiates request for the subscription of the Terminal. The CP-M in the BSM authenticates the Terminal and sends responses to the request from the CP-C with cryptographic keys such as SMK or REK.
2. The CP-C initiates request for the long-term key message to the CP-M. The long-term key message is delivered to the CP-C as a response to the request from the CP-C. The long-term key message contains the SEK which is used for encryption of contents.

3. The CP-M distributes the TKM to the CP-C via the FD in the BSD/A over broadcast channel. Terminals that successfully subscribed to the SP-M can decrypt the received TKM and acquire the TEK.

4. The CP-E in the BSD/A encrypts contents from the CC. The TEK is used to encrypt contents.

5. The BSD/A distributes the encrypted content to the CP-D in the Terminal over the broadcast channel. The CP-D can decrypt the received encrypted contents using the TEK extracted from the TKM. The encrypted content is delivered to the Terminal together with the TKM.

6. The FD in the BSD/A distributes the TKM over broadcast channel to the CP-C together with the encrypted contents. The CP-C can acquire the TEK from the TKM which is decrypted using the SEK. Subsequently, the CP-C can decrypt the encrypted content using the TEK.
Subscription Flows
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Figure X – Subscription Flow for Terminal with Interaction Channel
1. The CP-C generates the subscription request and sends it to the CP-M in the BSM.

2. The CP-M authenticates the Terminal and sends the subscription response to the Terminal. After receiving the subscription response, the CP-C can acquire the SMK, REK or GMK which is used for the protection of the long-term key message. 
3. The CP-C sends the request for the long-term key message delivery to the CP-M.

4. The CP-M delivers the long-term key message to the CP-C so that the Terminal can decrypt the TKM with SEK which is contained in the long-term key message.

Re-Keying
This section will be filled after TS is completed.

Key Request

This section will be filled after TS is completed.

Content Protection Function Flows for Broadcast-only Terminal
The following figure shows a general content protection function flows for broadcast-only terminal.
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Figure X – Content Protection Function Flows for Broadcast-only Terminal
1. The CP-C in the Terminal initiates request for the subscription of the Terminal using out-of-band channel. The CP-M in the BSM authenticates the Terminal and sends responses to the FD in the BSD/A. The response to the request from the CP-C contains cryptographic keys such as SMK or REK. The response is distributed from the FD to the CP-C over broadcast channel.

2. The CP-C initiates request for the long-term key message to the CP-M using out-of-band channel. The CP-M sends the long-term key message to the FD and subsequently the long-term key message is delivered to the CP-C as a response to the request from the CP-C over broadcast channel. The long-term key message contains the SEK which is used for encryption of contents.

3. The CP-M distributes the TKM to the CP-C via the FD over broadcast channel. Terminals that successfully subscribed to the CP-C can decrypt the received TKM and acquire the TEK.

4. The CP-E in the BSD/A encrypts contents from the CC. The TEK is used to encrypt contents.

5. The BSD/A distributes the encrypted content to the CP-D in the Terminal over the broadcast channel. The CP-D can decrypt the received encrypted content using the TEK extracted from the TKM. The encrypted content is delivered to the Terminal together with the TKM.

6. The FD in the BSD/A distributes the TKM over broadcast channel to the CP-C together with the encrypted content. The CP-C can acquire the TEK from the TKM which is decrypted using the SEK. Subsequently, the CP-C can decrypt the encrypted content using the TEK.
Subscription Flows
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Figure X – Subscription Flow for Broadcast-only Terminal
1. The CP-C generates the subscription request and sends it to the CP-M in the BSM using out-of-band channel.

2. The CP-M authenticates the Terminal and sends the subscription response to the Terminal via the FD over broadcast channel. After receiving the subscription response, the CP-C can acquire the SMK, REK or GMK which is used for the protection of the long-term key message. 
3. The CP-C sends the request for the long-term key message delivery to the CP-M using out-of-band channel.

4. The CP-M delivers the long-term key message to the CP-C via the FD so that the Terminal can decrypt the TKM with SEK which is contained in the long-term key message.

Re-Keying

This section will be filled after TS is completed.

Key Request

This section will be filled after TS is completed.
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