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1 Reason for Change

It should be possible to identify the BCAST client when registering with NAF Server (rights issuer). This allows the server to decide whether or not a certain type of terminal / agent is acceptable or whether or not the version numbers are appropriate. This mechanism is proposed for devices not having DM functionality or having software clients.
A unique identifier is proposed that would allow such a decision to be made. Depending on version numbers, the server could indicate an upgrade was available. 
Security:

The BCAST client has a private / public key pair used to ensure message integrity and authentication. The BCAST client signs the Client identifier sent to the server and sends its certificate. The possible upgrade_available_msg sent by the NAF server is also signed and accompanied by the server certificate. This ensures maximum security.
Note that its use is network optional and terminal mandatory (NO/TM). It is designed for the smartcard profiles only. The terminal does NOT need to have a BCAST Client Identifier.
The benefit of such signalling is to offer the possibility to offer a simple mechanism to "check" devices and propose them upgrades. It will have great benefit for roaming devices if it is used by all operators as otherwise terminals not implementing this may be refused access to services in the visited network.

We believe this contribution has the merit of existing, having little cost and providing potentially huge benefits. Companies are free to use it or not.

We also recommend that BCAST inform SEC / DM that we have strong needs for this type of mechanism.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
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Note: the following sections are NEW
[Note: section numbering is left to the Editor]
5.1.7 BCAST Client Management for Smartcard Profile using MBMS
This section describes how a BCAST Client identifier MAY be sent by the Terminal (ME) or MAY be requested by the NAF Server (Rights Issuer) during MBMS User Service Registration.

This MAY allow the NAF Server (Rights Issuer) to check software / firmware versions and make a decision as to whether or not access can be granted to the terminal requesting the service.
Depending on the version numbers, the NAF Server (Rights Issuer) MAY indicate that a software / firmware upgrade is available. If the upgrade is mandatory in order to progress with the request, this is signaled accordingly. 
The mechanisms described in this section are OPTIONAL for the network to use and MANDATORY for the terminal to support. This does NOT mean every terminal must have a BCAST Client Identifier.
Security:
Message integrity and authentication is guaranteed by using a Private / Public key pair for the BCAST client and for the NAF Server if it sends information to the client.
Note on use of Device Management (DM) functions:

While BCAST endeavours to re-use OMA enablers, DM 1.2 and FUMO 1.0 are available for BCAST 1.0. As BCAST can not guarantee BCAST terminals will have DM 1.2 and FUMO 1.0 functionality, the following mechanisms are proposed for terminals not having full DM functionality. Furthermore, FUMO 1.0 caters for firmware upgrades only, i.e. excludes software BCAST clients. Future DM releases enabling software upgrades can be incorporated using the existing signaling by using the DM server URI rather than the proprietary upgrade server URI or can be enabled via DM functionality directly.
5.1.7.1 BCAST Client Identifier
The format defined below SHALL be used as a unique BCAST client identifier for the Smartcard Profile.
Note that it is NOT mandatory for every terminal to have a BCAST Client Identifier.

	BCAST_Client_ID
	Length
	Type

	IMEI
	8
	byte

	TerminalFirmwareVersionNo
	2
	byte

	ClientManufacturerCode
	2
	byte

	ClientModelNo
	2
	byte

	ClientSerialNo
	3
	byte

	ClientSoftwareVersionNo
	2
	byte

	signature_length
	2
	byte

	Signature
	8*signature_length
	bits

	certificate_length
	2
	bytes

	Certificate
	8*certificate_length
	bits


Coding and Semantics of Attributes
The IMEI and Terminal identifiers are specific to the actual device used to receive mobile broadcast services and are defined in the Table below:
Table X: IMEI and Terminal Identifiers
	Parameter
	Definition

	IMEI (International Mobile Equipment Identity)
	IMEI numbering is defined in [3GPP TS 23.003].


	TerminalFirmwareVersion
	Version number indicating the firmware version of the terminal. 

This version number is assigned by the Terminal manufacturer. 

This version number SHALL be increased following a secure firmware upgrade.


The Client identifiers are specific to the BCAST client installed in the Terminal allowing access to the BCAST services and are indicated in the Table below:
Table X+1: BCAST Client Identifiers
	Parameter
	Definition

	ClientManufacturerCode
	Indicates the BCAST client manufacturer.

Manufacturer codes SHALL be defined using TBD.

	ClientModelNo
	Model number for a specific manufacturer code. 
Numbering assignment is left to the manufacturer.

	ClientSerialNo
	Unique serial number specific to the BCAST client manufacturer code and model number. 

Serial number assignment is left to the manufacturer. 
Note that this is unique for a given ClientManufacturerCode and ClientModelNo pair

	ClientSoftwareVersion
	Version number indicating the software (or firmware) version of the terminal. 
This version number is assigned by the BCAST client manufacturer. 
This version number SHALL be increased following a secure software (or firmware) upgrade.

	signature_length
	Length of signature in bytes.

	Signature
	Signature calculated over all the parameters before the Signature.

	certificate_length
	Length of certificate in bytes.

	Certificate
	X.509 Certificate of BCAST Client. MAY be sent to the server.


The BCAST_Client_ID includes a signature and a optionally a certificate. These SHOULD be verified by the NAF Server to authenticate the BCAST Client and verify the integrity of the identifier.

5.1.7.2 Upgrade Available Message
If during registration the NAF Server (Rights Issuer) determines that a firmware / software upgrade is available for the terminal / BCAST client, then it MAY send the following message:

	upgrade_available_msg
	Length
	Type

	
	
	

	protocol_version
	4 bits
	bslbf

	reserved_for_future_use
	4 bits
	bslbf

	upgrade_critical_flag
	1 bit
	bslbf

	upgrade_pushed_flag
	1 bit
	bslbf

	contact_dm_server_flag
	1 bit
	bslbf

	reserved
	5 bits
	bslbf

	BCAST_Client_ID
	19
	bytes

	if upgrade_pushed_flag == 0  {
	
	

	
if contact_dm_server_flag == 1 {
	
	

	

dm_server_URI
	string
	string

	
}
	
	

	
if contact_dm_server_flag == 0 {
	
	

	

upgrade_server_URI
	string
	string

	
}
	
	

	}
	
	

	signature_length
	2
	byte

	Signature
	8*signature_length
	bits

	certificate_length
	2
	bytes

	Certificate
	8*certificate_length
	bits


where:
protocol_version - This parameter indicates the protocol_version of this message. The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

upgrade_critical_flag – indicates whether the available upgrade is optional (flag=0) or mandatory (flag=1) to register / have access to the requested service

upgrade_pushed_flag – indicates whether the available upgrade is pushed  (flag=1) or not (flag=0). Note that delivery of upgrades is out of scope of this specification.

contact_dm_server_flag – indicates whether the terminal can contact a DM server (flag=1) or not (flag=1) for an upgrade. This allows for the possibility that the terminal has Device Management capability allowing for a suitable upgrade. In this case, it is appropriate to point to the appropriate DM server.
BCAST_Client_ID – BCAST_Client_ID defined above but excluding Signature and Certificate. This allows the BCAST Client to verify that the upgrade_available_msg is indeed sent to the correct BCAST Client.
upgrade_server_URI – optional field. This indicates the URI to contact to have access to the available upgrade. Note that the upgrade mechanism is out of scope of this specification.

dm_server_URI – optional field. This indicates the Device Management server URI to contact to have access to the available upgrade. Note that in this case Device Management mechanisms are used to provide the upgrade.

signature_length – Length of singature in bytes.

Signature – signature calculated over the previous upgrade_available_msg fields using the NAF Server Public Key.
certificate_length – Length of certificate in bytes.

Certificate – X.509 certificate of the NAF Server. This SHOULD be checked by the Client.
The upgrade_available_msg includes a signature and a certificate. These SHOULD be verified by the BCAST Client to authenticate the NAF Server and verify the integrity of the message.

5.1.7.3 Signalling Protocols used for MBMS smartcard profile
This section explains how the information presented above MAY be sent or requested for the smartcard profile during the MBMS User Service registration. The Figure below summarises the possible messages exchanged. Italics are used to indicate the optional parameters / messages related to the BCAST_Client_ID and upgrade_available_msg.
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Figure N – MBMS User Service Registration with (optional) BCAST_Client_ID and upgrade messages 

The following sections describe the messages in more detail.

5.1.7.3.1 Terminal sending BCAST_Client_ID at start of MBMS User Service Registration

The BCAST_Client_ID identifier MAY be sent automatically by the Terminal in the initial HTTP Post Request during the start of the MBMS User Service Registration as defined in Section 6.3.2.1A of [3GPP TS33.246].

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

The BCAST_Client_ID includes a signature and a certificate. These SHOULD be verified by the NAF Server to authenticate the BCAST Client and verify the integrity of the identifier.

If the Terminal does not send the BCAST_Client_ID in the HTTP Post Request, then the NAF Server (Rights Issuer) MAY ask for it as described below in 5.1.7.3.2
5.1.7.3.2 NAF Server (Rights Issuer) Requesting BCAST_Client_ID
If the Terminal has not sent the BCAST_Client_ID in the HTTP Post Request, the NAF Server (Rights Issuer) MAY request the BCAST client identifier using the following request:

HTTP/1.1 403 Not acceptable
Server: BCAST NAF Server
Date: Thu, 08 Jan 2004 10:13:18 GMT
send_BCAST_Client_ID
where
send_BCAST_Client_ID is text.
5.1.7.3.3 Terminal Sending BCAST_Client_ID to NAF Server (Rights Issuer) following Request
Upon reception of the request for the BCAST client id, the terminal MAY be incapable of sending this identifier (as it is optional). 

If the terminal recognizes the request for a BCAST_Client_ID (as defined in 5.1.7.3.4), it SHOULD send the BCAST_Client_ID using the following response:

GET / HTTP/1.1

User-Agent: BCAST_Client_ID=BCAST_Client_ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

The BCAST_Client_ID includes a signature and a certificate. These SHOULD be verified by the NAF Server to authenticate the BCAST Client and verify the integrity of the identifier.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty User-Agent entry. Note that this may result in the NAF Server refusing registration.
5.1.7.3.4 NAF Server (Rights Issuer) Sending Upgrade Available Message to Terminal
Upon reception of the BCAST_Client_ID, the NAF Server (Rights Issuer) MAY either continue with the normal process or MAY signal that upgrades are available by using the upgrade_available_message. This is signaled using the following messages. Two cases are identified, one for which the upgrade is critical to access the service, and one for which the upgrade is optional to access the service.
Upgrade not critical:

HTTP/1.1 200 OK
ugrade_available_msg
Upgrade critical:
HTTP/1.1 403 Forbidden

ugrade_available_msg
The upgrade_available_msg includes a signature and a certificate. These SHOULD be verified by the BCAST Client to authenticate the NAF Server and verify the integrity of the message.

5.1.7.3.5 NAF Server (Rights Issuer) Accepting BCAST_Client_ID
If the BCAST_Client_ID provided by the terminal to the NAF Server (Rights Issuer) is deemed acceptable, then the normal MBMS User Service Registration message is sent, i.e. HTTP 200 OK as defined in Section 6.3.2.1A of [3GPP TS33.246]
5.1.7.4 Security Requirements on BCAST_Client_ID and BCAST Client Private Key
If the BCAST_Client_ID is used by the NAF server (Rights Issuer) check the BCAST client version, then clearly the information provided by the terminal must be trusted.

The following requirements SHALL be respected for the BCAST_Client_ID and the associated BCAST Client Private Key:

· A unique BCAST_Client_ID and BCAST Client Private Key SHALL be present on the terminal

· The BCAST_Client_ID and  BCAST Client Private Key SHALL be stored securely

· The BCAST_Client_ID SHALL be modified following an upgrade to reflect the upgrade

· The BCAST_Client_ID and BCAST Client Private Key SHALL be given the same security considerations as the highest-level key material
5.1.7.5 Security Requirements on Upgrade Mechanisms

The upgrade mechanism MAY rely on Device Management tools or MAY rely on proprietary mechanisms. In both cases the security of the upgrade is critical to ensure the integrity of the BCAST client. 
The following requirements SHALL be respected for the upgrade mechanism:

· Both terminal and upgrade server SHALL be mutually authenticated before proceeding with the upgrade

· A secure channel SHALL be used between the terminal and the upgrade server during the transfer of the upgrade information

· It SHOULD be possible to verify the integrity of the existing BCAST client is checked before proceeding with an upgrade as this may compromise a successful upgrade

· An upgrade SHOULD only be executed if the version is greater than the version of the client it is replacing

· The integrity of the upgraded BCAST client SHALL be checked to ensure the upgrade has correctly taken place

· Once the upgrade has been successfully accomplished, the BCAST_Client_ID SHALL be appropriately modified to reflect the upgrade
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