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1 Reason for Change

There is a lack of a brief introduction for the BCAST smartcard profile, showing it is possible to use it for offering service/content protection on any BDS with a cellular interaction channel available (MBMS, DVB-H + interactive back channel, BCMCS) together with BCAST terminals supporting (U)SIM/(R)-UIM and which are consistent with the general assumption in OMA BCAST of supporting an interaction channel. 

The use of GBA for the BCAST smartcard profile does not lock the service provider into a MBMS network, since GBA is not dependent on MBMS. It can also be used in BCMCS networks (3GPP2 S.P0109-0), and there is even also ongoing work on a 2G SIM card based GBA solution (3GPP TR 33920). 

In the case of DVB-H networks, an additional  cellular interaction channel is needed, and GBA can be applied for the BCAST smartcard profile as long as the NAF and BSF are present.

In pure broadcast scenarios (for example DVB-H only networks), smartcard profile cannot be used, because the smartcard profile key management requires the interaction channel to securely deliver the long term keys to the (U)SIM/(R-)UIM or the terminal.

In fact, BCAST smartcard profile makes possible to use this profile in the most generic and common scenarios for both networks and terminals in scope of OMA BCAST, to offer service/content protection.
Changes in R03 have been the following:

· Diagrams have been changed according to comments received in Paris meeting.

· Examples that were given in the descriptive text have been deleted, as commented in Paris.

· It has been clarified that diagrams show smartcard profile using MBMS key management. 
· Co-signers have been added.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group agrees on these descriptions and includes them in the affected TS.

6 Detailed Change Proposal

6. Smartcard Profile

The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083-A), to enable service &/or content protection. In the context of the BCAST 4-layer key hierarchy, a key management solution is provided using the smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Sections [TBD] for 3GPP and [TBD] for 3GPP2.

The Smartcard key management allows access to Layer 4 Content Layer irrespective of the type of encryption used (SRTP,IPSec or content encryption).

Section 6.1 relates to different BDS architectures that can be used with the Smartcard Profile. These are explained in Sections 6.1.1 and 6.1.2, for the smartcard profile using MBMS key management.

6.1 Use of the Smartcard Profile for various BDS architectures

The Smartcard Profile is applicable in cellular based BDS, which natively can use a point-to-multipoint or point-to-point bearer, and also to broadcast-only BDS with the additional support of a cellular interaction channel. 

The diagrams in the sections below show the use of the smartcard profile using MBMS key management.
6.1.1  Smartcard Profile using a pure cellular based BDS

In the pure cellular based BDS cases, both multicast/broadcast and unicast bearers are available.
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 Note: Short-term key message may be delivered over the point-to-point bearer instead.   
              Figure x: Pure cellular based BDS scenario using GBA and MBMS key management                   
A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: A user selects a protected service on the BCAST service guide available over the cellular based BDS, and the terminal contacts the BSF to initiate the GBA bootstrapping procedure. 

· Authentication and Registration: This corresponds to layer 1 of the BCAST 4-layer key hierarchy model. The registration data issuing to the (U)SIM/(R-)UIM or the terminal, (depending on the key management implementation) takes place via the point-to-point bearer, after the corresponding key derivation process is done.  

This is explained in [TS 33.246] for 3GPP. This can also be obtained on a pre-shared key basis as explained in Section [TBD] for 3GPP2.                                   

· LTKM Delivery: This corresponds to layer 2 of the BCAST 4-layer key hierarchy model. After the trust relation is established with the NAF, the (U)SIM/(R-)UIM or the terminal (depending on the key management implementation) may request the long-term keys and related parameters to the NAF, or alternatively, the NAF may send them automatically. This information is delivered in the LTKM to the (U)SIM/(R-)UIM or the terminal, via the point-to-point bearer. 

      This is explained in Section [TS 33.246] for 3GPP and in [TBD] for 3GPP2. 

· STKM Key Delivery: This corresponds to layer 3 of the BCAST 4-layer key hierarchy model. The key management protocol, uses a separate message (STKM) to deliver the short-term keys. STKM may be delivered over the point-to-multipoint bearer or the point-to-point bearer, to the (U)SIM/(R-)UIM or the terminal. 

This is explained in Section [TBD] for 3GPP and in [TBD] for 3GPP2. 

· Access to Protected Content: This corresponds to layer 4 of the BCAST 4-layer key hierarchy model. The cellular based BDS delivers a Service, e.g.: a file download or streaming session, which may be transmitted over the cellular network in unicast, multicast or broadcast mode.      

6.1.2  Smartcard Profile using a broadcast BDS and cellular interactive channel

In a mixed or hybrid scenario (e.g: DVB-H network + cellular interaction channel) a pure broadcast BDS is complemented with an additional interaction channel given by a cellular network.
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 Note: Short-term key message may be delivered over the cellular interaction channel instead.                         

Figure Y: Broadcast-only BDS with cellular interaction channel scenario, using GBA and MBMS key management

  A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H). 

· Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.                                                                                                  

· LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel 

· STKM Delivery: As for cellular BDS above BUT STKMs may be delivered over the broadcast only BDS (e.g: DVB-H) or via the cellular interaction channel.    

· Access to Protected Content: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H) .
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