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1 Reason for Change

This CR describes the DVB-H adaptation related to OMA BCAST service and content protection.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

None
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

6.3 DVB-H adaptation related to OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM-XBS 

Content Encryption

IPsec and SRTP are the two common content encryption methods included in both DVB and BCAST specifications and hence content encryption for OMA BCAST device must be done either using IPsec or SRTP.
Key Management
Signaling of Key Management Information
Protection signaling for DVB-IPDC  is described in Section 5 of the DVB-IPDC specifications [DVB JTC 190]. Unlike DVB-IPDC specs, OMA BCAST supports only DRM-based key management under DRM profile and USIM/(R-) UIM based key management under smartcard profile (see section 6.1 and 6.2 in [TS SCP]). Also, unlike DVB-IPDC specs, OMA BCAST supports only two types of Layer 3 messages: STKM and modified MIKEY messages with extensions (Section 6.3.1 and 6.3.4 in [TS SCP]).
Key management based on DRM is common to both DVB-IPDC and OMA BCAST specifications. Also, STKM message structure in OMA BCAST specification and KSM message structure in DVB-IPDC are very similar. The differences will be discussed in the following Section. 
Figures 1 and 2 below depict the protection signaling (Section 12.1 in TS SCP] when the DVB-H network is based on OMA BCAST network.  Since OMA BCAST specifies only two profiles, key management systems (KMS) are signaled through parameter “kmstype” that supports four values of string type (Section 5.2.1 in [TS SCP]). DVB-IPDC may support a number of key management systems that are identified through “IPDCKMSid” parameter. “IPDCOperatorId” parameter directly maps to “serviceprovider” parameter. Furthermore,  OMA BCAST defines a parameter “profile” that assumes only two values corresponding to “STKM” Layer 3 message ( for DRM profile, Section 6.3.1 in [TS SCP]) and modified MIKEY message (for smartcard profile, Section 6.3.4 in [TS-SCP]).
“IPDCKMSid” values for supported OMA BCAST key management systems (Table 13 of Section 12.1 in [TS SCP]) for DRM profile and Smartcard profile SHALL be TBD . Note that IPDCKMSid is used only in the DVB signaling.
Protection signaling is done through SDP and Service Guide messages [TS SG]. Similar information is also available in the Access Fragment for OMA BCAST [TS SG]. 
Note that  both DVB and BCAST ESG and SDP signaling may be available to the terminal but the OMA BCAST terminal need not understand DVB signaling since all the required signaling is supported by OMA BCAST signaling.
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Figure 1. Protection signaling for STKM streams in DVB-IPDC and OMA BCAST
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Figure 2 Protection signaling for LTKM streams in DVB-IPDC and OMA BCAST.
DRM Profile
OMA BCAST DRM profile and DVB specified 18Crypt are virtually the same and share significant commonalities. Both do not mandate the existence of an interactive channel. There are some subtle differences. For example, signaling support in Layer 3 (STKM) message in DRM profile for the service protection of download data using modified DCF is not available in the corresponding Layer 3 message in 18Crypt. The BCAST specified use of modified DFC SHALL not be used by the compliant terminal. Both DRM profile and 18Crypt uses SRTP and IPsec for content encryption and hence shall be implemented in compatible terminals.
6.3.2.1 Smartcard Profile
OMA BCAST Smartcard profile is applicable only when the interactive channel is available. Long term key delivery and Short term key delivery for smartcard profile are done over the interactive channel and broadcast channel respectively. Both Smartcard profile and DVB-IPDC supports SRTP and IPsec for content encryption and hence shall be implemented in compatible terminals. An OMA BCAST terminal supporting only the smartcard profile SHALL support modified MIKEY message with extensions and need not understand STKM message.. 
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