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1
Reason for Change

This CR makes the following changes to service and content protection spec [TS SCP]:

· Key hierarchy clarification for smartcard profile by paragraphing the text of section 6.2 in TS SCP document (The latest version).
· Describing how subscriber management key (SMK) is derived by using GBA.
· Adding the procedures of requesting long term key from the terminal to the service provider.
2
Impact on Backward Compatibility

None.

3
Impact on Other Specifications

None.

4
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5
Recommendation

6
Detailed Change Proposal
6.2 “Smartcard Profile” Key management
6.2.1 Registration Layer
In the case of the Smartcard profile key management, the registration layer is implemented using a secret that is held by a smartcard. This secret is used to provide access to the keys used in the different layers of hierarchy. This is similar to the device key concept in the DRM profile. 

The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102], or a registration key RK stored on a (R-)UIM for 3GPP2 system).

The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the shared secret key that reside in the USIM/(R‑)UIM, a Subscriber Management Key (SMK) is established between the USIM/(R‑)UIM or the terminal (depending on the key management implementation) and the service provider
. SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM). 
SMKs SHALL be stored on a USIM/(R-)UIM or the terminal depending on key management implementation. Regarding smartcard profile key management where the security is based on GBA, SMKs SHALL be stored on a USIM for GBA_U, and on the terminal for GBA_ME. SMKs are derived as follows.
For GBA_U implementation, SMK = KDF (Ks, "gba-u", RAND, IMPI, NAF_Id).

For GBA_ME implementation, SMK = KDF (Ks, "gba-me", RAND, IMPI, NAF_Id).
Regarding smartcard profile key management where the security is based on registration key RK, SMKs SHALL be stored on a (R-)UIM.
6.2.2 Long Term Key Delivery Layer
Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, the USIM for GBA_U implementation, and on the terminal for GBA_ME implementation. 
In case of subscription or pay-per-view, the terminal will send the SEK/PEK request to the Rights Issuer (NAF Server). Figure XX illustrates the case where the terminal requests for the SEK/PEK using the HTTP POST message.
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Figure XX – SEK/PEK request procedure
The terminal may request specific SEK/PEKs by setting the key number part of the SEK/PEK ID to the requested value. The Right Issuer key request function authenticates the terminal with HTTP Digest using the keys received from GBA bootstrapping procedure.
When a user's subscription becomes due, the Right Issuer key distribution function may want the terminal to update the SEK/PEK. In general, push is the regular way of updating the SEK/PEK to the terminal, there may be situations where the Right Issuer key distribution function solicits the terminal to contact the Right Issuer and request for a new SEK/PEK.
6.2.3 Short Term Key Delivery Layer
Traffic Encryption Keys - TEK - are protected using SEK or PEK, as well as optionally by a TBK, in a Short Term Key Message (STKM). 
For GBA_U based implementation, upon reception of the STKM the terminal sends to the USIM the encrypted TEK and other additional information needed to identify/generate SEK or PEK to decrypt the encrypted TEK. The USIM/(R‑)UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK.  For GBA_ME based implementation the terminal handles the decryption of the TEK.

For registration key RK based implementation, upon reception of the SRTP packets, the terminal sends key materials related information if necessary to the (R-)UIM to derive the TEK from SEK or PEK. The (R-)UIM then sends back TEK in the clear, or the TEK wrapped by TBK, to the terminal.
Table 3 gives a brief outline of the key hierarchy model:
Table 3: Smartcard profile key hierarchy model

	Key layer
	Key name
	Key hierarchy
	Storage location

	0
	Shared secret Key, Smartcard Key (SK)
	SK
	Equivalent to the Device Key (DK) in the OMA DRM profile. Provisioning of this key is out of the scope of this specification.
	Smartcard 

	1
	Subscriber Management Key (SMK)
	SMK
	Generated after a successful BCAST service registration
	Smartcard (for GBA_U or if security is based on registration key RK) and Terminal (for GBA_ME)

	2
	Service / Program Encryption Key (SEK/PEK)
	SMK[SEK] or SMK[PEK]
	Encrypted with SMK and sent to the smartcard via the terminal using either BCAST channel or a point to point channel
	Smartcard (for GBA_U or if security is based on registration key RK) and Terminal (for GBA_ME)

	3
	Traffic Encryption Key (TEK)
	SEK[TEK] or PEK[TEK]
	Encrypted with SEK or PEK or derived from SEK or PEK and sent over the BCAST channel
	Terminal


Secure service protection is critical for service providers. For service providers with a GSM or UMTS compliant network, there is currently an existing security framework defined for broadcast/multicast services based on smartcards, i.e. MBMS security based on the USIM, 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R-)UIM. 

It MUST be possible for the BCAST terminals to reuse the Security mechanisms of MBMS and BCMCS for service protection if the terminals already implemented the smartcard based (USIM or (R-)UIM) security mechanisms used in MBMS and BCMCS. Detailed information can be found in [3GPP TS 33.246] and [3GPP2 S.S0083-A].

Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be re used [3GPP TS 33.246].

Note: if only service protection is required then LTKM MUST transport a SEK or a PEK, whereas if additional content protection using Digital Rights Management is required then the LTKM MAY also transport Rights Objects (ROs).  However, this is outside the scope of the Smartcard profile specifications.












� Regarding a smartcard profile key management where the security is based on GBA [3GPP TS 33.220], GBA-ME or GBA-U is performed depending on whether smartcard profile key management is performed on the ME or the USIM.
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