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1 Reason for Contribution

This IC contains QUALCOMM’s consistency review comments, and proposed resolutions, on the SvcCntProt TS.

2 Summary of Contribution

Section 3 below represents QUALCOMM’s consistency review comments on the SvcCntProt TS.  Proposed resolutions for these comments are contained in Doc-0398R01
3 Detailed Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:

Section 1: Scope, there is no text

Proposed resolution:

Define the scope of the SPCP document.
	Status: OPEN

	
	
	N
	3.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The definition for Content Protection neglects to mention Smartcard Profile based solution.  In addition, the definition indicates that for content protection “it is NOT an access control mechanism only”, suggesting content protection also includes service protection, which is incorrect

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	3.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The word “Interactivity” is mis-spelled in the definition of Rights Object.

Proposed resolution:

See correction in Doc-398.
	Status: OPEN

	
	
	N
	3.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The definition for Service Protection is unclear.  It seems to suggest that service protection includes content protection capability.  It is proposed to remove text which can cause confusion.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	3.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
A new entry for MIKEY should be added

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	3.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
MIKEY should be added to the list of abbreviations

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The first two bullet points under this section can be made more clear by emphasizing that the first one is about content protection and the second is about service protection, and the main difference between them.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The 2nd paragraph says;
This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.
What about content protection?
Proposed resolution:

Include a description of content protection in the 2nd paragraph.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current version says;
Therefore, service protection and content protection will be handled by two different security mechanisms.  
This is not true in case of the smartcard profile.

Proposed resolution:

Fix text.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The third bullet point under this section neglects to indicate the key function of encryption in service protection in three separate sentences.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The statement about replay attack should emphasize the prevention of such attacks.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The paragraph regarding service providers using content encryption in place of transport encryption should be improved to refer to content layer encryption and transport layer encryption.  In addition, content level encryption only provides a partial content protection solution, since it doesn’t address the permissions and constraints aspects of content protection (typically associated with rights management).

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	Y
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The sentence directly before the bullet “Content protection” would be improved by prepending the words “For service protection”. 

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Similar to the prior description on service protection, the description on content protection should point to the DRM 2.0 and Smartcard based solutions.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:

Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC.  AES-WRAP is also used by the terminal binding scheme to protect the TEKs.
Note: AES-Key Wrap seems to be not the primary choice in the XBS specification, so this is in fact not consitent.

KW’s output is larger than input and that may cause problems.
Proposed resolution:
Further justification is needed or AES-ECB might be sufficient here!


	Status: OPEN

	
	
	Y
	4.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:

IPsec/ESP is not correct usage!

Proposed resolution:

Replace with IPsec ESP
	Status: OPEN

	
	
	N
	4.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:
The efficiency and robustness of the solution is achieved by a new key delivery protocol and management scheme for the frequently changing TEKs.

Note: While the concept of frequent rekeying may have valid reasons, the smartcard profile requires trusted behavior from the terminal. That assumption and the text here are at odds.

Proposed resolution:

Needs discussion and text updates.
	Status: OPEN

	
	
	N
	4.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:
Figure 1 does not label the layers with the “level” of the layer.
Proposed resolution:

Number the layers in Figure 1. 
	Status: OPEN

	
	
	Y
	4.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:
The solution is based on a four-layer cryptographic architecture.
Proposed resolution:

Replace cryptographic with key management. 
	Status: OPEN

	
	
	N
	4.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:
Within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.
That does not apply to the smartcard profile!

Proposed resolution:

Note that the above text applies to the DRM profile only! 
	Status: OPEN

	
	
	N
	4.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
For the 2nd paragraph under Fig. 1, the current text does not consider the case of BCMCS as the BDS technology.  In BCMCS, the TEK is not encrypted by SEK/PEK, but is derived by the terminal from other received data.  In addition, in the Smartcard Profile based on (U)SIM, the TEK is carried in the MIKEY message as opposed to the STKM.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:
There is a reference to two-layer service and program functionality.  That raises consistency problems with the 4-layer model.

Proposed resolution:

We need to revise the wording for the Program and Service differentiation!
	Status: OPEN

	
	
	N
	4.3.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The 2nd paragraph in this section should be revised.  It should be clarified that the chosen encryption method is indicated in the STKM, and in the case that STKM is not sent, such as in BCMCS, SRTP shall be used.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.3.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The 3rd paragraph description for DRM Profile case: “these messages are Rights Objects” should be clarified to become “these Long Term Key messages are referred to as Rights Objects”.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.3.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The last paragraph should refer to Smartcard-based profile as opposed to GBA mechanisms, since GBA is not (yet) designated for BCMCS in 3GPP2.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.5
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The references to section numbers in Fig. 2 is incorrect.

Proposed resolution:

??
	Status: OPEN

	
	
	N
	4.5
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text has

References to secure storage and that term is inconsistent between the DRM profile and the smartcard profile.
Proposed resolution:

Need two separate sections describing the “secure storage” requirements between the DRM profile and the smartcard profile!
	Status: OPEN

	
	
	N
	4.5
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text has

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM profile or the Smartcard profile.
Unfortunately, that is not true.  There are inconsistencies between how the different BDSs use SRTP and there is no common OMA-layer4 (there are also two other data security protocols in addition to SRTP).
Proposed resolution:

Remove the claim!
	Status: OPEN

	
	
	N
	4.5.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
In the paragraph beginning with “For GBA_U based implementation”, reference to (R-)UIM should be removed, since GBA_U currently does not apply to BCMCS.
Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.5.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
In Table 3, the term “BCAST channel” in rows 3 and 4 should be corrected as “broadcast channel”.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.5.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
In conjunction with the description of how 3GPP MBMS provides mechanisms to ensure message integrity, add a statement that 3GPP2 BCMCS provides similar capability.

Proposed resolution:

See proposed changes in Doc-398.
	Status: OPEN

	
	
	N
	4.5.2.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Fig. 3 needs to be somehow modified to indicate that for MBMS and BCMCS cellular-based BDS, content and STKM should be delivered from BSDA to the BDS-SD (before delivery over the broadcast bearer), as opposed to BSDA having direct access to the broadcast bearer.

Proposed resolution:

Add BDS-SD entity to diagram above the block indicated “Point to multipoint bearer”, similar to the architecture shown in the AD, and have the bearer and signaling paths from BSDA terminate on the BDS-SD.
	Status: OPEN

	
	
	N
	4.5.2.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Fig. 3 presumes the BCAST service provider is also the MBMS network operator, and whereby the BSM and BSD/A are integrated with the BM-SC.  Such assumptions should be stated.  Also, this architecture would not support the scenario of a single MBMS network carrying broadcast services on behalf of multiple BCAST service providers (and hence existence of multiple BSMs).  In that case, the architecture would require a BDS-SD (i.e. BM-SC) to reside between the BDS bearers and the BCAST servers.
Proposed resolution:

Add BDS-SD entity to diagram above the blocks indicated “Point to multipoint bearer”, and “Point to point bearer”, similar to the architecture shown in the AD.  In addition, bearer and signaling paths from BSDA and BSM should be shown to traverse the BDS-SD and cellular-based BDS in reaching the terminal.
	Status: OPEN

	
	
	N
	4.5.2.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
In this section, the STKM is said to be delivered point-to-point or point-to-multipoint, elsewhere it is not so clear and thus inconsistent.
Proposed resolution:

Clearly explain how the STKM is delivered and explain when point-to-multipoint delivery vs. point-to-point delivery makes sense!
	Status: OPEN

	
	
	N
	4.5.2.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The last paragraph makes a reference to unicast in the context of layer-4.
Proposed resolution:

Remove the reference to unicast!
	Status: OPEN

	
	
	N
	5.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Need text in 5,1
Proposed resolution:

Remove TBD and provide text.
	Status: OPEN

	
	
	N
	5.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
There is a reference to Layer 0 (we have only 4 layers and this makes a reference to a fifth layer!)
Proposed resolution:

Remove the notion of “Layer 0”
	Status: OPEN

	
	
	N
	5.3.1.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Current text says:

For service domain join/leave operations, it almost follows the current 4-layer key hierarchy model in the OMA BCAST AD, but only the definition of Layer 1 is extended to include terminal registration and domain management.
Proposed resolution:

The notion of “almost” follows the 4-layer model is unclear.  Please clarify.
	Status: OPEN

	
	
	N
	5.3.1.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Current text says:

To address service and content protection when domains exist, it seems that the current 4-layer key hierarchy model discussed in the OMA BCAST AD does not need to be changed substantially.  The definition of Layer 1 can be extended to include terminal registration and domain management.

Proposed resolution:

Need details on how to extend Layer 1 to include domain management.  Perhaps the XBS specification provides for this capability for the DRM profile (in that case, please add a reference).  In the smartcard profile, if there is no concept of domains, then we need to qualify this statement accordingly.
	Status: OPEN

	
	
	N
	5.4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Current text has a reference to “Layer 3 Keys”
Proposed resolution:

We need to either explain that usage clearly or use the key names (SEK, PEK, TEK) consistently.
	Status: OPEN

	
	
	N
	5.4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Current text claims that XML usage for BCROs is inefficient!  This is inconsistent as we use XML for Service Guide which is also very large!
Proposed resolution:

Need to resolve the inconsistent usage of binary vs. XML coding of OMA BCAST messages.
	Status: OPEN

	
	
	N
	5.4.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Current text claims that “Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update SEKs.”

This seems wrong since the transmitter signs once irrespective of how many receivers there might be!
Proposed resolution:

Clarify or delete the claim!
	Status: OPEN

	
	
	N
	5.5
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Need a reference to the Type values in Table.

Table needs a number!
Proposed resolution:

Provide appropriate references and number the Table.
	Status: OPEN

	
	
	N
	5.5.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Table 4 declares the length of rating type as 7, and goes on to define 10 values.  Use of the additional values is undefined and there is no guidance for assigning them in the future.
Proposed resolution:

Need to specify the use of the reserved values in rating_type and provide guidance for their use in future.
	Status: OPEN

	
	
	N
	5.5.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Protocol_version is 0x0; perhaps 1.0 to indicate BCAST version is better?
Proposed resolution:

Set protocol_version to 1.0
	Status: OPEN

	
	
	N
	5.5.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Protocol_version is 0x0; perhaps 1.0 to indicate BCAST version is better?
Proposed resolution:

Set protocol_version to 1.0
	Status: OPEN

	
	
	N
	5.5.3,

Page 35
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:

The next traffic key material SHALL NOT be included earlier than 1 minute before it becomes current. This is to limit the effect on pay-per-view enforcement that is caused by sending the next traffic key material encrypted with the encryption key of a program that may end before the next traffic key becomes current to maximally 1 minute.

Such safeguards seem trivial given the trust in terminals required for the smartcard profile.
Proposed resolution:

Some of the requirements around changing keys frequently and not supplying keys early may need to be rethought given the trust in terminals required to support the smartcard profile
	Status: OPEN

	
	
	N
	5.5.3,

Page 36
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:

The MKI is associated with the current TEK. If the next traffic key flag is set to 1, the MKI associated with the “next TEK” is implicitely defined as MKI+1.

Two issues:

1. This won’t work with BCMCS smartcard profile.  The MKI is constructed with an SK_RAND and BAK_ID.

2. May not work with some of the SRTP stream sharing approaches where the MKI needs to be coordinated!

Proposed resolution:
Resolve the inconsistency in automatically incrementing the MKI field.


	Status: OPEN

	
	
	N
	5.5.3, Page 37
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Table 6 about traffic key lifetime adds no value!
Proposed resolution:

Delete Table 6.
	Status: OPEN

	
	
	N
	5.5.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Protocol_version is 0x0; perhaps 1.0 to indicate BCAST version is better?
Proposed resolution:

Set protocol_version to 1.0
	Status: OPEN

	
	
	N
	5.6.1. 

5.6.2

5.7.1

5.8

5.9

6.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
Text is missing
Proposed resolution:

Provide text
	Status: OPEN

	
	
	N
	14.1
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:

Text indicates TEK is sent from BSM to BSD/A.  However, it has been agreed in Doc-189R01 that TEK is only generated by BSD/A, and sent to BSM (over SP-4-3)
Proposed resolution:

Correct all related text in this section (including all relevant sub-sections).
	Status: OPEN

	
	
	N
	14.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:

Text indicates STKM is delivered from BSM to BSD/A.  However, it has been agreed in Doc-189R01 that this is done over SP-4-3 (currently absent in the SPCP spec).  
Proposed resolution:

Remove all references to STKM delivery in this section (including all relevant sub-sections).
	Status: OPEN

	
	
	N
	14.X
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:

A section should be added regarding SP-4-3.
Proposed resolution:

Add this section (e.g. similar to proposal in Doc-190R03).
	Status: OPEN

	
	
	N
	6.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The current text says:

BM-SC solicited pull procedure; it’s not clear whether pull is the appropriate term.  Client/Terminal pulls and the network pushes, is my understanding.
Proposed resolution:

Please clarify.
	Status: OPEN

	
	
	N
	6.3 and 6.4
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
The naming of extension fields, EXT MBMS, EXT BCAST, BCAST EXT is confusing.
Proposed resolution:

Please clarify.
	Status: OPEN

	
	
	N
	6.4.1.1
and elsewhere
	Source: QUALCOMM

Form: OMA-BCAST-2006-0397, OMA-BCAST-2006-0398

Comment:
There are two STKMs in the specification now, and we need to clearly distinguish between the two to avoid confusion.
Proposed resolution:
Perhaps rename the short STKM or give it a version or something like that.
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5 Recommendation

The cited comments should be resolved.
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